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Resumen de cambios

Barras de cambio

Las barras de cambio son lineas verticales en el margen izquierdo que identifican el texto revisado, agregado
o eliminado. Todos los cambios realizados en la Guia Operativa del Comercio se indican con una barra de cambio como
se muestra aqui:

Tabla del resumen de cambios

Las actualizaciones importantes se muestran en la siguiente tabla y se indican también en la Guia Operativa del
Comercio con una barra de cambio.

Capitulo Seccién/Subseccion Descripcién del cambio

Capitulo 1, “Introduccion” Seccién 1.4, “Cambios en la Guia Se aclaré el texto.
Operativa del Comercio”

Capitulo 2, “Hacer Negocios Subseccidén 2.5.1, "Cédigo de categoria Se actualizaron los requisitos de MCC.
con American Express” de establecimiento”

Subseccién 2.5.2, “Cumplimiento de Se aclaré el texto.
los Términos v Condiciones de los
productos de pago”

Capitulo 4, “Procesamiento de  Seccion 4.8, “Registro de Cargos” + Seaclararon los requisitos del Registro de Cargos.

las Transacciones +  Se agregd la exclusion para las Transacciones de
envio dividido.

Seccion 4.18, “Cargos de Facturacién ~ Se aclararon los requisitos de los Cargos de Facturacion
Recurrente” Recurrente.

Seccion 4.19, "Procesamiento de Se agregaron los requisitos de las Tarjetas de Prepago.
Tarjetas de Prepago”

Seccion 4.22, "Transacciones de Envio  Se agregaron los requisitos de la seccién de
Dividido” Transacciones de envio dividido.

Capitulo 5, “Autorizaciones” Seccion 5.4, “Autorizacion Estimada”  El porcentaje de Autorizacion Estimada de Restaurantes
y Bares se actualizé del 20 % al 30 %.
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Capitulo Seccion/Subseccion Descripcion del cambio

Capitulo 8. “Proteger la Seccion 8.2, “Definiciones”

Informacion del

Tarjetahabiente” Seccion 8.3, “Programa de Analisis
Dirigido (TAP)"

Capitulo 10, “Evaluacion del Seccion 10.2, “Establecimientos

riesgo” Prohibidos”

Capitulo 12, "Sectores Subseccién 12.12.1, "Alojamiento”

Especificos”

Subseccién 12.12.2. “Arriendo de
Vehiculos”

Glosario de Términos

Se actualizaron las descripciones.

Se revisé la politica existente sobre el Programa de
Andlisis Dirigido (TAP).

Se agregaron/modificaron industrias.

Se reubicé el texto de la Autorizacién Estimada a la
Seccién 5.4, “Autorizacién Estimada”.

Definiciones agregadas/modificadas.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Octubre del 2021 iv

divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.
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1.1 Acerca de American Express

American Express se fundd hace mas de 160 afios y ha experimentado cambios importantes
através de los afios. Sin embargo, una caracteristica se ha mantenido constante: nuestro
compromiso con los valores centrales de nuestros fundadores. American Express se basa en
un sistema de valores que se enfoca con firmeza en llevar a cabo sus actividades en mas de
130 paises del mundo con confianza e integridad y en ofrecer productos y servicios de calidad
a nuestros valiosos clientes.

La Red American Express tiene operaciones en todo el mundo, incluso en territorios en los que,
debido a la Ley Aplicable u otros factores, algunos de nuestros Filiales o licenciatarios deben
actuar como Adquirientes.

La Red apoya también a millones de Establecimientos en todo el mundo y procesa miles de
millones de transacciones diarias, con lo que crea relaciones entre los Tarjetahabientes y los
Establecimientos. Ayudamos a desarrollar los negocios de millones de Establecimientos, desde
tiendas de barrio hasta empresas multinacionales.

1.2 Acerca de la Guia Operativa del Comercio

Nos complace proporcionar la Guia Operativa del Comercio de American Express. Ofrece
mejores practicas, consejos Utiles y herramientas disponibles para ayudar a sus negocios.
Puede tener mas éxito si tiene acceso y entiende las politicas y procedimientos de aceptacion
de la tarjeta.

Para servir a todos los Establecimientos de manera consistente, les exigimos que operen bajo
la Guia Operativa del Comercio.

Esta Guia Operativa del Comercio establece las politicas y los procedimientos que rigen su
aceptacion de la Tarjeta American Express®. Forma parte de, y se incorpora por la presente por
referencia en, el Contrato del Establecimiento con su Proveedor de Servicios al Comercio (de
aqui en adelante “el Contrato”). Usted acepta todas las disposiciones de la Guia Operativa del
Comercio y quedar vinculado a ellas (y a sus modificaciones ocasionales) tal como se
establecen en el Contrato y como condicion de su acuerdo para aceptar la Tarjeta.

Consulte con su Proveedor de Servicios al Comercio para obtener mas informacién acerca de
cualquier politica o procedimiento que se incluya en la Guia Operativa del Comercio.

121 Publico Previsto de esta Guia

Esta Guia Operativa del Comercio esta destinada a los Establecimientos que tienen un acuerdo
legalmente vinculante con un Proveedor de Servicios al Comercio con sede en México para
aceptar la tarjeta American Express®. Si bien no es una lista exhaustiva, los Establecimientos
que califican:

+ estan ubicados fisicamente y mantienen una cuenta bancaria en una institucién financiera
en México;

» tienenunvolumen de carga anual estimado de American Express de menos de
MXN $ 3,000,000; vy,

+ realizan transacciones solo en moneda mexicana (MXN) y reciben el pago de su proveedor
de servicios al comercio en una cuenta bancaria local.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 2
divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.
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1.3 Organizacion de la Guia Operativa del Comercio

Cuadros de informacién como
este se muestran entodala Guia
Operativa del Comercio para
resaltar informacion importante
como definiciones, alertas de
fraude, consejos Utiles e
informacion adicional.

Debe leer las politicas globales
junto con las politicas
especificas de cada pais que
siguen. Las dos secciones se
organizan una tras otra, lo que
facilita la lectura y la busqueda
de lainformacién que necesita.

La Guia Operativa del Comercio de American Express esta disefiada para satisfacer las
necesidades de los Establecimientos ocupados. Se organiza el contenido de la siguiente
manera:

»  politicas globales que se aplican a su Establecimiento, y

»  politicas especificas de cada pais que se aplican a sus Establecimientos ubicados en el
pais especifico listado.

En caso de cualquier conflicto entre las politicas globales y las politicas especificas al pals,
prevaleceran los requisitos de las politicas especificas al pais. En caso de conflicto entre el
Contrato y la Ley Aplicable, rigen los requisitos de la ley.

La Guia Operativa del Comercio se disefi6 para seguir el flujo del ciclo de la transaccién: desde
la aceptacion de la Tarjeta, hasta la Autorizacion, la Presentacién, la Liquidacién, los Cargos en
Disputa y los Contracargos. Para facilitar la localizacion de la informacion que necesita
répidamente, la Guia Operativa del Comercio se disefié con la siguiente funcionalidad:

+ Lainformacion importante se identifica a lo largo de la Guia Operativa del Comercio
utilizando los cuadros de informacion a la izquierda del texto principal.

+ Losenlaces de apuntar y hacer clic haciay desde los capitulos se identifican con un fexto
subrayado en azul cuando se visualiza la Guia Operativa del Comercio en linea.

+  Se proporciona una tabla de contenido y un glosario completo en la Guia Operativa del
Comercio.

*  Los términos en mayuscula utilizados en la Guia Operativa del Comercio tienen el
significado que se les atribuye en el Glosario de Términos. Ademas, ciertos términos
especializados también aparecen y se definen en el capitulo o seccién en la que se utilizan.

+  Todos los montos a los que se hace referencia en este documento, se expresan en pesos
mexicanos.

14 Cambios en la Guia Operativa del Comercio

American Express se reserva el derecho de realizar cambios en la Guia Operativa del Comercio
en cambios programados y en cualquier momento en cambios no programados como se
establece en la Subseccién 1.4.1, “Cambios Programados” y la Subseccién 1.4.2, “Cambios No
Programados” a continuacién. Usted se compromete a aceptar todos dichos cambios (y,
ademas, a cumplir con las nuevas disposiciones de la Guia Operativa del Comercio) excepto en
los casos en los que prevalezca la Ley Aplicable.

141 Cambios Programados

La Guia Operativa del Comercio se publica dos veces al afio, en abril y en octubre. Puede

obtener la ultima versién de la Guia Operativa del Comercio en www.americanexpress.com.mx/

guia-comercio, o a través de su Proveedor de Servicios al Comercio.

* unlanzamiento de los cambios programados, que se publicara cada mes de abril, con los
cambios que entrardn en vigencia en la siguiente edicién de octubre o en cualquier otra
fecha que establezcamos en la Guia Operativa del Comercio, y

+ unlanzamiento de los cambios programados, que se publicara cada mes de octubre,
con los cambios que entraran en vigencia en la siguiente edicién de abril o en cualquier
otra fecha que establezcamos en la Guia Operativa del Comercio.

Cuando un cambio programado entre en vigencia durante el periodo entre dos ediciones de la

Guia de Operativa del Comercio, también incluiremos el cambio en la edicion de la Guia

Operativa del Comercio que cubra el periodo durante el cual el cambio surtira efecto, sefialando

la fecha de vigencia del cambio.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 3

divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.
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142 Cambios No Programados

American Express podra también cambiar las disposiciones de la Guia Operativa del
Comerciante en comunicados no programados por separado en cualquier momento, los que
entraran en vigencia diez (10) dias después de la notificacion a usted y su Proveedor de
Servicios al Comercio a menos que se especifique otra fecha de entrada en vigencia en la
notificacion.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 4
divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.
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2.1 Introduccion

En American Express, nos sentimos privilegiados de hacer negocios con Establecimientos
como usted y queremos ayudar a que el proceso de aceptacion de Tarjetas sea lo mas simple
posible. La Guia Operativa del Comercio explica las politicas y los procedimientos relacionados
con la aceptacion de Tarjetas American Express. También destaca algunos de los servicios y
herramientas que pueden ayudar a su empresa. Este capitulo describe algunos conceptos
generales que se relacionan con hacer negocios con American Express.

2.2 Beneficios de Aceptar la Tarjeta American Express

La decisién que ha tomado de aceptar la Tarjeta American Express demuestra un compromiso
con los millones de Tarjetahabientes que poseen la Tarjeta. Aceptar la Tarjeta le permite lo
siguiente:

» ofrecer asus clientes la conveniencia de pagar con Tarjetas American Express, y

* mejorar la retencién al permitir que los clientes con Cargos recurrentes paguen
automaticamente.

2.3 Informacion del Establecimiento

Lainformacionincorrecta puede Usted acepta que, al brindarle su informacién de contacto a su Proveedor de Servicios al

resultar en problemas al Comercio, American Express puede enviarle mensajes de marketing, que pueden incluir
servicio. Por ejemplo, si cambia informacion sobre productos, servicios y recursos disponibles para su negocio. Estos mensajes
el nombre de suempresay no se pueden enviar a la direccion postal, los nimeros de teléfono, las direcciones de correo

se notifica a American Express, electrénico o los niimeros de fax que usted proporciona. Si proporciona un niimero de teléfono

es posible que sus clientes no
reconozcan el Cargo en sus
estados de cuenta. Esto podria
resultar en Cargos en Disputa.

movil, acepta que American Express se comunique con usted a ese nimero, y las comunicaciones
que American Express envia pueden incluir mensajes del servicio de mensajes cortos
automaticos (SMS o de “texto”) o llamadas automatizadas o pregrabadas. Si proporciona

Comuniquese con su Proveedor un numero de fax, acepta que American Express le envie comunicaciones por fax. American
de Servicios al Comercio si Express puede usary compartir de otras formas su informacién para fines comerciales y segun
cambia la informacion de su lo permita la Ley Aplicable. American Express utiliza medidas de seguridad administrativas,
empresa. técnicas y fisicas razonables para proteger la informacion del Establecimiento, que son

consistentes con la confidencialidad de la informacién.

Puede cancelar su suscripcion a las comunicaciones de marketing sobre productos y servicios
de American Express comunicandose con su Proveedor de Servicios al Comercio directamente
por teléfono, correo electrénico, a través del sitio web u otros medios que identifique su
Proveedor de Servicios al Comercio, o seleccionando la opcién de cancelacion de suscripcion
que American Express puede describir u ofrecer en sus correos electrénicos, mensajes SMS,
faxes u otras comunicaciones. Si ha optado por no participar, es posible que continte
recibiendo comunicaciones importantes sobre transacciones o relaciones de American
Express. Ademas, puede seguir recibiendo comunicaciones de marketing de American Express
mientras American Express actualiza sus registros para reflejar su opcién de exclusién
voluntaria.

2.4 Uso de Terceros

Como Establecimiento, usted toma decisiones y elecciones en nombre de su negocio todos
los dias. Algunos Establecimientos optan por tratar directamente con nosotros en todos los
aspectos del proceso de Transaccién; otros recurren a la asistencia de terceros diversos para
prestarles servicios. Estos terceros son sus Partes Cubiertas y pueden incluir:

»  Proveedor de Servicios al Comercio/Proveedores de Servicios/Procesadores,
*  Proveedores de Terminales,

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 6
divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.
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+  Proveedores,y
»  Otros agentes contratados para operar en su nombre.

Puede contratar, a su cargo, a dichos terceros; sin embargo, usted sigue siendo responsable
desde el punto de vista financiero y de cualquier otro modo de todas las obligaciones (incluidas
las obligaciones de confidencialidad y el cumplimiento de las Especificaciones Técnicas), los
servicios y las funciones que ellos realizan en virtud del Contrato para usted, como los
requisitos técnicos de autorizacién y envio de Transacciones, como si usted realizara dichas
obligaciones, servicios y funciones.

Usted es responsable de todos los problemas y gastos causados por su Proveedor de Servicios
al Comercio y/o terceros, incluidos los pagos de Liquidacién dirigidos equivocadamente a otras
partes debido a la programacién incorrecta de su Sistema de Punto de Venta (POS) por parte
de su Proveedor de Servicios al Comercio y/0 terceros.

2.5 Cumplimiento de las Especificaciones Técnicas

251

Sitiene dudas acerca del MCC
que se le asignd, comuniquese
con su Proveedor de Servicios
al Comercio. También le
recomendamos que revise sus
datos de autorizacién y envio
periddicamente para garantizar
que represente con precision su
clasificacién de la industria. Si
no la representa con precision,
comuniquese con su Proveedor
de Servicios al Comercio.

2.5.2

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Una gran cantidad de transacciones atraviesan y son procesadas por la Red American Express.
Los establecimientos, procesadores, proveedores de terminales y otros deben cumplir con las
Especificaciones Técnicas de American Express para poder conectarse y realizar transacciones
en laRed.

Cada solicitud de Autorizacién y Transaccion, incluidos los datos contenidos en estas, debe
cumplir con las Especificaciones Técnicas de American Express, cualquier otro (o diferente)
requisito de nuestros centros operativos locales y la Ley Aplicable. Nos reservamos el derecho
de modificar las Especificaciones Técnicas de American Express o los requisitos de nuestros
centros operativos locales.

Debe asegurarse de que tanto usted como los terceros que incorpore para facilitar el
procesamiento de las Transacciones cumplan con las Especificaciones Técnicas de American
Express (se deben brindar datos validos y precisos para todos los elementos de datos,

de acuerdo con las Especificaciones Técnicas de American Express).

Comuniquese con su Proveedor de Servicios al Comercio para obtener mas informacion en
relacién con el cumplimiento de estas especificaciones.

Cédigo de categoria de establecimiento

Se debe utilizar el Cédigo de categoria de establecimiento (MCC, por sus siglas en inglés) que
mejor represente su clasificacion de la industria. Si usted tiene varias empresas claramente
diferenciadas, cada una de ellas debe recibir su correspondiente MCC y el nimero de
establecimiento. Si tiene varias empresas, pero la distincién entre ellas no es clara o no puede
determinarse de forma razonable, entonces debe usar el MCC que mejor represente la
clasificacion de la industria principal de su empresa.

Debe asegurarse de que sus MCC sean precisos, y debe proporcionar el MCC que corresponda
en todas las autorizaciones y los envios. Si el MCC utilizado en la Presentacion no coincide con
el MCC de la Autorizacién correspondiente, usted acepta remediar la falta de coincidencia lo
antes posible, por su cuentay de acuerdo con las instrucciones que pueda recibir de nosotros
o de su Proveedor de Servicios al Comercio. Sino cumple con los requisitos de datos de MCC
es posible que reciba una tarifa por incumplimiento. Consulte a su Proveedor de Servicios al
Comercio si tiene preguntas relacionadas con la asignacion de su MCC.

Cumplimiento de los Términos y Condiciones de los productos de pago

Ofrecemos diversas soluciones y productos de procesamiento de pagos. Si elige utilizar uno o
mas de estos productos, usted y su Proveedor de Servicios al Comercio deben cumplir con los
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términos y condiciones correspondientes, que podemos actualizar cada cierto tiempo y que
estan disponibles en www.americanexpress.com/merchantspecs. En caso de que exista un
conflicto entre los términos y condiciones del producto de procesamiento de pagos y la Guia
Operativa del Comercio, prevaleceran los términos y condiciones del producto de
procesamiento de pagos. Es posible que no todos los productos y servicios estén disponibles
para todos los Establecimientos.

2.6 Cierre del Negocio

Si cierra alguno de sus Negocios, debe seguir estas instrucciones:

« Notificar a su Proveedor de Servicios al Comercio y seguir sus indicaciones para notificar
el cierre del Negocio.

+  Sus politicas deben ser transmitidas al Tarjetahabiente antes de completar el Cargo,
y debe imprimir tales politicas en la copia del recibo o Registro del Cargo que el
Tarjetahabiente firma. Consulte la Seccién 4.11, “Politicas de Cancelacién y Devolucién”
para obtener mas informacion.

+  Siusted no proporciona reembolsos o cambios, publique avisos que indiquen que todas
las ventas son finales (por ejemplo, en las puertas delanteras, las cajas registradoras, en el
Registro de Cargo y en sus sitios web y catalogos).

»  Sus politicas de devolucion y cancelacion se deben informar con claridad en el momento
de la venta.

* Enelcasode Cargos con Pago Anticipado o Cargos con Entrega Retrasada, debe entregar
los productos o servicios que ya haya cobrado al Tarjetahabiente o bien emitir un crédito
por la parte del Cargo que corresponda a los productos o servicios que no se han
entregado.

2.7 \Verificacién y Divulgacién de Informacidn

Usted reconoce que cuando brinda informacion a su Proveedor de Servicios al Comercio,

esa informacién se puede divulgar y compartir con los agentes, subcontratistas y filiales de su
Proveedor de Servicios al Comercio y otras partes, incluidas American Express, organizaciones
industriales y agencias de informes, para cualquier propdsito permitido por la Ley Aplicable.

Ademas, usted reconoce que, al celebrar el Contrato con su Proveedor de Servicios al
Comercio, permite obtener o divulgar informacién en relacién con el Contrato, y renuncia a
todos los derechos o Reclamos que podrian surgir a raiz de tal divulgacién o en relacién con
ella, incluidos aquellos por calumnias, aunque la informacién que se divulgue sea incorrecta
0 no esté completa. Reconoce que el nombre de su negocio y de sus directores se podria
informar a MasterCard para incluirlos en su lista MATCH™ (Alerta de Miembros para
Controlar Establecimientos de Alto Riesgo). A través del presente documento, usted da su
consentimiento especifico para dicho procedimiento de informacién y exime a American
Express y a su Proveedor de Servicios al Comercio de toda responsabilidad frente a los
Reclamos y dafios que puedan surgir como consecuencia de dicho informe.

2.8 Usos Permitidos de la Informacion del Establecimiento

Con el fin de comunicar que su tarjeta fue aprobada, American Express podria usar su nombre,
direccion (incluidas direcciones de sitios web o URL), nimeros de teléfono del servicio de
atencién al cliente o su clasificaciéon de industria en cualquier medio y en cualquier momento.
Lainformacién se basa en los datos que proporcioné a su Proveedor de Servicios al Comercio
o que se encuentran disponibles publicamente.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 8
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3.1 Aceptacion de la Tarjeta

Debe aceptar la Tarjeta como medio de pago para los bienes

y servicios vendidos (salvo aquellos bienes y servicios
prohibidos en la Seccion 3.3, “Usos Prohibidos de la Tarjeta”) o
(si corresponde) para donaciones caritativas realizadas, en todos
sus Negocios, con excepcion de lo permitido expresamente por la
Ley Aplicable. Usted es responsable conjunta e individualmente
de las obligaciones de sus Negocios seguin el Contrato.

Al aceptar la Tarjeta en su Negocio, proporciona a los clientes
comodidad y flexibilidad en |a eleccion de los métodos de pago
ofrecidos.

3.2 Tratamiento de la Marca American Express

Puede emitir politicas
relacionadas con la

identificaciéndelclientey definir

montos minimos de Cargo,
sujeto ala Ley Aplicable y su

Contrato con su Proveedor de

Servicios al Comercio.

3.21

Durante los ultimos 160 afios, American Express ha construido una marca que es sinénimo
de confianza, integridad, seguridad, calidad y servicio al cliente. American Express trabaja
diligentemente para mantener su reputacion y evitar que los Establecimientos se involucren
en actividades que podrian perjudicar el negocio o la marca de American Express.

Con excepcion de lo expresamente permitido por la Ley Aplicable, usted no debera:

» indicar o insinuar que usted prefiere, directa o indirectamente, cualquier Otro Producto
de Pago por sobre la Tarjeta,

» intentar disuadir a los Tarjetahabientes de utilizar la Tarjeta,

«  criticar o describir erréneamente la Tarjeta o cualquiera de los servicios 0 programas de
American Express,

» intentar persuadir o solicitar a los Tarjetahabientes utilizar cualquier Otro Producto de
Pago o método de pago (por ejemplo, pago con cheque),

* imponer restricciones, condiciones, desventajas o tarifas cuando se acepta la Tarjeta que
no se imponen por igual en todos los Otros Productos de Pago, excepto para
transferencias electrénicas de fondos, efectivo o cheques,

» sugerir o solicitar a los Tarjetahabientes que renuncien a su derecho de disputar cualquier
Transaccién,

« participar en actividades que perjudiquen el negocio de American Express o la Marca
American Express (o ambos),

+  promocionar cualquier Otro Producto de Pago (con excepcién de su propia tarjeta de
marca privada para uso exclusivo en sus Negocios) de forma mas activa que la Tarjeta, o

« convertir la divisa de la Transaccion de venta original a otra divisa cuando solicite la
Autorizacién o envio de las Transacciones (0 ambos).

Tratamiento de las Marcas de American Express

Cada vez que se comunican los métodos de pago a los clientes o cuando los clientes preguntan
qué pagos se aceptan, debe indicar su aceptacion de la Tarjeta y mostrar las Marcas de
American Express (incluido cualquier formulario de solicitud de Tarjeta que se le proporcione)
en un lugar muy visible y de la misma manera que lo haria con cualquier Otro Producto

de Pago.

El logotipo corporativo de American Express®, el logotipo “Blue Box de American Express®”,
es el simbolo visual mas potente de la imagen de American Express. El “Blue Box" representay
refuerza el servicio de alta calidad y los valores de American Express. La version adecuada del

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 10
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logotipo “Blue Box" se debe mostrar en todos los materiales y letreros del punto de compra.
Los siguientes lineamientos se aplican al uso del logotipo “Blue Box" en las comunicaciones:

*  Mantener por lo menos 1/3 de “X" (donde “X" es igual a la altura del logotipo de Blue Box)
entre el logotipo y cualquier elemento complementario

+ Eltamafio minimo del logotipo “Blue Box" es de 3/8"y el tamafio preferido es de 1/2"

+  Ellogotipo “Blue Box" siempre debe mostrarse en el color “azul de American Express”
aprobado previamente o para las comunicaciones de uno o dos colores, en negro.

No debera utilizar las Marcas de American Express de ninguna manera que dafie 0 menoscabe
la reputacién asociada con la Marca American Express, ni indicar de cualquier manera (sin el
consentimiento previo y por escrito de American Express) que American Express respalda sus
bienes o servicios. Solamente podra usar las marcas de American Express seglin se permita en
el Contrato y debera dejar de utilizarlas en el momento de la rescision del Contrato.

Para obtener mas instrucciones sobre el uso de las Marcas de American Express, comuniquese
con su Proveedor de Servicios al Comercio.

3.3 Usos Prohibidos de la Tarjeta

Un ejemplo de venta de algo que
infringe los derechos de un
Titular de derechos, es la venta
de productos falsificados.

No debe aceptar la Tarjeta para ninguno de los siguientes casos:
» contenido digital para adultos que se venda mediante Envio Electrénico por Internet,

» cantidades que no representen de buena fe las ventas de bienes o servicios (o, si
corresponde, cantidades que no representen de buena fe las donaciones caritativas
realizadas) en sus Negocios; por ejemplo, las compras en sus Negocios que realicen los
propietarios (o sus familiares) o los empleados planeadas con propdsitos de flujo de
efectivo o pagos que haya aceptado para adelantar efectivo a los Tarjetahabientes en
conexion con la Transaccion,

+ cantidades que no representen de buena fe las ventas directas de su Negocio a los
Tarjetahabientes realizadas en el curso normal de sus negocios,

» dinero en efectivo o su equivalente; por ejemplo, compras de barras o lingotes de oro,
plata, platino, paladio (no se prohiben las monedas de coleccidény las joyas) o divisas
virtuales que se puedan intercambiar por divisas reales (no se prohiben las divisas de los
programas de lealtad),

» cargos que el Tarjetahabiente no aprobd especificamente,

»  costos o tarifas sobre el precio normal de los bienes o servicios (mas los impuestos
aplicables) que el Tarjetahabiente no aprobd especificamente,

» darfios, pérdidas, sanciones o multas de cualquier tipo, excepto segun lo dispuesto en
la Seccion 4.21, "Dafios a la Propiedad en Alojamientos v otros Alquileres” y la
Subseccién 12.12.2.3, "Dafios de Capital”,

» servicios de juegos de azar (incluidas las apuestas en linea), fichas de juego, créditos para
juegos de azar o billetes de loteria,

actividades ilicitas o ilegales, transacciones comerciales fraudulentas o cuando el
suministro de los bienes o servicios es ilicito o ilegal (por ejemplo, ventas por Internet en
lineailegales oilicitas de medicamentos o sustancias controladas; ventas de cualquier tipo
de mercancias que infrinjan los derechos de un Titular de derechos conforme a las leyes
aplicables a American Express, a usted, o al Tarjetahabiente),

+ cantidades vencidas o importes que abarquen cheques devueltos, rechazados con
anterioridad o con suspension de pago (por ejemplo, cuando la Tarjeta se utiliza como
ultimo recurso de pago),

+ cantidades que representen el pago de anticipos en efectivo, lo que incluye, entre otros,
créditos contra el sueldo, empefios 0 avances en efectivo,

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 11
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+ ventas realizadas por terceros o Entidades que realizan negocios en sectores distintos del
suyo, 0

»  otros elementos que American Express o su Proveedor de Servicios al Comercio le notifique.

No debera utilizar la tarjeta para comprobar la edad del cliente.

Para obtener mas informacién sobre las industrias prohibidas y sobre cémo American Express
supervisa dichos usos de la Tarjeta, consulte el Capitulo 10, "Evaluacion del riesgo”.

3.4 Establecimientos Prohibidos

Algunos Establecimientos y/o algunos de sus negocios no cumplen los requisitos (o pueden
dejar de cumplirlos) para aceptar la Tarjeta. A dichos Establecimientos o Negocios se les
negara el privilegio de aceptar la Tarjeta si se determina que cumplen con uno o mas de los
criterios para un Establecimiento prohibido, incluidos los criterios establecidos en el

Capitulo 10, “Evaluacion del riesgo”. Para obtener mas informacioén sobre los Establecimientos
prohibidos, comuniquese directamente con su Proveedor de Servicios al Comercio.

3.5 Tratamiento de la Informacién del Tarjetahabiente de
American Express

Recuerde, si el Contrato
termina, la informacion del
Tarjetahabiente solo se puede
conservar de acuerdo con el
Estandar de Seguridad de
Datos de la industria de
tarjetas de pago (PCI DSS),
que esta disponible en

www.pcisecuritystandards.org.

Toda informacion del Tarjetahabiente es confidencial y de propiedad exclusiva del Emisor,
American Express o sus Afiliados.

Salvo que se indique lo contrario, usted no debera revelar la Informacion del Tarjetahabiente,
ni utilizarla o almacenarla, excepto para facilitar las Transacciones en sus Negocios,

de conformidad con el Contrato. Para obtener mas informacion, consulte la Seccién 4.4
“Completar una Transaccion en el Punto de Venta".

Para obtener mas informacién acerca de cémo proteger la Informacion del Tarjetahabiente,
consulte el Capitulo 8 “Proteger la Informacién del Tarjetahabiente”.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 12
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4.1 Introduccidén

En el mercado de hoy en dia, las Transacciones del punto de venta comprenden una amplia
variedad de opciones para el cliente, o que incluye:

+ Transacciones en la tienda

» Transacciones por internet/de comercio electrénico

+ Transacciones iniciadas a través de una aplicacion

» Transacciones de pedidos por teléfono/correo

+ Transacciones a través de Terminales Activados por el Cliente (CAT)

Esta seccion de la Guia Operativa del Comercio aborda el procesamiento de las Transacciones y
ofrece procedimientos y directrices especificos para tratar diversos tipos de Transacciones.
Esto incluye cargos con Tarjeta presente, sin Tarjeta presente, la aceptacion de Tarjetas de
Prepago y mucho mas. En cualquier situacion, debera consultar con su Proveedor de Servicios

al Comercio las instrucciones para obtener mas informacién y orientacién sobre el
procesamiento de las Transacciones.

4.2 Proceso de las Transacciones

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

El primer paso para comprender el proceso de aceptacién de la Tarjeta es comprender
el proceso de Transaccién de American Express.

El siguiente gréafico ilustra las fases de alto nivel que ocurren a lo largo del proceso de
Transaccion. Nos referiremos a este proceso de transaccion en varios puntos a lo largo de
la Guia Operativa del Comercio.

SEGURIDAD DE LOS DATOS

PROCESO DE LAS TRANSACCIONES*

NN N =

&—

El El El Proveedor de El Se abre
Tarjetahabiente Establecimiento Establecimiento Servicios al  Tarjetahabiente un caso
utiliza la Tarjeta obtiene la envia el Cargo Comercio recibe de disputa

para realizar Autorizacion para la llegaa un el estado
pagos Liquidacién acuerdo con el de cuenta

Establecimiento

DETECCION DE FRAUDE

* El presente grafico es solo para fines ilustrativos y no debe interpretarse como una limitacién o renuncia
de los derechos de American Express con respecto a la informacién del Tarjetahabiente u otra
informacion.
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4.3 Opciones de Pago de American Express

En un compromiso continuo de ofrecer una variedad de productos, los emisores de American
Express ofrecen una amplia gama de opciones de pago.

Las opciones de pago disponibles en su area pueden incluir:

Tarjeta de Crédito y de Cargo

» Tarjetas de Cargo y Tarjetas de Crédito estandar

+ Tarjetas de Recompensas en Efectivo

» Tarjetas Corporativas y para Pequefias Empresas

*  Muchas mas

Productos y servicios adicionales

+ Tarjetas de Prepago

»  Cheques de Viajero

*  Cheques de Regalo

+  Sin contacto (tanto tarjetas fisicas como dispositivos méviles)

4.4 Completar una Transaccion en el Punto de Venta

Cuando los Tarjetahabientes
hagan una Transaccién iniciada
através de una aplicacién o
paguen mediante otraaplicacion
de teléfono mévil o tablet (que
los Tarjetahabientes puedan
haber creado si proporcionaron
lalnformacién del Tarjetahabiente
cuando se cred la cuenta),

el Tarjetahabiente debe haber
proporcionado directamente

los Datos de la transaccion
recopilados para facilitar el
Cargo sin tarjeta presente.

En este escenario, no se
requiere que el Tarjetahabiente
vuelva a ingresar los Datos de la
Transaccion.

Datos de la Transaccion

DatosdelaTransacciénsignifica
toda la informacién que solicita
American Express que
demuestra una o mas
Transacciones, incluida la
informacion obtenida en el
punto de venta, la informacién
obtenida o generada durante

la Autorizacion y el Envio,

y cualquier Contracargo.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Todas las Transacciones validas comienzan con la compra del Tarjetahabiente en el punto de
venta. En caso de que se utilice la Tarjeta fisica para facilitar un Cargo con tarjeta presente

o si el Tarjetahabiente proporciona su Informacién por teléfono, por correo o internet, la
Transaccion no deberd completarse sin la tarjeta o sin la informacién que proporciona el
Tarjetahabiente.

Para aceptar los cargos de la Tarjeta en sus Negocios en el punto de venta, usted debera:

« divulgar de manera claray evidente todos los términos de venta materiales antes de
obtener la Autorizacion, e

+ informar de manera claray evidente a los Tarjetahabientes en todos los puntos de
interaccion (por ejemplo, ventas realizadas en persona, a través de internet, dispositivos
moviles, correo o teléfono) qué Entidad hace la oferta de venta, de modo que el
Tarjetahabiente pueda distinguirlo claramente de cualquier otra parte implicada en la
interaccion (por ejemplo, un proveedor de bienes o prestador de servicios que pueda
contratar, u otro Establecimiento que pretenda realizar negocios con el Tarjetahabiente).

El Tarjetahabiente debe proporcionar o haberle proporcionado directamente los Datos de la
Transaccion que recopila para facilitar el cargo.

Usted no debera aceptar ni haber aceptado Datos de la Transaccion de terceros ajenos a las
Partes Cubiertas ni proporcionar ni haberles proporcionado dichos datos. Si no cumple con
este requisito, es posible que se le apliquen tarifas por incumplimiento y/o que se suspendan
0 no se autoricen los privilegios de aceptacion de Tarjeta en sus Establecimientos.
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4.5 Procesar un Cargo en Persona

American Express ofrece una
variedad de soluciones de
prevencion de fraude que se
pueden habilitar en el punto de
venta. Comuniquese con su
Proveedor de Servicios al
Comercio para obtener
informacion relacionada con
herramientas y recursos de
mitigacion de fraude que usted
podria usar.

451

Solo la persona cuyo nombre
aparece en la Tarjeta American
Express tiene derecho a
utilizarla. Las Tarjetas no

son transferibles.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Los Cargos en Persona se refieren a los Cargos en los que la Tarjeta y el Tarjetahabiente estan
presentes en el punto de venta. Un ejemplo de esto es cuando un Tarjetahabiente presenta una
Tarjeta al Establecimiento en una tienda minorista.

Para todos los Cargos en Persona, se debe presentar la tarjeta. Hay varias maneras en las que
puede llevarse a cabo un Cargo en Persona. Las medidas adoptadas varian dependiendo de
coémo se realicen los siguientes dos tipos de Cargos en Persona:

»  Cargos electronicos
+  Cargos con clave

Cargos electrénicos

Los Sistemas electrénicos del punto de venta (POS) capturan de forma automaética la
informacién necesaria de la Tarjeta, de modo que puede utilizarse para solicitar la Autorizacion
para el Cargo. Los cargos electrénicos se pueden realizar de diferentes maneras, dependiendo
del tipo de Tarjeta que se presente.

+ Tarjetas con banda magnética: contienen la informacion de la cuenta de la Tarjeta y del
Tarjetahabiente en la banda ubicada en la parte posterior de la tarjeta o en un chip sin
contacto integrado en la tarjeta.

+  Tarjetas con chip: contienen un chip en el que se almacenan los datos (incluida la
informacion de la cuenta de la Tarjeta y del Tarjetahabiente), que el Sistema POS puede
leer a fin de orientar el procesamiento de la Transaccion.

»  Dispositivos moviles: dispositivo electrénico aprobado por el Emisor y reconocido por
American Express (lo que incluye, pero no se limita a, teléfono maévil, tablet o dispositivo
portatil) que esta habilitado para iniciar una Transaccion de Pago con Billetera Electrénica.

Algunas Tarjetas con banda magnética, Tarjetas con chip y Dispositivos mdviles se pueden leer
mediante la interfaz sin contacto del Sistema POS. El registro de Cargos se crea a partir de la
informacion capturada durante el Cargo electrénico.

Consulte a su Proveedor de Servicios al Comercio si tiene preguntas sobre las capacidades de
su Sistema POS.

4.5.1.1 Cargos con Tarjeta con banda magnética
Cuando se presente una Tarjeta en el punto de venta, usted debera:

1. Verificar que la Tarjeta no esté visiblemente alterada ni dafiada (consulte el Capitulo 9
“Prevencion de Fraude" para obtener mas informacion),

2. Capturar los datos de la banda magnética cuando se pase la Tarjeta (a menos que ya se
hubiera iniciado el Cargo cuando se agita el chip de la Tarjeta sin contacto muy cerca del
sistema POS como se describe en la Subseccion 4.5.1.3, "Cargos de Tarjeta con chip sin
contacto”),

3. Obtener una Aprobacion de Autorizacion,
4. \Verificar la Fecha de vencimiento de la Tarjeta,

5. Comparar el Numero de la Tarjeta y la Fecha de vencimiento de la Tarjeta con la misma
informacion del registro de Cargos, y

6. Asegurarse de que el nombre que se imprime en el registro de Cargos coincida con el
nombre que aparece en la parte frontal de la Tarjeta.*

7. Siseglnlaley Aplicable, usted escoge o se le solicita obtener la firma de un Tarjetahabiente,
consulte la Subseccion 4.5.1.2.1, “Obtener la firma para Cargos en Persona”.

* Excepto cuando el nombre del Tarjetahabiente no esta capturado en el registro de Cargos
o para las Tarjetas de Prepago que no muestran un nombre en la parte frontal.
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En el caso de las Transacciones
con chip y PIN, si no se valida el
PIN, debe hacerse responsable
de los Contracargos, a menos
que su Negocioy el Cargo
califiquen para el Programa

sin PIN (consulte la Seccién 4.17.
“Programa sin PIN").

Si encuentra una Transaccion en Persona que le provoca inquietud, consulte la
Subseccion 4.5.3. “Acciones para Cargos en Persona” y proceda segun corresponda.

4.5.1.2 Cargos de Tarjeta con chip de contacto

Cuando se presenta una Tarjeta con chip que se debe insertar en un lector de Tarjetas con chip,
debe hacer lo siguiente:

1. Verificar que la Tarjeta no esté visiblemente alterada ni dafiada (consulte el Capitulo 9
“Prevencion de Fraude" para obtener mas informacién).

2. Capturar los datos de la Tarjeta con Chip cuando inserte la Tarjeta en el lector de Tarjetas
con chip.

El sistema POS solicitara a los Tarjetahabientes que ingresen su PIN (cargo con chip y PIN)
o que completen la Transaccién sin un PIN. También puede configurar su sistema POS
para solicitar al Tarjetahabiente que firme el cargo (un cargo por chip y firma). Consulte la
Subseccién 4.5.1.2.1, "Obtener la firma para Cargos en Persona”.

Para cargos con chip y PIN: Los Tarjetahabientes ingresaran su PIN en el Sistema POS con
el teclado. Siel Cargo con chip y PIN no se puede completar debido a un problema técnico,
el Sistema POS mostrard un mensaje de error. Siga los procedimientos para pasar una
Tarjeta en la Subseccion 4.5.1.1, "Cargos con Tarjeta con banda magnética”. En caso de
que no se valide el PIN, cuando se requiera, puede resultar responsable de contracargos si
el Tarjetahabiente disputa el cargo. La validacion del PIN puede no ser necesaria si su
Negocio y el Cargo cumplen los requisitos para el programa de cargos sin PIN (consulte la
Seccioén 4.17, "Programa sin PIN" para obtener informacién adicional).

3. Obtener una Aprobacion de Autorizacion.
4. \Verificar la Fecha de vencimiento de la Tarjeta.

5. Comparar el Numero de la Tarjeta y la Fecha de vencimiento de la Tarjeta con la misma
informacion del registro de Cargos, y

6. Asegurarse de que el nombre que se imprime en el registro de Cargos coincida con el
nombre que aparece en la parte frontal de la Tarjeta.*

7. Sisegun la Ley Aplicable, usted escoge o se le solicita obtener la firma de un
Tarjetahabiente, consulte la Subseccion 4.5.1.2.1, "Obtener la firma para Cargos en
Persona”.

* Excepto cuando el nombre del Tarjetahabiente no esta capturado en el registro de
Cargos o para las Tarjetas de Prepago que no muestran un nombre en la parte frontal.

Si sus sistemas POS no se han actualizado para aceptar y procesar Tarjetas con Chip y PIN,

y se presenta una Tarjeta con Chip, American Express puede ejercer un Contracargo por fraude
por falsificacién, pérdida, robo o no recepcién. Comuniquese con su Proveedor de Servicios al
Comercio para obtener mas informacion sobre las capacidades de su sistema POS.

Si sus sistemas POS se han actualizado y se presenta una Tarjeta con Chip:

»  American Express puede ejercer un Contracargo por fraude por pérdida, robo o no
recepcion si se presenta una Tarjeta con Chip y PIN y el Cargo se facilita como un Cargo
por Chipy Firma.

+  American Express no ejercera el Contracargo por falsificacion, pérdida, robo o fraude por

no recepcion si, a causa de un problema técnico con el terminal, no puede completar el
Cargo como un Cargo con Tarjeta con Chip.

Si actualiza su sistema POS para poder aceptar el Chip y PIN en otros productos de pago, debe
cumplir con las Especificaciones Técnicas y otros requisitos que American Express pone a
disposicion.

Si le presentan una Tarjeta con Chip e ingresa de forma manual la Transaccion, puede estar
sujeto a contracargos por fraude por falsificacion, pérdida, robo y no recepcion.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 17
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4.5.1.2.1 Obtener la firma para Cargos en Persona

Siescoge o, por la Ley Aplicable, se le solicita obtener la firma en un Cargo con tarjeta
presente en una impresién manual, documento impreso o electrénico, usted debe:

1. Obtener unafirmay verificar que la firma sea idéntica al nombre de la Tarjeta®, y

2. Comparar la firma (cuando la obtenga) en el registro de Cargos con la firmaenla
Tarjeta.

* Excepto cuando el nombre del Tarjetahabiente no esta capturado en el registro de
Cargos o para las Tarjetas de Prepago que no muestran un nombre en la parte frontal.

4.5.1.3 Cargos de Tarjeta con chip sin contacto

Algunos cargos de la tarjeta con chip implican la transmisién de la informacion de pago cuando
se agita la tarjeta muy cerca de un lector sin contacto. Los establecimientos que decidan
aceptar los pagos sin contacto deben cumplir con los requisitos actuales del sistema POS sin
contacto de American Express. Consulte a su Proveedor de Servicios al Comercio si tiene
preguntas relacionadas con la aceptacion de tarjetas con chip sin contacto.

Cuando le presentan una Tarjeta con Chip que se deba leer con un lector sin contacto, debera:

1. Capturar los datos de la Tarjeta con chip o banda magnética mediante el lector sin
contacto, y

2. Obtener una Aprobacion de Autorizacion.

Para Cargos de tarjetas sin contacto de $100 o menos, no se requiere una firma.

La Seccion 4.17. "Programa sin PIN" no aplica para estos Cargos. Para los Cargos de tarjeta sin
contacto que sean de $100 o menos, su Proveedor de Servicios al Comercio no ejercera un
Contracargo por fraude de falsificacion, pérdida, robo o no recepcién siempre que se hayan
capturado los Datos de la Tira Magnética o la tarjeta con Chip y se haya obtenido una
autorizacién de aprobacion.

Para Cargos superiores a $100, o si se aplica alguna de las siguientes exclusiones, siga los
procedimientos de aceptacion de la Tarjeta descritos en la Subseccién 4.5.1.1, "Cargos con
Tarjeta con banda magnética”, Subseccién 4.5.1.2, “Cargos de Tarjeta con chip de contacto”,
o Subseccién 4.5.1.4, “Pagos con Billetera Electrénica”.

Exclusiones:

»  Los Establecimientos prohibidos o las Transacciones prohibidas (o ambos), tal como se
define en el Capitulo 10, “"Evaluacion del riesgo”. Consulte la Seccidn 3.3, "Usos Prohibidos
de la Tarjeta”.

» Los Establecimientos de Alto Riesgo seglin se define en la Seccion 10.3.1
“Establecimientos de Alto Riesgo”.

+  Los Establecimientos que se ubican en el Programa de Recurso Pleno contra Fraudes de
American Express.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 18
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Los dispositivos moviles no
tienen las mismas caracteristicas
de seguridad que una tarjeta de
plasticotradicional. Por ejemplo,
puede que las pantallas del
dispositivo mévil no muestren
todos los digitos del nimero de
tarjeta y fecha de vencimiento,
o el nombre del tarjetahabiente.
Asimismo, es posible que no
haya un CID visible en la pantalla
del teléfono.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

4.5.1.4 Pagos con Billetera Electrénica

Las Billeteras Electrénicas dentro de un dispositivo maévil facilitan las Transacciones de la
siguiente manera:

» ParaunaTransaccion iniciada sin contacto con una Billetera Electrénica, el dispositivo
movil completa un cargo con Tarjeta Presente si agita el dispositivo muy cerca de un
sistema POS habilitado sin contacto.

» ParaunaTransaccion de Transmisiéon Magnética Segura con una Billetera Electrénica,
el Dispositivo Mévil completa un cargo con Tarjeta Presente agitando el dispositivo muy
cerca de un sistema POS habilitado para pasar la tarjeta magnética.

* ParaunaTransaccién iniciada a través de una Aplicacion de Billetera Electronica, el
Dispositivo mévil completa un cargo sin Tarjeta Presente (normalmente en linea) mediante
una aplicacién de software en el Dispositivo Mdvil y no la aplicacién de pago sin contacto.

Cuando se le presenta un Dispositivo Movil para un cargo con Tarjeta Presente, usted debe:

1. Capturar los datos de la Tarjeta con chip o banda magnética pidiendo al Tarjetahabiente
que agite el Dispositivo Mévil muy cerca del lector sin contacto o el sistema POS habilitado
para pasar bandas magnéticas. Si elige aceptar pagos sin contacto, debera consultarlo
con su Proveedor de Servicios al Comercio a fin de garantizar el cumplimiento de los
requisitos actuales para el sistema POS sin contacto de American Express.

2. Obtener una Aprobacion de Autorizacion.

3. Siescoge osegun laLey Aplicable, se le solicita obtener una firma, consulte la
Subseccién 4.5.1.2.1, “Obtener la firma para Cargos en Persona”.

4. Siaplica, haga que el Tarjetahabiente complete un Método de Verificacion del
Tarjetahabiente a través de Dispositivo del Cliente (CDCVM, por sus siglas en inglés)
en Transacciones iniciadas sin contacto.

5. Continte para incluir un indicador en la Autorizacion de que la Transaccidn es una
Transaccion sin contacto, si procede.

6. Siuna Transaccién iniciada con un Dispositivo Mévil no se puede procesar por cualquier
motivo, debe solicitar que el Tarjetahabiente proporcione la Tarjeta fisica que lo acompafia
y complete la Transaccion mediante los procedimientos de aceptacion pertinentes de la
Tarjeta que se describen en la:

e Subseccién 4.5.1.1, “Cargos con Tarjeta con banda magnética”, o

»  Subseccion4.5.1.2, “Cargos de Tarjeta con chip de contacto”.

Para Transacciones iniciadas a través de una Aplicacién, debe seguir la Politica de Cargos sin
Tarjeta Presente como se describe en la Seccion 4.7, "Procesamiento de Cargo sin Tarjeta
Presente”.

Para que se reconozca una Transaccion como iniciada a través de una Aplicacion de Billetera
Electrénica debe:

1. Consultar a su Proveedor de Servicios al Comercio para acordar la certificacién de
Transacciones iniciadas a través de una Aplicacion de Billetera Electronica.
2. Incluirindicadores apropiados en la Autorizacion de que la Transaccion es una Transaccion

iniciada a través de una Aplicacién de Billetera Electrénica (consulte la Seccién 2.5
“Cumplimiento de las Especificaciones Técnicas”).
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452 Cargos con Clave

Solo la persona cuyo nombre Existen casos en los que puede ser necesario introducir una clave en un Cargo en Persona. Esto
aparece en la Tarjeta American ocurre con mayor frecuencia cuando el sistema POS no puede leer |a tarjeta.

Express tiene derecho a
utilizarla. Las Tarjetas no
son transferibles.

SilaTarjeta no se puede leer de forma electrénica, y desea ingresar la clave de la Transaccién,
entonces debe:

1. Verificar que la Tarjeta no esté visiblemente alterada ni dafiada,

Los Cargos en Persona que se 2. Ingresar los datos con la clave,

deben ingresar con clave debido 3. Obtener una Aprobacion de Autorizacion,

aqueno se pudo leer labanda 4. Verificar la Fecha de vencimiento de la Tarjeta,

?:egrnfigﬁzSignn:;:,scpgssﬁ?zos 5. _Compara_r,el Numer_o de la Tarjetay la Fecha de vencimiento de la Tarjeta con la misma
el Capitulo 9. “Prevencién de informacion del registro de Cargos, y

Fraude” para aprender como 6. Validar la presencia de la Tarjeta mediante una copia impresa de la Tarjeta (la copia
inspeccionar la Tarjeta y los impresa es para sus registros). El hecho de que no valide la presencia de la Tarjeta
procedimientos aplicables mediante la impresién de la misma, puede hacerlo responsable de Contracargos si
cuando se sospecha de fraude. el Tarjetahabiente disputa el Cargo.

Las Transacciones que se N ) ) ) .

ingresan con clave de forma Excepto cuando el nombre del Tarjetahabiente no esta capturado en el registro de Cargos
manual cuando se presenta una o para las Tarjetas de Prepago que no muestran un nombre en la parte frontal.

Tarjeta con chip pueden estar , . . . . e,
sujetas a Contracargos por Usted podria seguir estando sujeto a otros Contracargos de fraude, incluidos la falsificacion,

falsificacién, pérdida, roboy la pérdida, el robo y la no recepcion debido a las Transacciones con ingreso de clave manual.

no recepcion en caso e También puede validar la presencia de la Tarjeta realizando una verificacién de Identificacion
disputa por fraude. Para

minimizar el riesgo de de Tarjeta (CID). Consulte la Subseccion 9.10.1, “Herramientas para el Fraude con Tarjeta No
contracargos, evite las Presente” para mayor informacion.
Transacciones que se ingresan

con clave de forma manual
siempre que sea posible.

Los Cargos ingresados con clave que ocurren cuando se presenta una Tarjeta con Chip estan
sujetos a Contracargos por fraude por falsificacién, pérdida, robo y no recepcion.

Comuniquese con su Proveedor de Servicios al Comercio para obtener orientacién adicional
o informacién sobre el pago de tarifas en los cargos que se ingresan con clave.

453 Acciones para Cargos en Persona

En la siguiente tabla se describe el curso de accién requerido durante un proceso de
Transaccién en Persona:

La Tarjeta se ve alterada o falsificada de forma No acepte la Tarjeta.
evidente.

El Tarjetahabiente intenta utilizar la Tarjeta No acepte la tarjeta. Recomiende al

fuera de su Fecha de Validez. Tarjetahabiente que se comunique con

Nota: Las tarjetas son validas hasta el dlitimo €/ NUmero de servicio al cliente que se

dia del mes que se muestra al frente de la encuentra al reverso de la Tarjeta.

Tarjeta.

Parece que una persona que no es el No acepte la Tarjeta. Indique que las

Tarjetahabiente intenta utilizar la Tarjeta. Tarjetas son intransferibles y que solo el
Tarjetahabiente esta autorizado para utilizar
la Tarjeta.

La firma no coincide con el nombre de la Comuniquese con su Proveedor de Servicios

Tarjeta. al Comercio con un cédigo 10.
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No se puede obtener la autorizacion via Comuniquese con su Proveedor de Servicios
electronica. al Comercio para obtener una Autorizacion.
La Autorizacién se rechaza. No acepte la Tarjeta y siga sus politicas

internas para la resolucién de diversas
respuestas de Autorizacién. Consulte la
Seccién 5.7, “Posibles respuestas de
Autorizacién”.

El cliente presenta una Tarjeta sin firmar. Una Tarjeta sin firmar no es valida. Muestre al
cliente que la Tarjeta no esta firmada. Solicite
al cliente que firme la tarjeta y solicite
también una identificacion (ID) con fotografia
como una licencia de manejo o pasaporte
para comparar las firmas.

La firma del cliente en el registro de Cargos no
parece coincidir con la firma del cliente en la
Tarjeta.

Los Numeros de Tarjeta y las Fechas de

Validez de la Tarjeta no coinciden con el

registro de Cargos. Comuniquese con su Proveedor de Servicios
al Comercio con un cédigo 10, o si lo prefiere,

El nombre del Registro de Cargos no coincide simplemente rechace la tarjeta.

con el nombre de la Tarjeta (excepto en el

caso de una Tarjeta de Prepago que puede no

mostrar el nombre en la parte frontal).

La apariencia de la Tarjeta o las acciones del
cliente parecen sospechosas.

4.6 Terminales Activados por el Cliente

Los cargos por compras en Terminales Activados por el Cliente (CAT) se aceptaran si usted
cumple con los requisitos de los Registros de Cargos como se detalla en la Seccion 4.8
"Registro de Cargos”, asi como también con las Especificaciones Técnicas (consulte la
Seccion 2.5, “Cumplimiento de las Especificaciones Técnicas”). También debe cumplir con
cualquier requisito adicional para que podamos aceptar Cargos por compras en sus CAT.
Comuniquese con su Proveedor de Servicios al Comercio para obtener informacién adicional
sobre los requisitos de CAT.

Se debe incluir:

»  Elflujo de datos completo de la Banda Magnética o los datos de la Tarjeta con chip de
todas las solicitudes de Autorizacion, y

* Unindicador del CAT en todas las solicitudes de Autorizacién y Envios.
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4.7 Procesamiento de Cargo sin Tarjeta Presente

En situaciones donde los Los pedidos por correo, telefénicos y por internet aumentan sus oportunidades de negocio,
productos se solicitan a través pero dichos cargos sin Tarjeta presente no le permiten inspeccionar la Tarjeta fisica. Para estos
de un canal sin tarjeta presente Cargos sin Tarjeta presente, el fraude puede ser dificil de detectar.

y el TarJetahab|ente‘ret|‘r’a Io,s‘ Usted debe:
productos en una ubicacién fisica,

le recomendamos que solicite

ver la Tarjeta que se utilizé para

hacer la compra, solicitar la

firma del Tarjetahabiente en el

formulario de retiro y obtener ‘
prueba verificando la identidad

del Tarjetahabiente antes de y
entregarle los productos. Para

otras estrategias de Prevencion

de Fraude, consulte el

Eap"éu'? 2. "Prevencion de Obtener lainformacién Obtener una Enviar el
tlauge . del Tarjetahabiente Aprobacién de Cargo a
como se describe Autorizacion American Express

a continuacion

Para los cargos sin Tarjeta presente, debe crear un Registro de Cargos como se describe en la
Seccion 4.8, "Registro de Cargos”. La informacion que se debe obtener para proceder con la
Transaccion incluye:

*  Numero de Tarjeta o Token, y

+  Fechade vencimiento de la Tarjeta o Token.

Ademas, se recomienda que solicite:

* elnombre tal como aparece en la Tarjeta,

» ladireccién de facturacién del Tarjetahabiente, y

+ ladireccion de envio, en caso de que sea diferente a la direccién de facturacién.

American Express tiene derecho a un Contracargo por cualquier Cargo sin Tarjeta presente que
el Tarjetahabiente niegue haber realizado o autorizado. American Express no reembolsara
dichos Cargos basandose Unicamente en la reclamacion de un Tarjetahabiente de que no
recibio los bienes en disputa si usted ha:

+ verificado que la direccion a la que se enviaron los productos era la direccién de
facturacién completa del Tarjetahabiente, y

«  proporcionado Comprobante de envio firmada por el Tarjetahabiente o un firmante
autorizado de la Tarjeta que indique la entrega de los bienes o servicios a la direccién
de facturacion completa del Tarjetahabiente.

American Express no sera responsable por Transacciones fraudulentas reales o presuntas
que ocurran a través de Internet y American Express tendra derecho a un Contracargo por
esos Cargos.

Para los pedidos por internet, usted debe:

« utilizar los Numeros del Establecimiento individuales que establezca su Proveedor
de Servicios al Comercio para los pedidos por internet en todas sus solicitudes de
Autorizacién y envios de Cargos, y

»  proporcionar una notificacién por escrito a su Proveedor de Servicios al Comercio sobre
cualquier cambio en su direccion de internet, de conformidad con las instrucciones del
Proveedor de Servicios al Comercio.
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Si envia productos a una
direccién alternativa, le
recomendamos que mantenga
un registro de esto. Luego,
puede mostrar un registro de
Transacciones anteriores no
disputadas que se enviaron

a esta direccion.

Ademas, si surge un Cargo en disputa que involucre un Cargo sin Tarjeta presente y se trate de
un Cargo por envio electrénico por Internet, American Express puede ejecutar un Contracargo
por el importe total del Cargo.

Al proporcionar un Comprobante de envio, no se necesita una firma del Tarjetahabiente o un
firmante autorizado dela Tarjeta.

Asegurese de que su Comprobante de envio incluya un recibo de mensajeria con la siguiente

informaciéon como minimo:

+ fechade entrega de la mercaderia,

* nombre completo del destinatario, y

» direccién de envio completa (p. e]., nUmero de suite o departamento, ciudad, estado/
provincia, cédigo postal y pais).

Comuniquese con su Proveedor de Servicios al Comercio para obtener informacién adicional
y orientacion sobre el procesamiento de Cargos sin Tarjeta presente.

4.8 Registro de Cargos

Debe crear un Registro de Cargos para cada Cargo. Para cada uno de los cargos que se envia de
forma electrénica, debe crear un registro de cargos que se pueda reproducir y que cumpla con
las Especificaciones Técnicas. Consulte la Seccién 2.5, "Cumplimiento de las Especificaciones
Técnicas”.

El Registro de Cargos (y una copia del recibo del cliente) debe divulgar el cédigo de Aprobacién
de Autorizacion y sus politicas de devolucién o cancelacion. Consulte la Seccion 4.11, "Politicas
de Cancelacién y Devolucion” para obtener mas informacion.

Si el Tarjetahabiente desea utilizar Tarjetas diferentes para pagar una compra, puede crear un
Registro de Cargos aparte para cada tarjeta utilizada. Sin embargo, si el Tarjetahabiente utiliza
una sola Tarjeta para pagar una compra, usted no debe dividir la compra en mas de un cargo ni
crear mas de un Registro de Cargos excepto en el caso de Transacciones de Envio Dividido.
Consulte la Seccion 4.22, “Transacciones de Envio Dividido”.

Para todos los Registros de Cargos, usted debe:

1. Enviar el Cargo a su Proveedor de Servicios al Comercio para que realice el pago.

2. Conservar el Registro de Cargos original (segun corresponda), todos los documentos que
acrediten el Cargo o los registros que se puedan reproducir del mismo, durante
veinticuatro (24) meses. Consulte el Capitulo 8, "Proteger la Informacion del
Tarjetahabiente” para obtener informacién adicional.

3. Proporcionar una copia del Registro de Cargos al Tarjetahabiente.

Es posible crear mas de un Registro de Cargos sila compra cumple las condiciones para un
Cargo con Entrega Retrasada. Consulte la Seccidn 4.16, “Cargos con Entrega Retrasada”.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 23
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De conformidad con la Ley Aplicable, corte el Nimero de la Rocco’s Pizza
Tarjeta y no imprima la Fecha de Vencimiento de la Tarjeta en 123 1Brgggtgg78%a§g9Ave
las copias de los Registros de Cargos que se entregan a los
Tarjetahabientes. Los Numeros de la Tarjeta que se corten se Emp- Rg. 1 Printed: 12.06 PN
deben cubrir con caracteres de reemplazo como “x", “*" 0 "#" | iy Type: AHEX 0000000000102 XK/ XX
y No con espacios en blanco ni nimeros. A continuacién se Authorization Code: 592052
. K , Reference Number: 1002
muestra un ejemplo del Registro de Cargos con un NUmero de  |pate: 10/2/2015 12:06 PN
la Tarjeta cortado. AMOUNT : $10.50
TIP:
TOTAL:
Signature

I agree to pay the above total
according to the card holder agreement

Chk# 19

49 Procesamiento de un Crédito

Un Crédito puede ocurrir cuando un Establecimiento procesa un reembolso por las compras
o pagos efectuados con la Tarjeta.

Siga los siguientes pasos para emitir un Crédito:

1. Cree un Registro de Créditos.

2. Compare los cuatro ultimos digitos del Registro de Cargos con la Tarjeta presentada (si
corresponde).

3. Haga que el Tarjetahabiente firme el Registro de Créditos (opcional).
4. Proporcione una copia del Registro de Créditos al Tarjetahabiente.

Debe presentar los Créditos a su Proveedor de Servicios al Comercio dentro de los siete (7)
dias a partir de que se determine el vencimiento de un Crédito y crear un Registro de Créditos
que cumpla los requisitos de su Proveedor de Servicios al Comercio (consulte la Seccion 4.10
“Registros de Créditos” para obtener mas informacion). No debe emitir un Crédito cuando no
haya ningun Cargo correspondiente ni emitir un Crédito a cambio de dinero en efectivo ni otra
compensacion de un Tarjetahabiente.

Debe presentar todos los Créditos bajo el nimero del negocio del Establecimiento donde se
origind el Cargo.

Se debera emitir el Crédito en la moneda en la que se envid el Cargo original a su Proveedor de
Servicios al Comercio.

Debe emitir Créditos a la Tarjeta utilizada para hacer la compra original; sin embargo, si el
Crédito es para la devolucién de un regalo y la transaccidn es con otra persona, no con el
Tarjetahabiente que hiciera la compra original, aplique su politica habitual de devoluciones.

Si el Tarjetahabiente indica que la Tarjeta con la que se hizo la compra originalmente ya no esta
activa o disponible, haga lo siguiente:

+ Paratodaslas Tarjetas, con excepcion de las Tarjetas de Prepago, notifique al
Tarjetahabiente que debe emitir el Crédito a esa Tarjeta. Si el Tarjetahabiente tiene
preguntas, recomiéndele llamar al nimero de servicio al cliente del reverso de la Tarjeta en
cuestion.

« SilaTarjeta inactiva o no disponible es una Tarjeta de Prepago, aplique su politica habitual
de reembolso para las devoluciones.

Comuniquese con su Proveedor de Servicios al Comercio para obtener informacién adicional
y orientacion sobre el procesamiento de Créditos.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 24
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4.10 Registros de Créditos

Debe crear un Registro de Crédito para cualquier Crédito que emita. Para cada uno de los
Créditos que se envian de forma electrénica, debe crear un Registro de Créditos que se pueda
reproducir electrénicamente, y el Crédito debe cumplir las Especificaciones Técnicas. Consulte
la Seccioén 2.5, "Cumplimiento de las Especificaciones Técnicas”.

Si usted presenta Créditos en papel, debe crear un Registro de Créditos que contenga los
siguientes datos requeridos:

* numero completo de la Tarjeta y Fecha de Vencimiento (de conformidad con la Ley
Aplicable), y si esta disponible, el nombre del Tarjetahabiente,

+ lafechaen la que se emitio el Crédito,
+ el monto del Crédito,
+ el nombrey direccion de su negocio y, si procede, el nimero de tienda, y

* elndmero de su Establecimiento.

Para todos los Registros de Créditos, usted debe:

1. Presentar el Crédito a través de su Proveedor de Servicios al Comercio.

2. Conservar los Registros de Créditos originales (segtin corresponda) y todos los
documentos que acrediten la Transaccién, o los registros que se puedan reproducir de la
misma, durante veinticuatro (24) meses desde la fecha en la que se presentd el Crédito
correspondiente.

3. Proporcione una copia del Registro de Créditos al Tarjetahabiente.

El periodo de retencidon de Registros de Créditos es de veinticuatro (24) meses desde la fecha
en la que se presentd el Crédito correspondiente a su Proveedor de Servicios al Comercio.

De conformidad con la Ley Aplicable, tronque el NUmero de la Tarjeta y no imprima la Fecha de
Vencimiento de la Tarjeta en las copias de los Registros de Créditos que se entregan a los
Tarjetahabientes.

Comuniquese con su Proveedor de Servicios al Comercio para obtener informacién adicional
y orientacion sobre la presentacion de Registros de Créditos.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 25
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4.11 Politicas de Cancelaciény Devolucion

Publique sus politicas de
devolucién, cambios y
cancelaciones en varios lugares
de su Negocio, incluidos:

+ carteles cercade las cajas
registradoras,

+ enlanotade ventas/
Registro de Cargos que el
cliente firme,

+ encualquier contrato que el
Tarjetahabiente firme, y

* enlostérminosy
condiciones de compra de
su sitio web con la funcién
de “Acepto”.

Por ejemplo, si su politica de
devoluciones es que el cliente
puede devolver la mercancia
acompafiada presentando un
recibo para un reembolso
completo dentro de los treinta
(30) dias de la compra,
aseglrese de que esta politica
estd codificada para imprimirse
en todos los recibos y las copias
de los Registros de Cargos.

Se recomienda que envie los
Créditos el dia en que se reciba
la cancelacion del
Tarjetahabiente.

4111

Un ejemplo de una politica de
devolucién de producto prepago
que es diferente de su politicade
devolucién estandar es si
permite devoluciones o cambios
enlamercanciade latienda pero
las ventas de productos de
prepago son finales.

Sus politicas de cancelacién y devolucién deben ser justas y se deben divulgar de forma clara
en el momento de la venta de conformidad con la Ley Aplicable. Antes de completar el Cargo,
se debe informar de las politicas al Tarjetahabiente y se deben imprimir en una copia del recibo,
Registro de Cargos, o de otra forma se deben proporcionar al Tarjetahabiente por escrito.

No debe dar reembolsos en efectivo a los Tarjetahabientes que compraron bienes o servicios
con la Tarjeta, a menos que lo requiera la Ley Aplicable. Su politica de reembolsos para
compras con la Tarjeta debe ser al menos tan favorable como su politica de reembolsos para
compras realizadas con Otros Productos de Pago u otros métodos de pago.

Recomendaciones para la Politica de Devoluciones:

Proporcionar instrucciones claras de devolucién para sus clientes, que incluyan la siguiente
informacion:

* numero telefénico del servicio de atencidn al cliente,
*  numero de referencia para la devolucion,
+ tiempo de procesamiento esperado para obtener el Crédito, y

» ladireccién de devolucion, preferentemente en una etiqueta de envio que ya tenga un
formato previo (si corresponde).

Recomendaciones para la Politica de Cancelaciones:

Documente las politicas de cancelacion, asi como los términos y las condiciones, en el contrato
que el Tarjetahabiente firme, o en su pagina web, segln corresponda. Proporcione al
Tarjetahabiente un numero de cancelacién que se pueda rastrear en sus registros.

Politica de Devoluciones de Productos de Prepago

Esta seccidn se aplica a los Establecimientos que aceptan la Tarjeta para la compra de
cualquier producto de prepago (Tarjetas de Prepago, tarjetas de regalo o monederos de una
marca que no sea American Express o ambas). Si su politica de devoluciones para lacompra de
productos de prepago es diferente de su politica de devoluciones estandar, sin perjuicio de los
requisitos enumerados en la Seccion 4.11, “Politicas de Cancelacién y Devolucion”, debe
asegurarse de revelar claramente al Tarjetahabiente dicha politica de devolucién especifica
para los productos de prepago en el momento de la compray codificarla para que se imprima
en todos los recibos y las copias de los Registros de Cargos que proporcione a los
Tarjetahabientes.

4.12 Procesamiento de Transacciones para Industrias Especificas

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

La mayoria de las politicas y los procedimientos en la Guia Operativa del Comercio se aplican
a todos los Establecimientos, independientemente de la industria. Sin embargo, algunos
Establecimientos clasificados en industrias especificas estan sujetos a politicas y
procedimientos adicionales. Estas politicas y procedimientos se indican en el Capitulo 12
“Sectores Especificos”.
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4.13 Reservado

414 Cargos con Pago Anticipado

Cargo con Pago Anticipado

Un Cargo para el que se haya
efectuado el pago completo
por adelantado de un
Establecimiento que
proporciona los bienes

o brinda los servicios a un
Tarjetahabiente.

Las compras que involucran
Cargos por pago anticipado
generalmente conllevan un nivel
de riesgo mas alto que otros
Cargos, debido al hecho de que
los bienes y servicios no se
proporcionan en ese momento.

Compruebe las politicas del
Proveedor de Servicios al
Comercio para retener la
liquidacién de una parte o la
totalidad de dichos Cargos,
hasta que se determine que
disminuyd el riesgo.

A fin de minimizar el riesgo de
disputa para un Cargo con Pago
Anticipado, debe siempre:

» comunicar de forma clara
todas las politicas de
reservas, ventas,
cancelacion y reembolsos
(consulte la Seccion 4.11
“Politicas de Cancelaciény
Devolucion™), y

» conservar una copia del
consentimiento por escrito
del Tarjetahabiente,
incluida una descripcion
detallada y fecha estimada
de entregade los productos
0 Servicios que se
proporcionaron en un
formato que le permita
responder con facilidad a
una investigacion.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Debe seguir estos procedimientos si solicita u ofrece a los Tarjetahabientes la opcion de hacer
Cargos con Pago Anticipado para los siguientes tipos de bienes y/o servicios:

»  Pedidos personalizados (por ejemplo, pedidos de bienes fabricados segun las
especificaciones del cliente)

+  Entretenimiento/venta de boletos (por ejemplo, eventos deportivos, conciertos, pases de
temporada)

»  Matricula, alojamiento y comida, asi como otros gastos obligatorios (por ejemplo, tarifas
de la biblioteca) de las instituciones de educacién superior

«  Servicios relacionados con viajes (por ejemplo, visitas guiadas y expediciones)
Para un Cargo por Pago Anticipado, usted debe:

»  Declarar sus politicas completas de cancelacion y reembolsos, comunicar de forma clara
su intencion y obtener el consentimiento por escrito del Tarjetahabiente para facturar ala
tarjetay cobrar un Cargo con Pago Anticipado antes de solicitar una Autorizacion. El
consentimiento del Tarjetahabiente debe incluir:

»  suaceptacion de todos los términos y las condiciones de la venta (incluidos los
precios y cualesquier politicas de cancelacién y reembolsos), y

* unadescripcion detalladay la fecha estimada de entrega de los productos o servicios
gue se proporcionan.

*  Obtener una Aprobacion de Autorizacion.

»  Completar un Registro de Cargos. Si el Cargo de Pago Anticipado es un Cargo Sin Tarjeta
Presente, también debe:

= asegurarse de que el Registro de Cargos contenga las palabras “Pago Anticipado”
(consulte la Seccion 4.8, "Registro de Cargos”),y

= dentrode las veinticuatro (24) horas de que se incurra en los Cargos, proporcionar
al Tarjetahabiente una confirmacién por escrito (por ejemplo, en correo electrénico
o fax) del Cargo con Pago Anticipado, la cantidad, el nimero de confirmacién
(si corresponde), una descripcién detallada y una fecha estimada de entrega de los
productos o servicios que se proporcionaron, asi como los detalles de su politica de
cancelacién/reembolso.

Si usted no puede entregar los bienes o los servicios (por ejemplo, porque la mercancia del
pedido personalizado no se puede completar) y no se pueden lograr acuerdos alternativos,
debe emitir inmediatamente un Crédito por el monto total del Cargo con Pago Anticipado que
no se puede completar.

Ademas de otros derechos de Contracargos, American Express puede ejercer Contracargos
por Disputas de Cargos con Pago Anticipado o una parte de los mismos si, a discrecion
exclusiva de American Express, la disputa no se puede resolver a su favor segun los términos
inequivocos que figuran en los términos de venta de los cuales obtuvo el consentimiento por
escrito del Tarjetahabiente.
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4.15 Cargos acumulados - Internet

Cargo Acumulado

Un Cargo que combina varias
compras o reembolsos

pequefios (o ambos) efectuados

en una tarjeta en un solo cargo

grande antes de enviar el cargo

para ser pagado.

A fin de minimizar el riesgo
de disputa con Cargos
Acumulados, debe siempre:

confirmar al
Tarjetahabiente el monto
del Cargo Acumulado y los
detalles de la compra
individual (o reembolso,

si corresponde) en el
momento de del pago, y
en el correo electrénico de
confirmacién, informar al
Tarjetahabiente el lugar
donde puede encontrar
informacion adicional
acerca de sus compras

(o reembolsos, segiin
corresponda).

Si se clasifican en una industria de internet, puede procesar Cargos Acumulados siempre que
se cumplan los siguientes criterios:

Comunicar de forma clara su intencion y obtener el consentimiento por escrito del
Tarjetahabiente de que sus compras o reembolsos (0 ambos) con la Tarjeta se pueden
acumular y combinar con otras compras o reembolsos (o ambos) antes de solicitar una
Autorizacién.

Cada compra o reembolso individual (0 ambos) incluido como Cargo Acumulado se debe
efectuar bajo el mismo nimero de Establecimiento y en la misma Tarjeta.

Obtener una preautorizacién de no mas de USD $15 (quince ddlares de los Estados Unidos
de América) o su equivalente en moneda local. Consulte la Seccién 5.11, "Autorizacion
Previa” para obtener informacién adicional.

Crear un Registro de Cargos por el monto total del Cargo Acumulado. Para obtener mas
informacion sobre los Registros de Cargos, consulte la Seccion 4.8, "Registro de Cargos”.

El monto del Cargo Acumulado no debe superar los USD $15 o la cantidad por la cual haya
obtenido autorizacién previa.

Enviar cada Registro de Cargos de acuerdo con la Seccién 6.5, "Requisitos de Envio:
Medios Electronicos”. Para fines de la Seccidn 6.5, “Requisitos de Envio: Medios
Electronicos”, se considerara que un Cargo se “incurrié” en la fecha de la primera compra
(y/o reembolso segun corresponda) que comprende el Cargo Acumulado.

Proporcionar al Tarjetahabiente un correo electrénico que contenga:

= lafecha, el montoy la descripcién de cada compra (y/o reembolso segin
corresponda) que comprende el Cargo Agregado, y

» lafechay el monto del Cargo Acumulado.

416 Cargos con Entrega Retrasada

Para minimizar el riesgo de

disputade unCargo con Entrega

Retrasada, debe siempre:

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

comunicar de forma clara
todas las politicas de ventas
y reembolsos (consulte la
Seccién 4.11, “Politicas de
Cancelacion v Devolucién')
y

conservar una copia del
consentimiento por escrito
del Tarjetahabiente en un
formato que le permita
responder con facilidad a
una investigacion.

Para aceptar los Cargos con Entrega Retrasada, usted debe:

Comunicar de forma clara su intencién y obtenga el consentimiento por escrito del
Tarjetahabiente para realizar un Cargo con Entrega Retrasada antes de solicitar una
Autorizacién,

Obtener una Aprobacion de Autorizacioén por separado de cada uno de los dos Cargos con
Entrega Retrasada en las fechas respectivas del Cargo,

Indicar claramente en cada Registro de Cargos con Entrega Retrasada que el Cargo es
para el depdsito o el saldo del Cargo con Entrega Retrasada,

Enviar el Registro de Cargos con Entrega Retrasada por el saldo de la compra Unicamente
después de que se hayan enviado, proporcionado u otorgado los productos o servicios,

Enviar cada Registro de Cargos con Entrega Retrasada de conformidad conla Seccién 6.5
“Requisitos de Envio: Medios Electronicos”. Para fines de la Seccidn 6.5, “Requisitos de
Envio: Medios Electrénicos”, se considerara que el Cargo se “incurrié™:

» paraeldepdsito: la fecha en la que el Tarjetahabiente acordd pagar el depdsito por la
compra.

» paraelsaldo: lafecha en la que se envian, proporcionan u otorgan los productos o
servicios.

Presentar y Autorizar cada Cargo con Entrega Retrasada bajo el mismo nimero de
establecimiento, y

Tratar los depdsitos de la Tarjeta igual que como trataria los depdsitos de Otros Productos
de Pago.
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4.17 Programa sin PIN

El Programa sin PIN no
proporciona proteccién contra
todos los contracargos. Incluso
siun establecimiento y un cargo
cumplen los requisitos del
programa sin PIN, usted
todavia puede estar sujeto

a contracargos por motivos

no relacionados con el hecho de
no haber obtenido un PIN del
tarjetahabiente en el punto

de venta. Consulte con su
Proveedor de Servicios al
Comercio para obtener mas
informacion acerca de los
Cargos en Disputa y
Contracargos.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Puede participar en el Programa sin PIN de American Express. El Programa sin PIN permite
a los Establecimientos no solicitar una firma ni un PIN a los Tarjetahabientes en el Registro
de Cargos.

Para cumplir con el Programa sin PIN, tanto el negocio como cada cargo deben cumplir los
siguientes criterios:

Criterios del Establecimiento:

Si se encuentra clasificado como una industria en la que se aceptan Cargos en Persona,
entonces podra participar en el Programa sin PIN, con excepcidn de las siguientes categorias:

»  Los Establecimientos que no realicen Cargos en Persona (es decir, internet, pedidos
por correo o por teléfono).

» Los Establecimientos prohibidos o las Transacciones prohibidas (o ambos), tal como se
define en el Capitulo 10, “Evaluacién del riesgo”. Consulte la Seccién 3.3, “Usos Prohibidos
de la Tarjeta”.

+  Los Establecimientos de Alto Riesgo (p. €j., servicios electrénicos por internet o discotecas/
salones), tal como se definen en la Seccién 10.3.1, “Establecimientos de Alto Riesgo".

+ Los Establecimientos que se ubican en el Programa de Recurso Pleno contra Fraudes
de American Express.

Criterios de Cargos:

»  Elmonto o Cargo deben cumplir el umbral establecido.

»  Lapresentacion del Cargo debe incluir el indicador adecuado que refleje que la Tarjeta
y el Tarjetahabiente estaban presentes en el punto de venta.

* Lapresentacion del Cargo debe incluir una Aprobacién valida.

En el Programa sin PIN, American Express no ejercera contracargos de tales cargos solo sobre
la base de laimposibilidad del negocio de obtener la firma o el PIN del tarjetahabiente en el
punto de venta.

Si se reciben montos o nimeros desproporcionados de Cargos en Disputa en el marco del
Programa sin PIN, debe tratar de reducir el monto o nimero de Cargos en Disputa. Si estos
esfuerzos fallan, American Express puede ubicarlo en un programa de contracargos y el
Proveedor de Servicios al Comercio o American Express pueden modificar su participacion
en el Programa sin PIN, revocarla o finalizarla.

Nota: Es opcional obtener la firma del tarjetahabiente en las transacciones con tarjeta
presente para completar un Registro de cargos y, a discrecién, a menos que lo solicite la
Ley Aplicable.
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418 Cargos de Facturacion Recurrente

A fin de minimizar el riesgo de
Contracargos con los Cargos de
Facturacion Recurrente, usted
siempre debe:

+ asegurarse de que las
actualizaciones se apliquen
de forma oportuna cuando
se notifica la cancelacion del
Tarjetahabiente o se
actualiza el Numero de
Tarjeta, y

+ obtener el consentimiento
expreso del tarjetahabiente
para continuar con la
facturacion después de la
fecha de finalizacion del
contrato.

Para obtener mas consejos sobre
coémo reducir las devoluciones de
cargo, consulte el Capitulo 11

Contracargos e
Investigaciones”.

La Facturacién Recurrente es una opcién que se ofrece a los Tarjetahabientes para realizar
Cargos recurrentes automaticamente en su Tarjeta. Los Cargos de Facturacion Recurrente
son por un producto o servicio que el Tarjetahabiente acepta pagar de manera periédicay
automatica (por ejemplo, cuotas de membresia a clubes de salud, suscripciones a revistas
y primas de seguros).

Si ofrece a los Tarjetahabientes la opcién de hacer Cargos de Facturacion Recurrente, debe:

+ obtener el consentimiento expreso del tarjetahabiente para facturar la tarjeta antes de
enviar el primer cargo de Facturacién Recurrente, y

» notificar al Tarjetahabiente que puede cancelar dicho consentimiento en cualquier
momento y proveer los datos de contacto para cancelar la facturacién recurrente.

Ademas de otros derechos de contracargo, American Express puede ejercer contracargos de
cualquier cargo que no cumpla los requisitos enumerados en esta seccion. American Express
también puede ejercer contracargos antes de enviarle una consulta, si procesa cargos de
Facturacion Recurrente después de haber sido notificado previamente de que el
tarjetahabiente habia cancelado su consentimiento para los cargos de Facturacién Recurrente.

El método que utilice para fijar ese consentimiento debe contener la notificacidon de que puede
recibir del Emisor la informacién actualizada de la cuenta de la Tarjeta.

Antes de enviar un Cargo de Facturacion Recurrente, debe obtener la Autorizacién y completar
un Registro de Cargos (consulte la Seccién 4.8, “Registro de Cargos™), excepto con las palabras
“firma en el archivo’, si corresponde, en la linea de la firma y el descriptor electrénico apropiado
en el Registro de Cargos. Debe marcar todas las solicitudes de Autorizacion con un indicador
de Facturacién Recurrente. Para completar los requisitos de Autorizacion, consulte

el Capitulo 5, "Autorizaciones”.

Si el Contrato termina por cualquier motivo, debera notificar a todos los Tarjetahabientes a los
cuales haya presentado los Cargos de Facturacién Recurrente que ya no acepta la Tarjeta.

Debe cumplir con las peticiones de los Tarjetahabientes de dejar de hacer los Cargos de
Facturacion Recurrente inmediatamente y proporcionar los nimeros de cancelacion a los
Tarjetahabientes como prueba de la cancelacién.

La cancelacién de una Tarjeta constituye la cancelacion inmediata de ese consentimiento del
Tarjetahabiente para realizar Cargos de Facturacién Recurrente. No se le notificara de dicha
cancelacion, y ni el Proveedor de Servicios al Comercio ni American Express tendran
responsabilidad alguna que surja de dicha cancelacion.

Si se cancela una Tarjeta o si un Tarjetahabiente cancela su consentimiento para realizar
Cargos de Facturacion Recurrente, usted es responsable de organizar otra forma de pago
(segun corresponda) con el Tarjetahabiente.

Debe conservar la prueba del consentimiento para recibir del Emisor la informacion
actualizada de la cuenta de la Tarjeta durante veinticuatro (24) meses a partir de la fecha
en que se presenté el dltimo Cargo de Facturacion Recurrente.

Si ofrece a los Tarjetahabientes la opcién de hacer Cargos de Facturacion Recurrente, debe:

» asegurarse de que el proceso de cancelacién de Facturacién Recurrente sea sencillo y agil,

» divulgar claray visiblemente todos los términos materiales de la opcién incluyendo,
si aplica, una aviso inicial de facturacion recurrente, y el hecho de que la facturacion
recurrente continuara hasta que el tarjetahabiente cancele la opcién,

» dentrodelas veinticuatro (24) horas de haber incurrido en el primer Carga de Facturacion
Recurrente, proporcionar al Tarjetahabiente la confirmacién por escrito (por ejemplo,
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418.1

correo electrénico o fax) de tal Cargo, lo que incluye todos los términos materiales de
la opciény los detalles de su politica de cancelacion/reembolsos, y

» cuando los términos materiales de la opcion cambian después de haber presentado
el primer Cargo de Facturacién Recurrente, notificar de inmediato al Tarjetahabiente
por escrito de dicho cambio y obtener el consentimiento expreso y por escrito del
Tarjetahabiente para los nuevos términos antes de presentar otro Cargo de Facturacién
Recurrente.

Ofertas Introductorias

Si ofrece a los Tarjetahabientes una opcién para realizar Cargos Recurrentes que incluye una
Oferta Introductoria, debe cumplir con todos los requisitos establecidos para esta politicaen la
Seccidén 4.18, "Cargos de Facturacion Recurrente”, ademas de los siguientes requisitos:

+  Divulgar de manera claray visible todos los términos materiales de la Oferta Introductoria
al Tarjetahabiente, incluido un proceso de cancelacién simple y rapido que le permita al
Tarjetahabiente cancelar antes de enviar el primer Cargo recurrente.

+  Obtener el consentimiento expreso del Tarjetahabiente para aceptar los términos
y condiciones de la Oferta Introductoria.

»  Enviar al Tarjetahabiente una notificacion de confirmacién por escrito al inscribirse en la
Oferta Introductoria.

»  Enviar al Tarjetahabiente una notificacién de recordatorio por escrito antes de enviar el
primer Cargo recurrente, que le permita al Tarjetahabiente una cantidad de tiempo
razonable para cancelar.

4.19 Procesamiento de Tarjetas de Prepago

Las Tarjetas de Prepago estan disponibles para una variedad de usos: obsequios, viajes,
incentivos, etc. Todas las Tarjetas de Prepago de American Express muestran el logotipo de
American Express “Blue Box" en el anverso o el reverso de la tarjeta de prepago. El grabado en
relieve de las Tarjetas de Prepago es opcional. La mayoria de las Tarjetas de Prepago se puede
utilizar en las compras en las tiendas y por internet.

Las tarjetas de Prepago son validas hasta la fecha que figura en la tarjeta. Pase o inserte la
Tarjeta en el punto de venta como cualquier otra Tarjeta. Se debe entregar una Tarjeta de
Prepago por un monto que no sea mayor que los fondos disponibles en la Tarjeta.

* Indique a los Tarjetahabientes que, antes de realizar una compra, podran verificar sus
fondos restantes si:

= |laman al numero gratuito con atencidn las veinticuatro (24) horas del dia que se
encuentra en el reverso de la Tarjeta,

» los verificanenlinea, o
= utilizan la aplicacién mévil que ofrece el Emisor (si esta disponible).

» Debido a que las Tarjetas de Prepago tienen fondos previos, si recibe un rechazo cuando
solicite la Autorizacién, solicite al cliente que consulte en linea, utilice su aplicacion maévil o
llame al nimero gratuito en el reverso de la Tarjeta para confirmar que el precio de compra
no excede los fondos disponibles en la Tarjeta de Prepago.

« SilaTarjeta de Prepago no tiene suficientes fondos para cubrir el precio de compra,
procese una Transaccion de Forma de Pago Combinada o solicite una forma de pago
alternativa.

*  Debe crear un Registro de Cargos para una Tarjeta de Prepago como lo haria con cualquier
otra Tarjeta.

»  Puede seguir su politica de combinar el pago de Tarjetas de Prepago con cualquier Otro
Producto de Pago o método de pago. Si el otro método de pago es una Tarjeta American
Express, entonces usted esta obligado a cumplir todas las disposiciones del Contrato.
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+  Consulte con su Proveedor de Servicios al Comercio para determinar si su Sistema POS
esta configurado para admitir la funcién de Forma de Pago Combinada.

Para obtener informacion acerca del procesamiento de las Tarjetas de Prepago, llame al
numero de atencioén al cliente disponible en el reverso de la Tarjeta en cuestion.

4.20 Procesamiento de Cheques de Viajero y de Regalo

4.20.1

Los Cheques de Viajero de American Express, Cheques para Dos y Cheques de Regalo son
faciles de aceptar, siempre que el cheque sea un Cheque de Viajero auténtico de American
Express. Consulte la Subseccion 4.20.1, "Procedimientos de Aceptacion”.

Las empresas pueden aceptar estos cheques como forma de pago. Puede depositar Cheques
de Viajero, Cheques para Dos y Cheques de Regalo directamente en su cuenta bancaria, ya que
nunca caducan.

Cheques de Viajero

Los Cheques de Viajero de American Express son una moneda de viaje ampliamente utilizada y
reconocida. Si los pierde o se los roban, pueden reemplazarse de forma rapida y facil, casi en
cualquier parte del mundo, normalmente en un plazo de veinticuatro (24) horas.

Los Cheques de Viajero se emiten en distintos valores y monedas.
Cheques de Regalo

Los Cheques de Regalo de American Express funcionan como los Cheques de Viajero, y estan
disponibles en valores de USD $10, $25, $50 y $100 tnicamente. Cualquier Cheque de Regalo
que se presente y sea superior a USD $100 es falso. Si usted recibe un Cheque de Regalo
superior a USD $100, haga lo siguiente:

»  Comuniquese con el Servicio de Atencidn al Ciente para Cheques de Viajero/Cheques de
Regalo en el 1-866-296-5198.

*  Noloacepte.
+ Escriba las palabras “NULO" en la parte frontal del Cheque falso.

Para obtener mas informacién, consulte el Capitulo 9, “Prevencion de Fraude”.

Procedimientos de Aceptacion
Aceptar los Cheques de Viajero y de Regalo de American Express es facil:

»  Observe la contrafirma del cliente en la esquina inferior izquierda del cheque y comparela
con lacontrafirma de la esquina superior izquierda para los Cheques de Viajero y de Regalo
de American Express. Para los Cheques de Dos, la contrafirma del cliente debe coincidir
con cualquiera de las dos firmas de la parte superior.

+ Valide las caracteristicas de seguridad: la validaciéon de estas caracteristicas ayudara a
reducir la aceptacién de cheques falsos. Consulte la Seccion 9.9, “Caracteristicas de
Seguridad de los Chegues de Viajero v los Chegues de Regalo”.

+  Obtenga la Autorizacién: American Express recomienda obtener una autorizacion para
reducir las posibilidades de aceptacion de cheques falsos. American Express ofrece una
gran variedad de herramientas de autorizacién. Consulte los métodos de autorizacién en
la tabla siguiente para determinar el curso de accion:

La firmay la contrafirma muestran una Acepte el cheque. No hay necesidad de
coincidencia razonable (parecen iguales, pero obtener ninguna identificacion.
pueden no ser idénticas)
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Sospecha que la contrafirma puede ser falsa  Solicite al cliente que voltee el cheque y firme

o no vio la contrafirma del cliente de nuevo en la parte izquierda del cheque
(como se endosaria un cheque de manera
habitual). Luego tome el cheque y déblelo por
la esquina inferior derecha para que pueda
comparar la firma original con la nueva.

Las firmas no son iguales o si hay una Comuniquese con el Servicio de Atencion al
pregunta sobre la validez del cheque Cliente para Cheques de Viajero/Cheques de
Regalo en el 1-866-296-5198.

Sospecha que los Cheques de Viajero que se  Utilice cualquiera de los métodos siguientes
presentan son falsos para comprobar que el cheque que esta
aceptando es auténtico:

» Realice una prueba de mancha (consulte
el Capitulo 9. “Prevencidon de Fraude” para
obtener mas detalles).

» Obtenga Autorizaciéon en linea en
www.americanexpress.com/verifyamextc.

4.21 Daiios ala Propiedad en Alojamientos y otros Alquileres

Si un Tarjetahabiente consiente expresamente en usar la Tarjeta para pagar las Tarifas por
Darios a la Propiedad o las tarifas por fumar en un alojamiento o equipo alquilado, puede
aceptar la Tarjeta, siempre que haya cumplido con las siguientes condiciones para el pago
de dichas tarifas, y clasifiquemos los alquileres como uno de los siguientes:

*  Alojamiento

*  Parques de remolques y alquiler de campamentos

* Alquiler de autocaravanas

« Alquiler de embarcaciones

+ Alquiler de bicicletas

* Alquiler de motos

» Alquiler de equipos

Condiciones de pago de dichas tarifas:

+ LaTarjeta se utiliz6 como método de pago inicial para el alojamiento o alquiler.

»  Debe proporcionar por escrito al Tarjetahabiente una lista detallada y la descripcién de los
dafios a la propiedad y/o los dafios por humo que se hayan producido.

«  Antes de enviar un cargo, debe obtener la autorizacién por escrito del Tarjetahabiente! a:

*  Aceptar laresponsabilidad por las tarifas asociadas con los dafios a la propiedad y/o
los dafios por humo.

+  Seleccionar American Express como método de pago para las tarifas asociadas con
los dafios a la propiedad y/o los dafios por humo.

»  Aceptar el monto estimado total por el cual el Tarjetahabiente puede ser responsable,
y que el importe facturado final estimado puede ascender hasta un 15 % mas que el
importe estimado. No se cargaran a la Tarjeta del Tarjetahabiente montos que

1. Elconsentimiento del Tarjetahabiente debe proporcionarse por escrito después de
que se hayan producido los dafios y sin ninguna amenaza o coaccion.
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excedan el 115 % del monto divulgado, sin el consentimiento previo expreso por
escrito del Tarjetahabiente.

+  Debe obtener una Autorizacion por el monto de las tarifas asociadas con los dafios a la
propiedad y/o los dafios por humo cada vez que se presente un Cargo.

» Debe preparar un Registro de Cargos separado del Registro de Cargos por el alquiler
o estadia en el alojamiento. Debe cumplir todos los requisitos que se describen en el
Capitulo 4, "Procesamiento de las Transacciones” para completar el Registro de Cargo.
Ademas, debe cumplir lo siguiente:

+ Unavez que se haya determinado la tarifa exacta asociada con los dafios a la propiedad
y/0 los dafios por humoy el Cargo esté listo para ser presentado, debe proporcionar al
Tarjetahabiente un resumen detallado; inserte el monto en el Registro de Cargos (que
en ninguin caso exceda el monto estimado mas el 15 % acordado por el Tarjetahabiente).

» Ademas delos otros derechos de Contracargo contenidos en el Contrato, podemos ejercer
los derechos de Contracargo con respecto a cualquier Cargo por dafios que no se presente
de acuerdo con todos los procedimientos contenidos en el Contrato, incluidas las disposiciones
de esta Seccion 4.21, “Dafios a la Propiedad en Alojamientos y otros Alquileres”.

*  Nunca debe incluir lo siguiente en una Solicitud de Autorizacién o en una Envio del Cargo:
» Las pérdidas por robo de equipos.
» Las pérdidas por robo de bienes o equipos dentro de un alojamiento de alquiler.
+ Lapérdidadeingresos debido a la pérdida de uso del equipo de alquiler o alojamiento.

*  Debe enviarnos el Cargo en un plazo de los 90 dias calendario posteriores a la fecha de
salida o devolucion del alquiler.

] 4.22 Transacciones de Envio Dividido

Una Transaccién de envio dividido ocurre cuando un Tarjetahabiente realiza una sola compra
de varios productos a precio individual y los productos se entregan al Tarjetahabiente en varios
envios. Los precios unitarios y los articulos vendidos en conjunto no deben facturarse como
Cargos separados. Puede obtener una Autorizacién Unica y presentar varios Registros de
Cargos con el fin de completar una Transaccion de envio dividido. La Autorizacion sera vélida
por hasta siete (7) dias después de la fecha de la Autorizacion. Seccion 5.3, “Limite de Tiempo
de la Autorizacion”

Para aceptar la Tarjeta para Transacciones de envio dividido, usted debe:

+ Indicar sus politicas completas de cancelacién y reembolso;
+ Informar al Tarjetahabiente el monto de la Autorizacion que se solicitara;

» Divulgar y obtener el consentimiento del Tarjetahabiente de que los articulos de la
compra se entregaran por separado y se facturaran como Cargos separados;

»  Proporcionar la(s) fecha(s) estimada(s) de entrega;
»  Presentar un Registro de Cargos solo después de que se haya enviado cada articulo.
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5.1 Proceso de la Transaccion

El proceso de Autorizacién comienza cuando proporciona una solicitud de Autorizacién a su
Proveedor de Servicios al Comercio. Después de solicitar Autorizacion, usted recibe una
respuesta de Autorizacidn que utiliza, en parte, para determinar si continua con el Cargo.

SEGURIDAD DE DATOS

PROCESO DE LA TRANSACCION*

El

Establecimiento
K Autorizacion /
\ DETECCION DE FRAUDE /

obtiene la
* El presente grafico es solo para fines ilustrativos y no debe interpretarse como una limitacién o renuncia
de los derechos de American Express con respecto a la informacion del Tarjetahabiente u otra informacion.

5.2 El Propésito de la Autorizacién

El propdsito de una Autorizacién es brindarle informacion que le ayudara a determinar si debe
o no proceder con un Cargo.

Para cada Cargo, debe obtener una Aprobacién de la Autorizacién excepto para Cargos por
debajo de un Limite Minimo (consulte la Seccién 5.5, “Limite Minimo").

La Aprobacién de la Autorizacion debe ser por el monto total del Cargo, excepto para los
Establecimientos y/o los tipos de Transaccion que clasificamos en las industrias enumeradas
enla Seccién 5.4, “Autorizacién Estimada”

Una Aprobacién de la Autorizacion no garantiza que (i) la persona que realiza el Cargo es el
Tarjetahabiente, (ii) el Cargo es en realidad valido o de buena fe, (iii) usted recibira un pago por
el Cargo, (iv) usted no estara sujeto a un Contracargo o (v) el Cargo que usted envie no sera
rechazado.

5.3 Limite de Tiempo de la Autorizacién

Las Aprobaciones de la Autorizacién para Cargos son validas por siete (7) dias a partir de la
fecha de Autorizacién. Sienvia el Cargo a su Proveedor de Servicios al Comercio mas de siete
(7) dias después de la fecha de Autorizacién original, tendra que obtener una nueva Aprobacion.

Paralos Cargos de bienes o servicios que se envien o proporcionen mas de siete (7) dias después
de realizar el pedido, debe obtener una Aprobacién para el Cargo en el momento de realizar el
pedido y, nuevamente, en el momento en que proporciona los bienes o servicios al Tarjetahabiente.

La nueva Aprobacién se debe incluir en el Registro del Cargo. Si se rechaza alguna de las
solicitudes de Autorizacién, no proporcione los bienes o servicios ni envie el Cargo. Si lo hace,
estara sujeto a un Contracargo.

Para ver los plazos de la Autorizacién Estimada, consulte la Seccion 5.4, “Autorizacién Estimada”.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 36
divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.



Guia Operativa del Comercio - México

AMERICAN EXPRESS

5.4 Autorizacion Estimada

Le recomendamos que realice
una Autorizacién adicional tan
pronto como el monto del Cargo
supere la Autorizacion original
en el porcentaje de la
Autorizacién Estimada en la
tabla de esta seccion de la
siguiente manera:

» Para Autorizaciones
obtenidas de forma
intermitente; al menos una
vez al dia.

» Para Autorizaciones para
montos estimados en el
punto en el que el monto de
los costos incurridos
excede la Autorizacién para
los montos estimados en
mas del porcentaje del
Monto Estimado.

Por ejemplo, en la industria de
hospedaje:

Sila Autorizacién fue por $1,000
y el total de la compra no fue
superior a $1,150, no se necesita
ninguna Autorizacién adicional.
Sin embargo, si el total de la
compra fue de $1,200 y no
obtuvo una Autorizacién
adicional, entonces tenemos
derechos de Contracargos por
hasta $50.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Si usted esta clasificado o se determina que opera en una de las siguientes industrias, los
siguientes procedimientos de Autorizacién seran aplicables cuando el importe final del Cargo
no se conoce en el momento de la Autorizacion.

Solo puede obtener una Autorizacién Estimada en las industrias que se enumeran a
continuacion. No sobrestime el monto Autorizado. Debe obtener el consentimiento del
Tarjetahabiente para dicho monto estimado antes de solicitar la Autorizacién.

Debe presentar el Cargo correspondiente en cuanto usted se entere del monto total a cargar.
Para cualquier monto del Cargo que exceda el monto por el cual obtuvo una Autorizacion,
usted debe obtener el consentimiento del Tarjetahabiente.

Si el monto final del Cargo es:

* no mayor que la cantidad por la que obtuvo la Autorizacién mas el porcentaje de
Autorizacién Estimada correspondiente que se indica a continuacién de esa cantidad, no
es necesaria ninguna Autorizacién adicional; o

* mayor que la cantidad por la que obtuvo la Autorizacién en mas del porcentaje de
Autorizacién Estimada aplicable que se indica a continuacién de esa cantidad, debe
obtener una nueva Autorizacion. Si no obtiene dicha Autorizacion, o si se rechaza su
solicitud de dicha Autorizacion, American Express tendra derechos de Contracargos por el
monto que exceda el monto de la Autorizacién original mas el porcentaje de la
Autorizacion Estimada aplicable de ese monto. Para evitar dudas, American Express
tendra derechos de Contracargos por el monto final del Cargo por razones distintas ala
imposibilidad de obtener una Autorizaciéon aprobada.

Una Autorizacién Estimada es valida para el plazo de la Autorizacién Estimada aplicable que
se indica a continuacién. Si no nos envia el Cargo dentro del plazo de la Autorizacién
Estimada, debe obtener una nueva Aprobacién.

Plazo de la
Autorizacion
Estimada

Porcentaje de la

Autorizacion
Estimada

Industria

Tienda de comestibles 15%
(Sin Tarjeta Presente)

Siete (7) dias

Duracion de la estancia de

Hospedaje (Consulte la 15 %
mas siete (7) dias

Subseccién12.12.1)

Restaurantes y Bares* 30 % Siete (7) dias

Venta Minorista (Sin Tarjeta 15 % Siete (7) dias

Presente)

Taxis y Limusinas 20 % Siete (7) diass

Alquileres de vehiculos 15 % Duracion del contrato de
(Consulte la renta de mas siete (7) dias

Subseccion 12.12.2)

* El porcentaje de Autorizacién Estimada para Cargos con Tarjeta de Prepago y de Débito en
Restaurantes y Bares es del 20 %.
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American Express mantiene un Limite Minimo de cero ddlares en todos los Cargos
independientemente del monto. Si un Cargo, o una serie de Cargos, efectuados el mismo dia
por cualquier Tarjetahabiente en el Establecimiento, es igual o mayor que este Limite Minimo,
el Establecimiento debe solicitar una Autorizacion.

5.6 Proceso de Autorizacion

El
Tarjetahabiente
le proporcionala
Tarjetaola
Informacién dela
Tarjeta.

LR ¢

Tarjetahabiente

Al recibir la
decision de
Aprobaciéno
rechazo de la
solicitud, usted
podra completar
orechazar la
Transaccion e
informar al
Tarjetahabiente.

El Sistema de POS
capturala
informacion de la
Tarjetay la
transfiere a la Red
de American
Express.

Transaccion

El Sistema de POS

muestra la
Aprobaciéno
rechazo de la
solicitud.

5.7 Posibles respuestas de Autorizacién

Las respuestas a sus solicitudes de Autorizacion las generan los Emisores y se le transmiten a
usted. Las siguientes respuestas se encuentran entre las que se generan con mas frecuencia a
su solicitud de Autorizacion. La redaccion exacta puede variar, asi que consulte con su
Proveedor de Servicios al Comercio para determinar qué respuestas de Autorizacion

apareceran en su equipo.
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LR ¢

LaRed enviala
solicitud de
Aprobacién al
Emisor.

Red

La Red American

Express
retransmite la
informacion al

Sistema de POS.

LR ¢
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El Emisor
aprueba o
rechaza la
solicitud.

Emisor

El Emisor
comunica la
Aprobacién o
rechazo de
vuelta ala Red
de American
Express.
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Respuesta de
Autorizacion

Lo que significa

Aprobado El Cargo esta aprobado.

Parcialmente
Aprobado

(solo para uso con
Tarjetas de Prepago)

El Cargo estd aprobado. La Aprobacién es por un monto menor que
el valor solicitado inicialmente. Solo se debe enviar el Cargo por la
cantidad aprobada. Recaude los fondos restantes adeudados por el
Tarjetahabiente a través de otra forma de pago.

Para la Forma de Pago Combinada, puede seguir su politica sobre la
combinacion de pagos en Tarjetas de Prepago con cualquier otro
producto de pago o método de pago.

Tarjeta Rechazada o
No Aceptada

El Cargo no esté aprobado. No proporcione los bienes o servicios o
presente el Cargo.

Informe al Tarjetahabiente de inmediato que la Tarjeta fue
rechazada. Si el Tarjetahabiente tiene dudas o inquietudes,
recomendar al Tarjetahabiente llamar al nimero del servicio de
atencién al cliente que se encuentra al reverso de la Tarjeta.

Si presenta el Cargo después de recibir un Rechazo, American
Express podréa rechazar el Cargo o usted estara sujeto a un
Contracargo.

Recogida Es posible que reciba una respuesta del punto de venta del Emisor
indicando que debe recoger la Tarjeta. Siga sus politicas internas
cuando reciba esta respuesta. Nunca ponga a sus empleados ni se
ponga usted en situaciones peligrosas. Péngase en contacto con su
Proveedor de Servicios al Comercio para obtener méas informacion

acerca de la respuesta a la Recogida de la Tarjeta.

5.8 Obtener una Autorizacioén Electrénica

El incumplimiento de las
Especificaciones Técnicas de
American Expressparala
Autorizacién puede afectar su
capacidad para procesar las
Transacciones con éxito. Por
ejemplo, es posible que no
podamos emitir una respuesta
de Autorizaciéon o procesar el
Cargo al momento del Envio
(consulte la Seccién 6.5
“Requisitos de Envio: Medios
Electrénicos™).

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Debe asegurarse de que todas las solicitudes de Autorizacién cumplan con las
Especificaciones Técnicas (consulte la Seccidon 2.5, “Cumplimiento de las Especificaciones
Técnicas"). Sila solicitud de Autorizacion no cumple con las Especificaciones Técnicas, se
rechazd la Autorizacion, o no se obtuvo un cédigo de Aprobacién, American Express podra
rechazar la Presentaciéon o American Express podra ejercer un Contracargo. Péngase en
contacto con su Proveedor de Servicios al Comercio para obtener informacién acerca de sus
obligaciones para cumplir con las Especificaciones Técnicas.

SilaTarjeta es ilegible y tiene que ingresar el Cargo por el teclado para obtener una
Autorizacién, entonces debe seguir los requisitos para Cargos ingresados por teclado.
Consulte la Subseccién 4.5.2, “Cargos con Clave” para obtener mas informacion.

Si utiliza un Sistema de POS electrénico para obtener la Autorizacion, la Aprobacién se debe
imprimir automaticamente en el Registro del Cargo.

En ocasiones, puede que no sea posible obtener una Autorizacion electrénica (por ejemplo,
debido a problemas con el Sistema de POS, Interrupciones del Sistema u otras interrupciones
de un Cargo electrénico). En estos casos, por favor colabore con su Proveedor de Servicios al
Comercio.
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5.9 Numero de Identificacion de Tarjeta (CID)

El Numero de Identificacién de la Tarjeta (CID) proporciona un nivel adicional de validacién del
Numero de Identificacion de Tarjetahabiente y es parte del proceso de Autorizacién. EI Nimero CID esta impreso en la
Tarjeta (CID) Tarjeta.

EI CID es un numero de cuatro Si, durante la Autorizacioén, se recibe una respuesta que indica que el Nimero CID
digitos impreso en la carade la ’ ' P g g

Tarjeta. propprcionado por la persona que intenta realizar el Cargo no coincide c.on el Numero CID que
estd impreso en la Tarjeta, debe volver a preguntarle el Numero CID al cliente al menos una vez
mas. Si nuevamente no coincide, siga sus politicas internas.

Nota: Los Numeros CID no se deben guardar por ningin motivo. Estos se encuentran
disponibles solo para Cargos en tiempo real. Consulte el Capitulo 8, “Proteger |a
Informacion del Tarjetahabiente”.

Consulte el Capitulo 9, "Prevencion de Fraude” para obtener mas informacién acerca de los
Numeros CID y la Verificacién de CID.

5.10 Reversion de la Autorizacion

Revertir una Autorizacion para un Cargo Aprobado es una buena practica si no tiene la
intencidn de enviar un Cargo a su Proveedor de Servicios al Comercio dentro de los limites de
tiempo de la Autorizacion. Consulte la Seccion 5.11, "Autorizacion Previa”. Para revertir una
Autorizacién de un Cargo correspondiente, usted puede:

* iniciar un mensaje de reversién de la Autorizacién, o

+ ponerse en contacto con su Proveedor de Servicios al Comercio para obtener
instrucciones sobre cémo devolver una Autorizacién.

Después de que se haya enviado un Registro del Cargo, una Autorizacion no se puede cancelar
o cambiar. Por ejemplo, si comete un error en un Cargo, pero ya envio el Registro del Cargo, no
puede solicitar modificar el Cargo en el sistema. En lugar de eso, debe seguir los
procedimientos para Procesar un Crédito, tal como se define en la Seccién 4.9
“Procesamiento de un Crédito”.

5.11 Autorizacion Previa

Una Autorizacién previa es una solicitud de Autorizacion que usted envia antes de
proporcionar los bienes o servicios, lo que le permite luego enviar el Cargo aprobado
(por ejemplo, la terminal activada por el cliente (CAT) de una bomba de combustible).

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 40
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6.1 Introduccion

Los Establecimientos conocen los compromisos que mantienen su negocio en buen
funcionamiento. Uno de esos compromisos es enviar las Transacciones realizadas en sus
Establecimientos a su Proveedor de Servicios al Comercio para su pago.

Como no se puede realizar el pago hasta que se envien las Transacciones, le recomendamos
que envie las Transacciones a diario aunque disponga de hasta siete (7) dias para hacerlo.

Consulte la Seccion 4.5, “Procesar un Cargo en Persona” y la Seccién 4.9, “"Procesamiento de
un Crédito” para obtener mas informacion.

6.2 Proceso de la Transaccion

Recopile las Transacciones durante el dia habil y envielas a nosotros, a través de su Proveedor
de Servicios al Comercio, generalmente al final del dia. Si tiene algun problema con el Envio,
comuniquese con su Proveedor de Servicios al Comercio.

SEGURIDAD DE LOS DATOS

PROCESO DE LAS TRANSACCIONES*

N

—J

El
Establecimiento
envia el Cargo

<\

Liquidacion

DETECCION DE FRAUDE

* El presente grafico es solo para fines ilustrativos y no debe interpretarse como una limitacién o renuncia
de los derechos de American Express con respecto a la informacion del Tarjetahabiente u otra
informacion.

6.3 Obijetivo del Envio

Después de recibir el Envio, lo procesamos y liquidamos con su Proveedor de Servicios al
Comercio. Su Proveedor de Servicios al Comercio luego liquidara directamente con usted de
acuerdo con el plan de pago, la velocidad de pago y el método de pago que haya acordado con
ellos.

Las Transacciones se consideraran como aceptadas en un dia habil determinado si las
procesamos antes del cierre de las operaciones.

Comuniquese con su Proveedor de Servicios al Comercio para obtener informacién adicional
sobre como enviar las Transacciones, horas limite para el procesamiento y los procedimientos
de pago.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 42
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6.4 Procesode Envio

Después de recopilar las Transacciones durante su dia habil, le recomendamos que las envie a
su Proveedor de Servicios al Comercio diariamente.

‘ @

Establecimiento Proveedor de Servicios Adquiriente
al Comercio

Siguiendo las instrucciones que se muestran en su Sistema de POS, usted puede enviar sus
Transacciones para que se procesen y liquiden.

Los pagos no pueden realizarse hasta que las Transacciones se envien, reciban y procesen
através de su Proveedor de Servicios al Comercio.

6.5 Requisitos de Envio: Medios Electrénicos

Para obtener informacion
adicional sobre como retener
informacion, consulte la
Seccion 4.8, “Registro de
Cargos"y la Seccion 8.4,
“Estandares para la Proteccion
de la Informacién de los

Tarjetahabientes”.

Ademas de afectar el proceso
de su Transaccion, el
incumplimiento de las
Especificaciones Técnicas puede
aumentar sus Cargos en
Disputa. Por ejemplo, para un
Cargo sin Tarjeta Presente, si no
proporciona un numero

de teléfono de servicio al cliente
0 una direccion web, los
Tarjetahabientes que no
reconocen los Cargos, pueden
iniciar investigaciones “sin
conocimiento” en lugar de
comunicarse con usted
directamente para identificar

el Cargo.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Usted debe enviar las Transacciones por medios electrénicos de acuerdo con las instrucciones
de su Proveedor de Servicios al Comercio.

Cuando transmite Datos de Cargos y de Transmisién de forma electrénica, también debe
completar y mantener Registros de los Cargos y los Créditos.

Los envios o lotes deben cumplir con la Guia Operativa del Comercio de American Express,
incluidas las Especificaciones Técnicas (consulte la Seccién 2.5, "Cumplimiento de las
Especificaciones Técnicas”). El incumplimiento de estos requisitos podria tener como
resultado el rechazo de su envio o lote, o bien la demora en el pago (o ambos). Si se rechaza un
envio o lote, es posible que no se le pueda pagar hasta se corrijay se vuelva a enviar el Envio o
lote. Usted debe colaborar con su Proveedor de Servicios al Comercio para corregir el error,
luego vuelva a enviarlo. Para los envios que no cumplan con las Especificaciones Técnicas,
American Express tiene derecho a presentar Contracargos.

Debe enviar Cargos y Créditos Unicamente en Pesos mexicanos.
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6.5.1

6.5.2

Envios de Cargos

Debe enviar todos los Cargos a su Proveedor de Servicios al Comercio con las solicitudes de
Autorizacién. Los Cargos se consideran “incurridos” en la fecha en la que el Tarjetahabiente le
indica que pagara los productos y servicios que compré con la Tarjeta y para los que usted
recibié una Aprobacion de Autorizacion. Los Cargos no deben enviarse a su Proveedor de
Servicios al Comercio hasta que los productos se hayan enviado o proporcionado o hasta que
los servicios se hayan prestado. Debe enviar todos los Cargos del Establecimiento en el que se
originé el Cargo.

En el caso de los Cargos Acumulados, el Cargo se debe enviar en un plazo de siete (7) dias a
partir de la fecha de la Ultima compra (o reembolso, seglin corresponda), que comprende el
Cargo Acumulado y para el cual usted recibié una Aprobacién de Autorizacion. Consulte la
Seccion 4.15, "Cargos acumulados — Internet” para obtener mas informacion.

Los Cargos con Entrega Retrasada y los Cargos con Pago Anticipado se pueden enviar antes de
que los productos se hayan enviado, proporcionado o antes de que los servicios se hayan
prestado. Consulte la Seccién 4.16. “Cargos con Entrega Retrasada” y la Seccién 4.14, "Cargos
con Pago Anticipado” para obtener mas informacion.

Envios de Créditos

Debe enviar todos los Créditos a su Proveedor de Servicios al Comercio cuando llegue el
momento de cobrar un Crédito. Debe enviar cada Crédito bajo el Negocio en el que se originé el
Crédito. Comuniquese con su Proveedor de Servicios al Comercio para obtener mas
informacion acerca de los requisitos de envio de Créditos.

6.6 Requisitos de Envio: En Papel

Si, en circunstancias extraordinarias, necesita enviar Transacciones en papel, debe hacerlo de
acuerdo con las instrucciones proporcionadas por su Proveedor de Servicios al Comercio.

6.7 Coémo Realizar los Envios

Muchos Sistemas POS tienen
una tecla de “envio por lotes”

u otra funcién similar.
Comuniquese con su Proveedor
de Servicios al Comercio para
obtener informacion sobre la
mejor forma de enviar un lote.

En muchos casos, su Sistema POS enviara una solicitud de Autorizacién, procesara las
Transacciones y enviara el Cargo de forma automatica a su Proveedor de Servicios al
Comercio. Comuniquese con su Proveedor de Servicios al Comercio para obtener mas
informacién acerca de los requisitos de envio de Transacciones.
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71 Proceso de las Transacciones

Después de que recibamos un archivo de Envio, comenzamos el proceso de liquidacién
La liquidacién del pago de American Express se realizara directamente a su Proveedor de
Servicios al Comercio.

SEGURIDAD DE LOS DATOS

/ PROCESO DE LAS TRANSACCIONES*

5t £

El Proveedorde El
Servicios al  Tarjetahabiente
Comercio recibe
llegaa un el estado
acuerdo con el de cuenta

Establecimiento

DETECCION DE FRAUDE

* El presente grafico es solo para fines ilustrativos y no debe interpretarse como una limitacién o renuncia
de los derechos de American Express con respecto a la informacion del Tarjetahabiente u otra
informacion.

7.2 Monto de Liquidacidn

Toda actividad de liquidacion es responsabilidad de su Proveedor de Servicios al Comercio
y cualquier pregunta o inquietud debera dirigirse a ellos para su resolucion.

7.3 Errores u Omisiones en el Pago

Notifique inmediatamente a su Proveedor de Servicios al Comercio cualquier error u omision
relacionados con sus transacciones u otros honorarios o pagos por Cargos, Créditos o
Contracargos.

74 Cobro a los Tarjetahabientes

Usted no debera facturar o cobrar a los Tarjetahabientes ninguna compra o pago realizado con
la Tarjeta a menos que:

» Seejercié el Contracargo correspondiente a dicho Cargo,

* Haya pagado en su totalidad dicho Cargo a su Proveedor de Servicios al Comercio, y
+ Tengael derecho de hacerlo.
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8.1 Requisitos de Seguridad de Datos

Como lider en proteccién al consumidor, American Express siempre ha asumido el
compromiso de proteger los Datos del Tarjetahabiente y los Datos de Autenticacion
Confidenciales con el fin de garantizar que se mantengan seguros.

Si los datos se encuentran en peligro, esto tiene un impacto negativo en los consumidores,

los Establecimientos y los Emisores. Basta un solo incidente para perjudicar gravemente la
reputacion de una empresay su capacidad para hacer negocios de forma eficaz. Las acciones
dirigidas a mitigar esa amenaza con la implementacién de politicas operativas de seguridad
pueden ayudar a mejorar la confianza del cliente, aumentar la rentabilidad y optimizar la
reputacién de una empresa.

American Express sabe que usted tiene las mismas preocupaciones que American Express
y por eso exige, como parte de sus responsabilidades, que cumpla con los requisitos de
seguridad de datos incluidos en el Contrato con su Proveedor de Servicios al Comercio y con
estos Requisitos de Seguridad de Datos.

Estos requisitos se aplican a todos sus equipos, sistemas y redes (y sus componentes) en los
gue se almacenan, procesan o transmiten Claves de Cifrado, Datos del Tarjetahabiente o Datos
Confidenciales de Autenticacién (o una combinacion de estos).

8.2 Definiciones

Para los efectos de este Capitulo 8, "Proteger la Informacion del Tarjetahabiente”, se aplicaran
las siguientes definiciones:

Aplicaciéon de Pago: Tiene el mismo significado que se le da en el glosario de términos vigente
del Estandar de Seguridad de Datos para Aplicaciones de Pago de la Industria de Tarjetas de
Pago, disponible en www.pcisecuritystandards.org.

Aprobado por la PCI: Un Dispositivo de Entrada de PIN o una Aplicacién de Pago (o ambos) que
aparece en el momento de laimplementacion en la lista de empresas y proveedores aprobados que
mantiene el PCl Security Standards Council, LLC, disponible en www.pcisecuritystandards.org.

Asesores de Seguridad Calificados (QSA): Entidades que han sido calificadas por el Payment
Card Industry Security Standards Council, LLC para validar el cumplimiento del PCI DSS. Consulte
la Seccion 8.7, “Validacién Periddica de los Sistemas de los Establecimientos”.

Certificacion de Cumplimiento (AOC): Una declaracion del estado de su cumplimiento con
el PCI DSS, en el formulario que proporciona el Payment Card Industry Security Standards
Council, LLC.

Certificacion de Cumplimiento de Escaneo (AOSC): Una declaracién del estado de su
cumplimiento con el PCI DSS que se basa en un escaneo de red, en el formulario que
proporciona Payment Card Industry Security Standards Council, LLC.

Clave de Cifrado: Todas las claves utilizadas en el procesamiento, generacion, carga y/o
proteccion de los Datos de la Cuenta. Esto incluye, entre otras, las siguientes:

» Claves de Cifrado de Claves: Claves Maestras de Zona (ZMK) y Claves de PIN de Zona
(ZPK)

+  Claves Maestras que se usan en dispositivos criptograficos seguros: Claves Maestras
Locales (LMK)

«  Claves de Cddigo de Seguridad de Tarjeta (CSCK)
» Claves de PIN: Claves Derivadas de Bases (BDK), Claves de Cifrado de PIN (PEK) y ZPK

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 48
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Cuestionario de Autoevaluacién (SAQ): Una herramienta de autoevaluacién creada por
Payment Card Industry Security Standards Council, LLC para evaluar y certificar el
cumplimiento con el PCI DSS.

Datos de Autenticacién Confidenciales: Tiene el significado que se le da en el glosario de
términos vigente del PCI DSS.

Datos del Tarjetahabiente: Tiene el significado que se le da en el glosario de términos vigente
del PCI DSS.

Dispositivo de Entrada de PIN: Tiene el significado que se le da en el glosario de términos
actual para los Requisitos de Seguridad Modulares Relativos al Punto de Interaccién de los
Requisitos de Seguridad de Transacciones con Pin de la Industria de Tarjetas de Pago, que
estan disponibles en www.pcisecuritystandards.org.

Documentacién de Validacién: La AOC que se presenta enrelacion con la Evaluacién Anual de
Seguridad en el Sitio o SAQ, la AOSC y los resimenes ejecutivos de hallazgos presentados en
relacion con los Escaneos de Red Trimestrales o la Certificacion anual del STEP.

Emisor: Cualquier Entidad (incluidas American Express y sus Afiliados) con licencia de
American Express o un Afiliado de American Express para emitir Tarjetas y participar en el
negocio de emision de Tarjetas.

Entorno de Datos del Tarjetahabiente (CDE): Las personas, los procesos y la tecnologia que
almacenan, procesan o transmiten datos del Tarjetahabiente o datos de autenticacién
confidenciales.

Especificaciones EMVeL: Las especificaciones emitidas por EMVCo, LLC, que estan
disponibles en www.emvco.com.

Establecimiento: El Establecimiento y todos sus afiliados que aceptan Tarjetas American
Express en virtud de un contrato de procesamiento del Establecimiento o del contrato del
Establecimiento Patrocinado, la Guia Operativa del Comercio de American Express, y cualquier
anexo y apéndice adjuntos, colectivamente, entre el Establecimiento y su Proveedor de
Servicios al Comercio.

Establecimiento de Nivel 1: Procesa 2.5 millones de Transacciones o mas con Tarjeta
American Express por afio o es cualquier otro Establecimiento que por algiin motivo
American Express considere de Nivel 1.

Establecimiento de Nivel 2: Procesa de 50,000 a 2.5 millones de Transacciones de Tarjetas
American Express al afio.

Establecimiento de Nivel 3: Procesa de 10,000 a 50,000 Transacciones de Tarjetas
American Express por afio.

Establecimiento de Nivel 4: Procesa menos de 10,000 Transacciones de Tarjetas
American Express por afio.

Estandar de Seguridad de los Datos de la Industria de las Tarjetas de pago (PCI DSS):
el Estandar de Seguridad de los Datos de la Industria de las Tarjetas de pago que esta
disponible en www.pcisecuritystandards.org.

Fecha de Notificacion: La fecha en que American Express envia a los emisores la notificacion
final de un Incidente de Datos. La fecha mencionada esta supeditada al recibo en American
Express del informe forense definitivo o el andlisis interno y se determinara a la entera
discrecién de American Express.

1. EMV®es una marca comercial registrada en Estados Unidos y otros paises, y una marca comercial
no registrada en otros lugares. La marca comercial EMV es propiedad de EMVCo, LLC.
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Incidente de Datos: Un incidente que involucra la puesta en peligro o la presunta puesta en
peligro de las claves de cifrado de American Express o, al menos, un nimero de cuenta de
Tarjeta American Express, en el que exista lo siguiente:

* unacceso o uso no autorizado de Claves de Cifrado, Datos del Tarjetahabiente o Datos de
Autenticacién Confidenciales (o una combinacién de cada uno) que se almacenan,
procesan o transmiten en sus equipos, sistemas y/o redes (o los componentes de estos)
o el uso de los cuales usted exija o proporcione o haga disponible;

* unuso de dichas Claves de Cifrado, Datos del Tarjetahabiente o Datos de Autenticacion

Confidenciales (o una combinacién de cada uno) que no sea el uso permitido por el
Contrato; y/o

* unasospecha o confirmacion de una pérdida, robo o malversacién por cualquier medio de
materiales, registros o informacién que contienen dichas Claves de Cifrado, Datos del
Tarjetahabiente o Datos de Autenticacién Confidenciales (una combinacién de cada uno).

Investigador Forense de la PCI (PFI): Una Entidad que ha sido aprobada por el Payment Card
Industry Security Standards Council, LLC para realizar investigaciones forenses de un
incumplimiento o compromiso de datos de la Tarjeta de Pago.

Nivel del Establecimiento: La designacion asignada a los Establecimientos en relacién con
sus obligaciones de validacion de cumplimiento de DSS de la PCI, como se describe en la
Seccion 8.7, “Validacién Periddica de los Sistemas de los Establecimientos”.

Numero de Tarjeta: El nimero de identificacion tnico que el Emisor asigna a la Tarjeta cuando
la emite.

Numero de Tarjeta Comprometido: Un niimero de cuenta de Tarjeta American Express
relacionado con un Incidente de Datos.

Partes Cubiertas: Cualquier empleado, agente, representante, subcontratista, procesador,
proveedor de servicios, proveedores de equipos o sistemas de puntos de venta (POS), o
soluciones de procesamiento de pagos, Entidades asociadas a su cuenta de establecimiento
de American Express y cualquier otra parte a la que usted pueda proporcionar acceso a los
Datos del Tarjetahabiente o a los Datos de Autenticacién Confidenciales (o a ambos) de
conformidad con el Contrato.

Plantilla del Informe Final de Incidente Forense: Significa que la plantilla esta disponible
en el Consejo de Estandares de Seguridad de la PCl en el siguiente
vinculo www.pcisecuritystandards.org.

Programa de Analisis Dirigido (TAP): Un programa que proporciona la identificacién
temprana de una posibilidad de que los Datos del Tarjetahabiente estén comprometidos en su
Entorno de Datos del Tarjetahabiente (CDE). Consulte la Seccion 8.3, "Programa de Analisis
Dirigido (TAP)".

Programa de Mejora de la Tecnologia de Seguridad (STEP): El programa de American
Express en el cual se alienta a los Establecimientos a implementar tecnologias que mejoran la
seguridad de datos. A fin de calificar para el programa STEP, los Establecimientos no deben
haber tenido un Incidente de Datos en los 12 meses anteriores a la presentacion de la
certificacion anual del STEP y procesar al menos el 75 % del total de Transacciones utilizando
Cifrado Punto a Punto o Transacciones con Tarjeta presente mediante Dispositivos Habilitados
con Chip de EMV.

Proveedores de Escaneo Aprobado (ASV): Una Entidad que ha sido calificada por el Payment
Card Industry Security Standards Council, LLC para validar la adhesién a determinados
requisitos del PCI DSS a través de escaneos de vulnerabilidad de entornos expuestos a
Internet. Consulte la Seccidn 8.7, “Validacion Periddica de los Sistemas de los
Establecimientos”.
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Requisitos del Consejo de Estandares de Seguridad de la Industria de Tarjetas de Pago
(PCI SSC): El conjunto de estandares y requisitos relacionados con la seguridad y proteccién
de los datos de las tarjetas de pago, incluyendo el PCI DSS y PA DSS que estan disponibles
en www.pcisecuritystandards.org.

Express, como se describe en el Capitulo 8. “Proteger |la Informacion del Tarjetahabiente” de la
Guia Operativa del Comercio.

I Requisitos de Seguridad de Datos (DSR): La politica de seguridad de datos de American

Requisitos de Seguridad de PIN de la PCI: Los requisitos de Seguridad de PIN de la Industria
de Tarjetas de Pago que estan disponibles en www.pcisecuritystandards.org.

Sistema de Punto de Venta (POS): Un sistema o equipo de procesamiento de informacién
que incluye un terminal, una computadora personal, una caja registradora electroénica,

un lector contactless, o un motor o proceso de pago, utilizado por un Establecimiento para
obtener Autorizaciones o recopilar datos de Transacciones, 0 ambas cosas.

Ventana de Eventos de Incidentes de Datos: El periodo que comienza a la fecha de puesta en
peligro, si se la conoce, o 365 dias antes de la Fecha de Notificacién si se desconoce la fecha de
puesta en peligro real. La Ventana de Eventos de Incidentes de Datos finaliza 30 dias después
de la Fecha de Notificacion.

Il 3.3 Programa de Analisis Dirigido (TAP)

Los Datos del Tarjetahabiente Comprometidos pueden deberse a brechas en la seguridad de
I los datos en su Entorno de Datos del Tarjetahabiente (CDE).. Los ejemplos de Datos del
Tarjetahabiente comprometidos incluyen, entre otros:

*  Punto Comun de Compra (CPP): Los Tarjetahabientes de American Express informan la
existencia de Transacciones fraudulentas en sus cuentas de la Tarjetay son identificadas y
se determina que se han originado al realizar compras en sus Establecimientos.

+ Datos de la Tarjeta encontrados: Los Datos de la Tarjeta y del Tarjetahabiente de
American Express se encuentran en la red mundial vinculados a Transacciones en sus
Establecimientos.

+  Sospecha de software malicioso: American Express sospecha que su comercio esta
utilizando software infectado o vulnerable a cédigos maliciosos.

El TAP esté disefiado para identificar posibles Datos del Tarjetahabiente Comprometidos.

Usted esté obligado a cumplir, y debe hacer que sus Partes Cubiertas cumplan, con los
siguientes requisitos tras la notificacién de American Express de la posibilidad de que los Datos
del Tarjetahabiente estén comprometidos.

»  Usted debe revisar su CDE de inmediato para detectar brechas en la seguridad de los
datos y corregir todas las que encuentre.

»  Usted debe hacer que sus proveedores de terceros realicen una investigacion
exhaustiva de su CDE si ha sido subcontratado.

»  Usted debe proporcionar un resumen de las medidas tomadas o planificadas después de
su revision, evaluacion y/o iniciativas de correccién al recibir la notificacion de American
Express o el Proveedor de Servicios al Comercio.

»  Usted debe proporcionar documentos de validacion de PCI DSS actualizados de acuerdo
con la Seccién 8.7, “Validacién Periddica de los Sistemas de los Establecimientos”.

»  Segun corresponda, usted debe contratar a un Investigador Forense de la PCI (PFI)
calificado para que examine su CDE en caso de que usted o su Parte Cubierta:

* Nopuedaresolver los Datos del Tarjetahabiente Comprometidos dentro de un periodo
de tiempo razonable, segln lo determine American Express, o
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+  Confirman que ha ocurrido un Incidente de Datos y cumplen con los requisitos
establecidos en la Seccién 8.5, “Obligaciones de Administracién de los Incidentes de
Datos”.

Si usted no puede cumplir con estas obligaciones, su Proveedor de Servicios al Comercio
podra ejercer el derecho de rescindir el Contrato, de conformidad con sus estipulaciones,
ademas de aplicarle a usted tarifas de no validacién.

8.4 Estandares para la Proteccion de la Informacién de los Tarjetahabientes

Recuerde que si se rescinde el
Contrato, los Datos de los
Tarjetahabientes solo se pueden
conservar de acuerdo con el PCI
DSS, que esta disponible en
pcisecuritystandards.org

Usted y sus Partes Cubiertas deben:

+ guardar los Datos del Tarjetahabiente solo para facilitar las Transacciones con la Tarjeta de
American Express de conformidad con, y segun lo requiere, el Contrato,

cumplir con la version actual del Estandar de Seguridad de Datos para la Industria de
Tarjetas de Pago (PCI DSS) y de otros requisitos del Consejo de los Estandares de
Seguridad de la Industria de Tarjetas de Pago (PCI SCC) aplicables a su procesamiento,
almacenamiento o transmisién de Datos del Tarjetahabiente o Datos de Autenticacion
Confidenciales a mas tardar en la fecha de entrada en vigor para laimplementacién de esa
versién del Requisito de PCI SCC aplicable, y

+ usar, al implementar Dispositivos de Entrada de PIN nuevos o de reemplazo o Aplicaciones

de Pago (0 ambos) en localidades atendidas, solo aquellos que tienen la Aprobacién de
la PCI.

Debe proteger todos los Registros de Cargos y Registros de Créditos que conserva en virtud del
presente Contrato, de conformidad con estas disposiciones de seguridad de datos; debe
utilizar estos registros solo para los fines del Contrato y protegerlos en consecuencia. Usted es
responsable financieramente y de otro modo ante el Proveedor de Servicios al Comercio de
asegurar que sus Partes Cubiertas cumplan con este Capitulo 8, “Proteger la Informacién del
Tarjetahabiente” (que no sea para demostrar el Cumplimientode sus partes cubiertas de
acuerdo con esta politica en la Seccion 8.7, “Validacion Periddica de los Sistemas de los
Establecimientos” salvo que se disponga lo contrario en esta seccién).

8.5 Obligaciones de Administracién de los Incidentes de Datos

Incidente de Datos

Un incidente que involucre el
acceso o el uso no autorizado
de Claves de Cifrado, Datos

del Tarjetahabiente o Datos
confidenciales de autenticacion
(o una combinacion de estos)
que se almacenen, procesen

o transmitan en equipos,
sistemas y/o redes (o en alguno
de sus componentes) de su
propiedad o de los que usted
searesponsable.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Después que descubra un Incidente de Datos, usted debera notificar a su Proveedor de
Servicios al Comercio de inmediato. Ademas:

»  Debe realizar una investigacion forense exhaustiva de cada Incidente de Datos.

» Paralos Incidentes de Datos que impliquen 10,000 o mas Numeros de Tarjeta Uinicos, debe
contratar a un investigador forense (PF1) de la PCl para llevar a cabo esta investigacion en
un plazo de cinco (5) dias después del descubrimiento de un Incidente de Datos.

+ Elinforme no editado de investigacién forense se debera entregar a su Proveedor de
Servicios al Comercio de acuerdo con el plazo que este establezca para la entrega de tal
informacion.

+  Debe entregar de inmediato a su Proveedor de Servicios al Comercio todos los Nimeros
de Tarjetas Comprometidos. American Express se reserva el derecho de llevar a cabo su
propio analisis interno para identificar los Numeros de Tarjetas involucrados en el
Incidente de Datos.

Los informes de investigacion forense se deben completar con la Plantilla del Informe Final

de Incidente Forense actual disponible en la PCI. El informe debe incluir revisiones forenses,
informes de cumplimiento y toda informacion relacionada con el Incidente de Datos; identificar
la causa del Incidente de Datos; confirmar si usted cumplia o no con el PCI DSS en el momento
del Incidente de Datos; y confirmar su compromiso para prevenir futuros incidentes de datos a
través de un plan para corregir todas las deficiencias relacionadas con el PCI DSS, y ademas
debe confirmar su participacién en el programa de cumplimiento de American Express (segun
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8.6 Reservado

se describe a continuacion). A solicitud de su Proveedor de Servicios al Comercio, usted
debera proporcionar una validacién por un Asesor de Seguridad Certificado (QSA) que indique
que se corrigieron las deficiencias.

Sin perjuicio de los parrafos anteriores de esta Seccién 8.5, "Obligaciones de Administracion
de los Incidentes de Datos":

*  American Express puede, a su exclusivo criterio, solicitarle que contrate a un PFl para que
lleve a cabo una investigacién de un Incidente de Datos para los Incidentes de Datos que
involucren menos de 10,000 NUmeros de Tarjeta Unicos. Cualquier investigacién de este
tipo debe cumplir con los requisitos establecidos anteriormente en esta Seccion 8.5
“Obligaciones de Administracion de los Incidentes de Datos”, y debe completarse dentro
del plazo requerido por American Express.

»  American Express puede, a su exclusivo criterio, contratar por separado a un PFl para
llevar a cabo una investigacion sobre cualquier Incidente de Datos y puede cobrarle a
usted el costo de dicha investigacion.

Debe trabajar con su Proveedor de Servicios al Comercio y American Express para corregir los
problemas que puedan surgir del Incidente de Datos, lo que incluye consultar sobre sus
comunicaciones a los Tarjetahabientes afectados por el Incidente de Datos y proporcionar

(y obtener las exenciones necesarias para proporcionar) a su Proveedor de Servicios al
Comercio toda la informacion relevante para verificar su capacidad de prevenir futuros
Incidentes de Datos de manera coherente con el Contrato.

Sin perijuicio de cualquier obligacién de confidencialidad que disponga lo contrario en el
Contrato, American Express tiene el derecho de divulgar informacién sobre cualquier Incidente
de Datos a los Tarjetahabientes, los Emisores, otros participantes en la Red de American
Express y al publico en general, si la Ley Aplicable asi lo exige; en virtud de una resolucién,
sentencia, orden o solicitud judicial, administrativa o regulatoria u otro proceso; con el fin de
mitigar el riesgo de fraude u otros dafios; o de cualquier forma que sea apropiada para operar
la Red de American Express.

8.7 Validacion Periddica de los Sistemas de los Establecimientos

8.7.1 Usted debe tomar las siguientes medidas para validar de forma trimestral y anual el estado de
sus equipos, sistemas y/o redes (y sus componentes), en los que se almacenan, procesan o
transmiten Claves de Cifrado, Datos del Tarjetahabiente o Datos Confidenciales de
Autenticacién (o una combinacion de estos), de acuerdo con el PCI DSS.

Hay cuatro medidas necesarias para completar la validacion:

Medida 1: participar en el programa de cumplimiento de American Express de acuerdo con

esta politica.

Medida 2: comprender sus Requisitos de Nivel de Establecimiento y Validacion.

Medida 3: completar la Documentacion de Validacion que debe enviar a American Express.

Medida 4: enviar la Documentacion de Validacion a American Express a través de su Proveedor

de Servicios al Comercio.

Medida 1: participar en el Programa de Cumplimiento de American Express en virtud de

esta Politica

Los Establecimientos de Nivel 1y los Establecimientos de Nivel 2, tal como se describe a

continuacidn, deben participar en el Programa de Cumplimiento de PCl de American Express

en virtud de esta politica proporcionando el nombre completo, la direccién de correo

electrdnico, el nimero de teléfono y la direccidon postal fisica de una persona que servird como
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su contacto general de seguridad de datos. Debe enviar esta informacion a su Proveedor de
Servicios al Comercio. Debe notificar a su Proveedor de Servicios al Comercio si esta
informacion cambia, proporcionando la informacién actualizada si corresponde. El hecho de
que usted no proporcione dicha informacion de contacto podria resultar en la aplicacion de
tarifas por incumplimiento. Comuniquese con su Proveedor de Servicios al Comercio para
obtener mas informacién sobre sus requisitos de cumplimiento con la seguridad de datos.

American Express podra designar, a nuestro criterio exclusivo, la participacion de
determinados Establecimientos de Nivel 3y de Nivel 4 en el programa de cumplimiento de
American Express en virtud de esta politica mediante el envio de una notificacion por escrito.
Tales Establecimientos deben inscribirse en el programa de cumplimiento en un plazo que no
supere los noventa (90) dias a partir de la recepcién de la notificacion.

Medida 2: comprender su Requisitos de Nivel de Establecimiento y Validacién

La mayoria de los Niveles de Establecimientos se basan en el volumen de Transacciones que
envian todos sus Negocios. Usted recibird una de las categorias de Nivel de Establecimiento
especificadas en la siguiente tabla.

- Documentacién de Validacion

Nivel del

At Informe de ] ]

E%galfgégfnngg/ evaluacion en Aut%lésgltlh%ré?éﬂno(%i(}) Certificacion del STEP
e DAY o el sitio sobre Vg para Establecimientos
- cumplimiento e elegibles

Express (ROC)

Nivel 1/ Obligatorio No corresponde Opcional (reemplaza el

2.5 millones o mas ROC)

Nivel 2/ Opcional SAQ obligatorio (amenos  Opcional (reemplaza al

50,000 a que envie unaevaluaciéonen SAQy al escaneo de red

2.5 millones el sitio) escaneo obligatorio o ROC)

con ciertos tipos de SAQ

Nivel 3/* Opcional SAQ opcional (obligatoriosi  Opcional (reemplaza al
10,000 a 50,000 lo exige American Express) SAQy al escaneo de red
escaneo obligatorio con o ROC)

ciertos tipos de SAQ

Nivel 4/* Opcional SAQ opcional (obligatoriosi  Opcional (reemplaza al
10,000 o menos lo exige American Express) SAQy al escaneo de red
escaneo obligatorio con o ROC)

ciertos tipos de SAQ

* Para evitar cualquier duda, no es necesario que los establecimientos de Nivel 3y Nivel 4
envien la Documentacién de Validacién, a menos que lo solicite American Express, pero,
de igual forma, deben cumplir con todas las demas disposiciones de estos Requisitos de
Seguridad de Datos y estaran sujetos a responsabilidad en virtud de ellos.

American Express se reserva el derecho de verificar la exactitud y adecuacion de la
Documentacion de Validacion del PCI proporcionada seglin sea necesario, incluso
contratando, a cargo de American Express, un QSA o PFl de nuestra eleccion.

Determine su Nivel de Establecimiento y la Documentacion de Validacion que debe enviar a
American Express.
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Documentacioén de Validacidon

Visite pcisecuritystandards.org

para:

« Listas de Asesores de
Seguridad Calificados y
Proveedores de Escaneo
Aprobados (ASV)

« Cuestionarios de
Autoevaluacién (SAQ)

» Certificacién de
Cumplimiento (AOC)

y Certificacién de
Cumplimiento de
Escaneo (AOSC)

Evaluacién Anual de
Seguridad en el Sitio

La evaluacioén anual de
seguridad en el sitio es un
examen detallado en el sitio
de sus equipos, sistemas y
redes (y sus componentes)
en los que se almacenen,
procesen o transmitan
Claves de Cifrado, Datos
del Tarjetahabiente o
Datos Confidenciales de
Autenticacién (o una
combinacion de estos).
Debe ser realizado por:

« unQSA o

+ usted, y atestiguada por
su director ejecutivo, su
director de finanzas,
su director de seguridad
de la informacion o su
director general.

La evaluacién anual de
seguridad en el sitio debe
enviarse anualmente a su
Proveedor de Servicios

al Comercio en el AOC
aplicable. Para cumplir
con las obligaciones de
validacion en virtud de
esta politica, la AOC debe
respaldar su cumplimiento
con todos los requisitos del
PCI DSSy, si se solicita,
incluir copias del informe
completo sobre
cumplimiento.

Guia Operativa del Comercio - México

Cuestionario de
Autoevaluacién Anual

(SAQ)

La autoevaluacion anual un
proceso en el que se utiliza
el SAQ del PCI DSS, con el
fin de hacer una
autoevaluacién de sus
equipos, sistemas y redes
(y sus componentes) en los
que se almacenen, procesen
o transmitan Claves de
Cifrado, Datos del
Tarjetahabiente o Datos

de Autenticacion
Confidenciales (o una
combinacién de estos).
Debe realizarla usted y estar
certificada por su director
ejecutivo, director
financiero, director de
seguridad de la informacion
o director general.

La seccién de la AOC del
SAQ se debe enviar de
forma anual a su Proveedor
de Servicios al Comercio.
Para cumplir con las
obligaciones de validacion
de esta politica, la seccién
de la AOC del SAQ debe
certificar su cumplimiento
de todos los requisitos del
PCI DSSy, si se solicita,
incluir copias completas
del SAQ.

Escaneos de Red
Trimestrales

El escaneo de red trimestral
€s un proceso que prueba
de forma remota sus redes
de computadoras
conectadas a Internet

y servidores web para
detectar posibles
debilidades y
vulnerabilidades. Debe
llevarse a cabo por un ASV.
De forma trimestral, usted
debe completar y enviar

la AOSC del informe de
escaneo del ASV o el
resumen ejecutivo de los
resultados del escaneo

(y copias del escaneo
completo, si asi se le exige)
a su Proveedor de Servicios
al Comercio. La AOSC o el
resumen ejecutivo deben
certificar que los
resultados cumplen con los
procedimientos de escaneo
del PCI DSS, que no existen
problemas de alto riesgo y
que el escaneo supera o
satisface las normas de
cumplimiento (todos los
Establecimientos, excepto
aquellos que también envian
un Informe de Evaluacion en
el Sitio Sobre Cumplimiento
y los Establecimientos
elegibles para STEP). Con el
objetivo de disipar dudas,
los Escaneos de Red
Trimestrales son
obligatorios si asi lo exige

el SAQ aplicable.

Medida 3: completar la Documentacion de Validacién que usted debe enviar a American

Express

Los Establecimientos de Nivel 1, Nivel 2 y algunos de Nivel 3 y Nivel 4 deben enviar la
Documentacion de Validacion marcada como “obligatoria” en la tabla de la Medida 2.

« LaDocumentacién de Validacion de los Establecimientos de Nivel 1 debe incluir la AOC del
informe de la evaluacion anual de seguridad en el sitio.

* LaDocumentacion de Validacion de los Establecimientos de Nivel 2 debe incluir la AOC del
SAQylaAOSC o los resiimenes ejecutivos de los escaneos de red trimestrales, tal como se

Este documento contiene informacion confidencial y de secreto comercial, y no se debe
divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.
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8.7.2

873

describe en la tabla anterior. Los Establecimientos de Nivel 2 pueden optar por enviar el
AOC del informe anual de evaluacién de seguridad en el sitio si asi lo prefieren.

»  Noes necesario que los Establecimientos de Nivel 3y los Establecimientos de Nivel 4
envien la Documentacién de Validacién, a menos que American Express lo solicite (pero
deben cumplir con todas las demas disposiciones de esta politica y estaran sujetos a
responsabilidad en virtud de ellas).

»  Los establecimientos que cumplan con los requisitos de STEP podran presentar la
Certificacion Anual de STEP en lugar de otra Documentacion de Validacion.

Medida 4: enviar la Documentacion de Validacién a American Express a través de su
Proveedor de Servicios al Comercio

Todos los Establecimientos a los que se les requiera participar en el Programa de
Cumplimiento de PCI de American Express deben enviar la Documentacion de Validacion
marcada como “obligatoria” en las tablas de la Medida 2.

Debe enviar su Documentacion de Validacion a su Proveedor de Servicios al Comercio segun
se le exija. Si tiene preguntas generales sobre el programa o el proceso de envio de la
Documentacién de Validacion, comuniquese con su Proveedor de Servicios al Comercio.

El cumplimiento y la validacién se completan por su cuenta. Al enviar la Documentacién de
Validacion a su Proveedor de Servicios al Comercio, usted declara y garantiza que esta
autorizado para divulgar la informacion incluida en dicha documentacion a su Proveedor de
Servicios al Comercio y American Express, ademas de que la proporciona sin infringir derechos
de terceros.

Establecimientos que No Cumplen con el PCI DSS

Sino cumple con el estandar PCI DSS, debera enviar uno de los siguientes documentos:

*  Una Certificacién de Cumplimiento (AOC) que incluya la “Parte 4, Plan de accién para el
estado de incumplimiento”

* unResumen de la Herramienta de Enfoque Priorizado de la PCl y Declaracién de
Cumplimiento (PASAQOC)

« una Plantilla del Plan de Proyecto (disponible a través de su Proveedor de Servicios al
Comercio)

Cada uno de los documentos anteriores debe establecer una fecha de remediacion, que no
puede exceder los doce (12) meses posteriores ala fecha en la que se completé el documento,
con el fin de lograr el cumplimiento. Usted debe enviar los documentos correspondientes a su
Proveedor de Servicios al Comercio. Debe proporcionarle a su Proveedor de Servicios al
Comercio actualizaciones periddicas de su progreso hacia la correccion en virtud del “Plan de
accion para el estado de incumplimiento”.

Con el objetivo de disipar toda duda, los establecimientos que no cumplan con el PCI DSS no
relnen los requisitos para participar en el STEP.

Tarifas de no validacién y rescisién del Contrato

American Express y su Proveedor de Servicios al Comercio tienen el derecho de aplicarle
tarifas de no validacién y rescindir el Contrato si usted no cumple con estos requisitos o no
proporciona la Documentacion de Validacion obligatoria antes de la fecha limite
correspondiente.

Su Proveedor de Servicios al Comercio le notificara su fecha limite por separado para cada
periodo de presentacién de los informes trimestrales y anuales.

Sino recibe su Documentacién de Validacion obligatoria de su parte, su Proveedor de Servicios
al Comercio podra ejercer el derecho de rescindir el Contrato, de conformidad con sus
estipulaciones, ademas de aplicarle a usted tarifas de no validacion.
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8.7.4 Validacién periédica de los establecimientos que cumplen los requisitos de STEP

Los Establecimientos que cumplen con el PCI DSS también pueden, a criterio de American
Express, calificar para el programa STEP de American Express siimplementan determinadas
tecnologias de seguridad adicionales en sus entornos de procesamiento de Tarjetas.

Los Establecimientos pueden ser elegibles para participar en el STEP solo si no han tenido
ninguin Incidente de Datos durante los doce (12) meses anteriores y si el 75 % de sus
transacciones con Tarjeta se realizan mediante los siguientes elementos:

+  EMV: enun Dispositivo con Chip Activo que tenga una aprobacién o certificacion de
EMVCo vélida y vigente (www.emvco.com) y que sea capaz de procesar las Transacciones
de Tarjetas con Chip Compatibles con la AEIPS, o

» Cifrado Punto a Punto (P2PE): comunicacién con el procesador del Establecimiento
mediante un sistema de Cifrado Punto a Punto aprobado por los PCI SSC o QSA.

Si su Establecimiento recibe la clasificacién de cumplimiento de los requisitos de STEP, usted
puede presentar una declaracion del estado de su cumplimiento con los estandares PCI DSS
en el formulario que esta disponible a través de su Proveedor de Servicios al Comercio
(Certificacion Anual de STEP) en lugar de otra Documentacién de Validacion. Debe realizarla
usted y estar certificada por su director ejecutivo, director financiero, director de seguridad de
la informacién o director general. Debe completar el proceso enviando la Certificacion STEP
anualmente a su Proveedor de Servicios al Comercio (Consulte la Seccion 8.7, "Validacion
Periddica de los Sistemas de los Establecimientos”, Medida 3).

8.8 Reservado

8.9 Exencidon de Responsabilidad

AMERICAN EXPRESS RECHAZA CUALQUIER DECLARACION, GARANTIA O RESPONSABILIDAD
RELACIONADA CON LOS REQUISITOS DE SEGURIDAD DE DATOS DEL PRESENTE DOCUMENTO,
EL PCI DSS, LAS ESPECIFICACIONES DE EMVY LA DESIGNACION Y EL DESEMPENO DE LOS
QSA, ASV O PFI (O CUALQUIERA DE ESTOS), SEA QUE SE HAYA HECHO DE FORMA EXPRESA,
IMPLICITA, LEGAL O DE CUALQUIER OTRO MODO, INCLUIDA CUALQUIER GARANTIA DE
COMERCIABILIDAD O ADECUACION PARA UN FIN ESPECIFICO. Los emisores no son terceros
beneficiarios de acuerdo con estos Requisitos de Seguridad de Datos.

Para obtener mas informacion sobre los requisitos de Seguridad de Datos de American
Express, visite www.americanexpress.com.mx/dsr.

Para obtener informacién sobre PCI Security Standards, LLC:
+ Estandares de Seguridad de Datos de la PCI

+  Cuestionario de Autoevaluacion

+ Listade Asesores de Seguridad Calificados

+ Lista de Proveedores de Escaneo Aprobados

+ Lista de Investigadores Forenses de la PCI

www.pcisecuritystandards.org
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9.1

Introduccioén

Usted trabaja duro para proteger los intereses de su negocio y a los Tarjetahabientes.
Lamentablemente, el uso fraudulento de la Tarjeta puede vencer sus mayores esfuerzos.
Cada afio, se pierden millones de délares debido a este tipo de fraude.

American Express ofrece un conjunto completo de herramientas y programas que lo pueden
ayudar a mitigar los riesgos de fraude en las Tarjetas American Express y a reducir este costo
para su negocio.

Es posible que algunos Establecimientos no cumplan con los requisitos para participar en

el conjunto completo de herramientas de fraude y en los programas de cambios en la
responsabilidad por fraude que se ofrecen. Ademas, American Express puede, a nuestro
criterio, suspender o cancelar de manera inmediata el uso de una herramienta de fraude o la
participacién en cualquier programa de cambios en la responsabilidad por fraude y American
Express puede suspender o cancelar cualquier herramienta de fraude o programa de cambios
en la responsabilidad por fraude en cualquier momento.

Este capitulo de la Guia Operativa del Comercio brinda consejos para la mitigacion del fraude en
Transacciones con la Tarjeta Presente y Sin la Tarjeta Presente. Comuniquese con su Proveedor
de Servicios al Comercio para obtener informacién relacionada con herramientas y recursos
de mitigacion de fraude que usted podria usar.

9.2 Proceso de las Transacciones

Nuestra estrategia principal para combatir el uso fraudulento de Tarjetas es abordarlo en el
punto de Autorizacién. Para lograr esto, trabajamos con los Establecimientos y sus
Proveedores de Servicios al Comercio para implementar las mejores practicas y herramientas
de mitigacion del fraude.

Si bien el fraude generalmente se considera un acto engafioso en el punto de venta, la
deteccion puede ocurrir durante cualquier etapa del proceso de las Transacciones. Por esta
razén, la “deteccion de fraude”, como se muestra en el siguiente grafico, se aplica a todos los
procesos de las Transacciones.

DETECCION DE FRAUDE

* El presente grafico es solo para fines ilustrativos y no debe interpretarse como una limitacién o renuncia
de los derechos de American Express con respecto a la informacion del Tarjetahabiente u otra
informacion.
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9.3 Estrategias para Impedir el Fraude

Se recomienda implementar varias capas de proteccion contra el fraude para ayudar a
proteger su negocio. Estas capas pueden incluir una combinacién de procedimientos y
controles de su punto de venta, ademas de la implementacién de herramientas de mitigacion
del fraude.

Capas de Proteccioén

La primera capa de mitigacién del fraude consiste en el cumplimiento de las politicas y los
procedimientos de aceptacion de la Tarjeta, tal como se resume en el Capitulo 4
“Procesamiento de las Transacciones”. Otras estrategias de mitigacion del fraude que usted
elija implementar pueden incluir una combinacion de:

* reconocimiento de comportamientos o circunstancias sospechosos que podrian indicar
actividad fraudulenta

+ implementacion de herramientas de mitigacion del fraude que aprovechen los controles
de riesgo de American Express para identificar actividad fraudulenta

»  modelos de riesgo o controles adicionales que puede desarrollar internamente o que
puede obtener externamente por parte de terceros

Controles Internos
de los
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American Express estad comprometido a trabajar con su Proveedor de Servicios al Comercio
para implementar herramientas que pueden ayudar a reducir la probabilidad de se aprueben
Cargos fraudulentos. Sin embargo, la implementacion y el uso de las estrategias y las
herramientas que se detallan en esta seccién no garantizan que (i) la persona que realiza el
Cargo sea el Tarjetahabiente, (ii) el Cargo sea valido ni de buena fe, (iii) recibira un pago por el
Cargo, ni que (iv) quedara exento de Contracargos.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 60
divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.



Guia Operativa del Comercio - México

AMERICAN EXPRESS

El siguiente ejemplo compara los datos que se obtienen durante un Cargo Sin Tarjeta Presente
estandar (izquierda) con la cantidad de datos que pueden obtenerse cuando se implementan
herramientas de mitigacion del fraude (derecha).

DATOS CAPTURADOS
Cargo Sin Tarjeta Presente: Cargo Sin Tarjeta Presente:
Estandar Nuestro conjunto de mitigacion
de fraude utilizado
Tarjeta: 37XXXXXXXXX2009 Tarjeta: 37XXXXXXXXX2009
Monto: USD $257 Nombre: C.F. Frost
Establecimiento: Establecimiento en Ens::m;giil)ieizti?Establecimiento en Internet
Internet XXXXXXXX01 XXOXXXXXXOL

Numero CID: XXXX

AAV: 2213 E Main

Nombre AAV: C.F. Frost

Teléfono AAV: 814-880-1234

Correo electrénico: cffrost@ispprovider.net
Direccion IP: 122.22.15.18

Nombre de Host: PHX.QW.AOL.COM
Direccion de envio: Granjas Esmeralda, 252
Iztapalapa, Mexico DF 09810

Teléfono de envio: 415.555.5555

Pais de envio: Mexico

9.4 Politicas de Aceptacién de Tarjeta

Un elemento fundamental de su estrategia global de mitigacion del fraude es el cumplimiento
de las instrucciones operativas de su Proveedor de Servicios al Comercio, que incluyen
nuestros procedimientos de aceptacion de la tarjeta tal como se define en el Capitulo 4
“Procesamiento de las Transacciones”. Estos procedimientos también pueden actuar como su
primera linea de defensa contra posibles fraudes. Las capas adicionales de mitigacién del
fraude mencionadas anteriormente pueden complementar esta linea de defensa.

9.5 Caracteristicas de Seguridad de la Tarjeta

En muchos casos, la apariencia fisica de la Tarjeta mostrara los indicios mas obvios de
actividad fraudulenta.

AMERICAN EXPRI

Las caracteristicas de seguridad de la Tarjeta American Express se disefiaron para ayudar
W B i1 a determinar si una Tarjeta es auténtica o no. Asegurese de que todo el personal conozca

1001 nuestras caracteristicas de seguridad de la Tarjeta para que puedan identificar las Tarjetas
potencialmente en riesgo.

La siguiente imagen es un ejemplo de solo una Tarjeta American Express, ya que se ofrecen
| pmemomsss distintos tipos de Tarjetas. Estos son algunos de los elementos a los que debe prestar atencidn:

1. Los numeros CID preimpresos suelen aparecer arriba del Nimero de Tarjeta, en el borde
derecho o izquierdo de la Tarjeta.

2. Todos los Numeros de las Tarjetas American Express comienzan con “37" o0 “34".
El Numero de Tarjeta aparece estampado en el frente de la tarjeta. El relieve debe ser claro
y uniforme en tamafio y espaciado. Algunas Tarjetas también tienen el Numero de Tarjeta
impreso en el reverso de la Tarjeta, en el cuadro de la firma. Estos nimeros, ademas de los
ultimos cuatro digitos impresos en el Registro de Cargos, deben coincidir.

3. No acepte ninguna Tarjeta que no se encuentre dentro de las Fechas Validas.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 61
divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.



Guia Operativa del Comercio - México

AMERICAN EXPRESS

Mas Informacion

El Numero CID de cuatro digitos
se encuentra en el anverso de la
Tarjeta, mientras que el CSC de
tres digitos se encuentra en el
reverso de la Tarjeta. Estos
codigos se consideran
caracteristicas de seguridad de
la Tarjetay pueden validar que la
Tarjeta esta presente para un
Cargo. Usted debe preguntar a
sus clientes el Numero CID de
cuatro digitos.

951

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

4. Solo la persona cuyo nombre aparece en la Tarjeta American Express tiene derecho a
utilizarla. Las Tarjetas no son transferibles.

5. Algunas Tarjetas contienen una imagen hologréfica en el anverso o en el reverso para
determinar su autenticidad. No todas las Tarjetas American Express tienen una imagen
holografica.

6. Algunas Tarjetas tienen un Chip en el que se almacenan datos y que se usan para realizar
un Cargo.

7. Lafirmaen el reverso de la Tarjeta debe coincidir con la firma del Tarjetahabiente en el
Registro de Cargos y debe ser el mismo nombre que aparece en el frente de la Tarjeta.
El panel de la firma no debe ser cubierto con cinta, mutilado, borrado o pintado. Algunas
Tarjetas también tienen un nimero de Cddigo de Seguridad de la Tarjeta (CSC) de tres
digitos impreso en el cuadro de firma.

Nota: Las caracteristicas de seguridad de las Tarjetas de Prepago y los Cheques de
Viajeros se enumeran en la Seccion 9.7, "Caracteristicas de Seguridad de una
Tarjeta de Prepago”y la Seccion 9.9, “Caracteristicas de Seguridad de los Cheques
de Viajero v los Cheques de Regalo”.

Caracteristicas de Seguridad de una Tarjeta en Riesgo

En este ejemplo de una Tarjeta manipulada, el cuadro de firma se pinté de blanco debajo de la
firma. Ademas, se borré el Numero de la Tarjeta del cuadro en el reverso.

No acepte una Tarjeta con las siguientes caracteristicas:

Banda Magnética Manipulada
*  Se manipulé o destruyd la Banda Magnética.

+  EINumero de la Tarjeta en el anverso de la Tarjeta no coincide con el nimero impreso en
el reverso (si esta impreso) ni con los Ultimos cuatro digitos impresos en el Registro de
Cargos (0 ambos).

Anverso de la Tarjeta Manipulado

+  EINUmero de la Tarjeta o el nombre del Tarjetahabiente en el anverso de la Tarjeta
aparecen fuera de linea, inclinados, o el espaciado no es uniforme.

+ Latinta sobre el Numero de Tarjeta o el nombre del Tarjetahabiente estampado se
encuentra borroneada o desigual.

*  EI'Numero de la Tarjeta o el nombre del Tarjetahabiente no se encuentran impresos con
el mismo tipo de letra de American Express.

Reverso de la Tarjeta Manipulado

+  EINumero de Tarjeta impreso en el reverso de la Tarjeta (si estd impreso) difiere del
Numero de Tarjeta que se encuentra en el anverso.

»  EI'Numero de Tarjeta en el reverso de la Tarjeta (si esta impreso) se desprendié o se tapd.
+  Sepintd o se escribid sobre el cuadro de firma, o se borrd.
Aspecto de la Tarjeta Manipulado

* Hay “indicios” de estampados o impresiones previas debajo del Numero de Tarjetay el
nombre del Tarjetahabiente actual.
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» Una parte de la superficie parece opaca en comparacion con el resto de la tarjeta. Las
tarjetas American Express validas tienen un acabado brillante.

+ LaTarjeta tiene una superficie abultada o se encuentra doblada en los bordes.
»  Sospecha que alguna de las caracteristicas de seguridad de la Tarjeta se manipuld.
+ Latarjeta muestra una manipulacion fisica de cualquier tipo.

Si sospecha de un mal uso de la Tarjeta, siga sus politicas internas de su tienda y, si
corresponde, llame a su Proveedor de Servicios al Comercio y mencione que tiene un problema
del Cédigo 10. Nunca se ponga a usted mismo ni a sus empleados en una situacién
peligrosa, ni detenga fisicamente ni lesione a quien esté en posesion de la Tarjeta.

A menudo, puede observar con detenimiento las Tarjetas para determinar si sufrieron
manipulaciones o falsificaciones. Como otra capa en su programa interno de prevencién del
fraude, aprenda a identificar una Tarjeta potencialmente manipulada, y ensefie a todo su
personal a hacerlo.

9.6 Reconocer la Actividad Sospechosa

Ningun factor por si solo

es indicativo de riesgo;

sin embargo, cuando una
combinacién de factores

estd presente durante una
transaccion, es necesario
examinar mas en detalle. Si
tiene dudas sobre actividad
sospechosa llame e indique que

tiene un problema del Cédigo 10.

Examinar con diligencia los comportamientos y las circunstancias puede ayudar a evitar que
sea una victima del fraude.

Para ser un Establecimiento prudente, siempre debe estar atento a las circunstancias que
podrian indicar un plan fraudulento o comportamientos sospechosos que podrian identificar
a un cliente fraudulento.

Comportamiento Sospechoso

Puede darse una situacién sospechosa que lo lleve a cuestionar la autenticidad de la Tarjeta o
la legitimidad de la persona que la presenta. Los comportamientos de forma individual podria
no indicar ninglin riesgo. Sin embargo, cuando los clientes muestran mas de uno de los
siguientes comportamientos, el factor de riesgo puede aumentar:

» transacciones en ddlares por montos mas altos que lo habitual,

+ pedidos que contengan muchas unidades del mismo articulo,

» pedidos enviados a una direccion distinta a la direccion de facturacion,

+  pedidos realizados con dominios de correo electrénico anénimos/gratis,

+ pedidos enviados a direcciones postales o paises en los que tiene antecedentes de
reclamos por fraude,

»  pedidos de un producto “de moda” (es decir, productos muy deseados destinados a la reventa),
» clientes que compran por primera vez,

» clientes que compran grandes cantidades de productos con un precio alto, sin importar el
color, el tamafio, la caracteristica del producto ni el precio,

+ clientes que llegan justo antes de la hora de cierre y compran una gran cantidad de
productos,

» clientes que quieren que el pedido se les envie de inmediato o durante la noche,
+ clientes con antecedentes de Cargos en Disputa,

+ clientes groseros o con una actitud abusiva hacia usted, con intencién de apresusarle o
distraerle,

» clientes que suelen ir a su Negocio para realizar compras pequefias en efectivo, y que
después vuelven para realizar compras adicionales de articulos caros con una Tarjeta.

Si sospecha de un mal uso de la tarjeta, siga las politicas internas de su tienda y llame de
inmediato a su Proveedor de Servicios al Comercio y mencione que tiene un problema del
Cddigo 10. Nunca se ponga a usted mismo ni a sus empleados en una situacién peligrosa,
ni detenga fisicamente ni lesione a quien esté en posesion de la Tarjeta.
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9.7 Caracteristicas de Seguridad de una Tarjeta de Prepago

Usted tiene la responsabilidad de seguir todos nuestros procedimientos de aceptacién de la
Tarjeta de Prepago descritos en la Seccion 4.19, "Procesamiento de Tarjetas de Prepago”.
Aunque existen varias Tarjetas de Prepago diferentes, todas tienen algunas caracteristicas
similares, a excepcién de lo siguiente:

+ Las Tarjetas de Prepago pueden estar estampadas o no,

+ Las siguientes caracteristicas pueden aparecer en el anverso o en el reverso de la Tarjeta
(o una combinacién de ambos):
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1. Ellogotipo de American Express generalmente aparece en la esquina inferior derecha.

Las palabras PREPAID o INCENTIVE generalmente se muestran encima del logotipo
de American Express.

3. Las Tarjetas precargadas con fondos pueden mostrar el monto en ddlares o la
cantidad total de puntos (las Tarjetas recargables en general no muestran un
numero).

4. EINumero CID generalmente aparecera por encima del Numero de la Tarjeta o del
logotipo.

5. ElINUmero de la Tarjeta aparece en la Tarjeta.
La Fecha Valida o la Fecha de Vencimiento aparecen en la Tarjeta.

7. Elnombre del destinatario o el de la empresa pueden aparecer en la Tarjeta; de lo
contrario, un genérico de “Destinatario” o “Viajero” pueden aparecer, o esta seccion
podria estar en blanco.

9.8 Reconocer la Actividad Sospechosa en las Tarjetas de Prepago

American Express le recomienda que siga los procedimientos descritos en la Seccion 9.6
“Reconocer |la Actividad Sospechosa” anterior, ademas de prestar atencién a los siguientes
comportamientos sospechosos relacionados especificamente con las Tarjetas de Prepago:

* A menudo, el cliente compra productos y después los devuelve a cambio de efectivo. (Para
evitar ser victima de este plan, usted debe seguir los procedimientos internos de su tienda
cuando no se puede emitir un Crédito para la Tarjeta que se uso para la compra original.)

+ Elcliente utiliza Tarjetas de Prepago para comprar otras Tarjetas de Prepago.
» Elcliente utiliza una gran cantidad de Tarjetas de Prepago para realizar compras.
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9.9 Caracteristicas de Seguridad de los Cheques de Viajero y los Cheques

de Regalo

Ofrecemos una variedad de
soluciones de verificacion de
cheques para ayudarlo a evitar
la aceptacién de productos
con cheque fraudulentos. Para
obtener mas detalles sobre las
soluciones de Autorizacién,
contactenos por correo
electrénico a
fconlineAuthorizations

@aexp.com.

A pesar de que los Cheques de Viajero y de Regalo de American Express son mas convenientes
y seguros, los cheques falsificados circulan por todo el mundo. Usted debe verificar todos los
cheques que se presenten en su Negocio y comunicarse con el Servicio de Atencion al Cliente
de Cheques de Viajero y de Regalo si tiene preguntas o sospechas.

Una de las pruebas mas faciles y efectivas para determinar la autenticidad es la prueba de
la mancha:

1. Dé vuelta el cheque (del lado que no contiene la firma).

2. Localice el valor del cheque en el lado derecho. Pase un dedo humedo sobre el valor.
La tinta no deberia correrse.

3. Paseundedo humedo sobre el valor que se encuentra en el lado izquierdo del cheque.
La tinta deberia correrse.

A continuacién se muestra un ejemplo de una prueba de mancha:

Se mancha el lado izquierdo No se mancha el lado derecho

LL] =rwv—
AR BT AN AP AR o -
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Para conocer los procedimientos de aceptacién de los Cheques de Viajero y de Regalo,
consulte la Seccion 4.20, "Procesamiento de Cheques de Viajero v de Regalo”. American
Express también le recomienda que siga los procedimientos descritos en la precedente
Seccioén 9.6, “Reconocer la Actividad Sospechosa” para asistirlo en la mitigacién del fraude.

Como otra capa de proteccién, existe una serie de caracteristicas de seguridad propias de los
Cheques de Viajero y de Regalo de American Express. A continuacion se enumeran algunas
caracteristicas de seguridad que lo ayudaran a reconocer un Cheque auténtico:

Figura del Centurién Marca de agua

5f0D000 5 412 93+ 00000000 36"

7 AMERICP” ERPRESS TRAVELERS-CHEOUES NEVER EXPIRE (TN R (VI s T I-JVE-W -Te]NW-\.T-) ACCEP T AN CE PROCEDURES 0.V REUERSE

Hilo de seguridad Lamina holografica
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9.10 Herramientas de Mitigacion del Fraude

Existen herramientas de mitigacion del fraude para Transacciones con Tarjeta Presente y con
Tarjeta No Presente para ayudar a verificar que un Cargo es valido. Estas herramientas lo
ayudan a mitigar el riesgo de fraude en el punto de venta, pero no garantizan que (i) la persona
que realiza el Cargo sea el Tarjetahabiente, (i) el Cargo sea valido ni de buena fe, (iii) recibird un
pago por el Cargo, ni que (iv) quedara exento de Contracargos.

Para un uso éptimo de las herramientas, es esencial que:

+ cumplacon las secciones aplicables de las Especificaciones Técnicas (consulte la
Seccién 2.5, “Cumplimiento de las Especificaciones Técnicas”), y

«  brinde datos de alta calidad en la solicitud de Autorizacién.

American Express ofrece estrategias y herramientas para prevenir el fraude. Para obtener mas
informacion acerca de lo que usted y su negocio pueden hacer, revise las herramientas
enumeradas a continuacién y comuniquese con su Proveedor de Servicios al Comercio para
determinar qué herramientas son compatibles.

9.10.1 Herramientas para el Fraude con Tarjeta No Presente

Her_ramie_nta de
Verificacion de

[dentificacion
de Tarjeta (CID)

Verificacion
Automatizada
de Nombrey

Direccion

Verificacion
de Corr_eo
Electrénico

Verificacion
de Numero de
Teléfono de
Facturacion

Autorizacion
Mejorada

Solicitar el nimero
CID de cuatro digitos
impreso en la Tarjeta
al Tarjetahabiente

y enviarlo con

la solicitud de
Autorizacion al
Emisor.

El Emisor comparael
ndimero CID que le
brindé con el que
figura en los archivos
de la Tarjeta vy,
basandose enla
comparacion, le
devuelve un cédigo
de coincidencia.

Descripcidén

Solicitar
informacién de
nombre y direccion
del Tarjetahabiente
en el punto de
venta,

y proporcionar esta
informacién de
forma electroénica
durante la
Autorizacion,
através de su
terminal POS.

El Emisor compara
la informacién del
nombre y direccion
que brindé con los
registros de
facturacion del
Tarjetahabiente y
brinda un cédigo
de respuesta que
indicara una
coincidencia
completa, parcial
o nula.

Solicitar la
direccion de
correo electrénico
del Cliente en el
punto de venta,
y proporcionar
esta informacién
de forma
electrénica
durante la
Autorizacion.

El Emisor compara
la direccién de
correo electrénico
que usted brindd
con las direcciones
de correo
electrénico en

los archivos de
American Express
y devuelve un
resultado de
coincidencia.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe
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Brinda elementos de
datos adicionales en
las solicitudes de
Autorizacién que
describen la
transacciény permiten
una decisién de

Solicitar el nimero
de teléfono de
facturacion del
Cliente en el
punto de venta,

y proporcionar
esta informacion

de forma Autorizacion mas
electrénica informada.
durante la

Autorizacion.

El Emisor compara
el nimero de
teléfono que
brindé con el
numero de
teléfono de
facturacion del
Tarjetahabiente
y devuelve un
resultado de
coincidencia.
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Herramientade
Verificacion de

Identificacion
de Tarjeta (CID)

Verificacion
Automatizada
de Nombrey

Direccidn

Verificacion
de Correo
Electrénico

Guia Operativa del Comercio - México

Verificacion
de Numero de
Teléfono de
Facturacion

Autorizacion
Mejorada

Ayuda a garantizar
que la persona que
hace el pedido tiene
en realidad la Tarjeta
en su posesion y no
estd usando un

'8 Numero de Tarjeta
g=BN robado.

©

=

L

%’ Comuniquese con su
Fel Proveedor de

.g Servicios al

o Comercio

£

Q

Q.

£

o

£

Ne)

(@)

Ayuda al Emisor a
evaluar la identidad
del Tarjetahabiente
comparando la
informacion que el
Tarjetahabiente
brindé en el punto
de venta con la
informacién de
facturacion del
Tarjetahabiente que
no figuraenla
Tarjeta.

Comuniquese con
su Proveedor de
Servicios al
Comercio

La Verificacion de
la Direccién de
Correo Electrénico
ayuda a evaluar la
identidad del
Tarjetahabiente
comparando la
informacién que el
cliente brindé
durante el proceso
de pago con la
informacion del
Tarjetahabiente
que no figura en

la Tarjeta.

Comuniquese con
su Proveedor de
Servicios al
Comercio

La Verificacion del
Numero de
Teléfono de
Facturacion ayuda
aevaluar la
identidad del
Tarjetahabiente
comparando la
informacioén que
el cliente brindé
durante el proceso
de pago con la
informacion del
Tarjetahabiente
que no figura en

la Tarjeta.

Comuniquese con
su Proveedor de
Servicios al
Comercio

Ayuda a mitigar el
fraude antes de que
se autorice una
Transaccién mediante
un analisis de los
elementos de datos
clave que se envian
con las solicitudes

de Autorizacion.

Los elementos de
datos incluyen la
direccion de envio,
el origen de la
transacciény los
detalles del pasaje
de la aerolinea.

Comuniquese con
su Proveedor de
Servicios al Comercio

Este documento contiene informacion confidencial y de secreto comercial, y no se debe
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Descripcidén

Finalidad

Cdémo Implementarlas

9.10.2

Herramientade
Verificacion de
Identificacion

de Tarjeta (CID)

Solicitar el numero
CID de cuatro digitos
impreso en la Tarjeta
al Tarjetahabiente

y enviarlo conla
solicitud de
Autorizacién al
Emisor.

ElEmisorcomparael
numero CID que le
brindé con el

que figura en los
archivos de la Tarjeta
y, baséandose en la
comparacion, le
devuelve un cédigo
de coincidencia.

Ayuda a asegurar
que la persona que
realiza la compra no
esté utilizando una
Tarjeta alterada o
duplicada.

Comuniquese consu
Proveedor de
Servicios al
Comercio

Lineal

El terminal POS
recopila los datos
codificados en la
LinealdelaBanda
Magnéticay los
envia al Emisor con
la solicitud de
Autorizacion.

El Emisor compara
la informacién de la
linea con la
informacién de los
archivos y envia su
decision de
aprobacion.

Puede sefialar la
manipulaciony
alteracion de la
Banda Magnética
de la Tarjeta.

Comuniquese con
su Proveedor de
Servicios al
Comercio

Chip

La tecnologia de
Chip consiste en
elusodeun
microchip
integrado en la
tarjeta para cifrar
la informacion.

De este modo,

es mas dificil que
los usuarios no
autorizados copien
o accedan alos
datos. Solo se
puede acceder a
los datos cuando la
Tarjeta se inserta
enunterminal para
chip.

Proporciona una
proteccion
mejorada contra el
fraude por pérdida,
robo o tarjetas
falsificadas.

Comuniquese con
su Proveedor de
Servicios al
Comercio

Guia Operativa del Comercio - México

Herramientas para el Fraude con Tarjeta Presente

ID de Terminal

Obtiene un
identificador

numeérico asignado

de forma exclusiva
a cada dispositivo
POS y lo envia al
Emisor con cada
solicitud de
Autorizacion.

Ayuda a detectar
patrones de alto
riesgo de un
dispositivo POS en
particular.

Comuniquese con
su Proveedor de
Servicios al
Comercio

Caddigo 10

Unafrase especial que
utiliza para indicar a
su Proveedor de
Servicios al Comercio
que tiene sospechas
enrelacién con el
Tarjetahabiente,

la Tarjeta, el CID o las
circunstancias de la
venta.

Permite que su
Proveedor de
Servicios al Comercio
hable con un
Autorizador de
American Express
sobre unatransaccioén
de tarjeta presente
que ellos evaluan
como de alto riesgo.

Sisospecha de un mal
uso de la Tarjeta, siga
sus politicas internas
de su tienday,

si corresponde, llame
a su Proveedor de
Servicios al Comercio
y mencione que tiene
un problema del
Cddigo 10. Solo recoja
una Tarjeta si asi se lo
indica su Proveedor
de Servicios al
Comercio o el Emisor.
Nunca ponga a sus
empleados ni se
ponga usted en
situaciones
peligrosas.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe
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10.1

Introduccioén

Como Establecimiento, usted comprende el arduo trabajo y la dedicacién que se requiere para
mantener un negocio en marcha. En American Express, también nos esforzamos por mantener
nuestro negocio y nuestra reputacion como una empresa de pagos y redes de clase mundial.
Una de las pautas de nuestro proceso es evaluar a los Establecimientos para asegurarnos de
que cumplan con nuestras politicas y procedimientos, ademas de evaluar los riesgos
potenciales para nuestro negocio.

10.2 Establecimientos Prohibidos

Algunos Establecimientos no cumplen los requisitos (o podrian dejar de cumplirlos) para
aceptar la Tarjeta. American Express puede rescindir la aceptacion de la Tarjeta (incluida la
rescision inmediata sin previo aviso) si determinamos o tenemos motivos para creer, a nuestro
exclusivo criterio, que se determina que usted cumple con cualquiera de los siguientes
criterios:

*  Suparticipacion como Establecimiento en nuestra Red o su aceptacion de las Tarjetas
(o ambas) podria generar nuestro incumplimiento de las Leyes Aplicables, los reglamentos
o las normas.

* Notiene una direccion fisica verificable y solo nos podemos comunicar con usted por
teléfono.

+ Usted o cualquiera de sus Establecimientos esta involucrado (o participa o participé a
sabiendas) en actividades fraudulentas o ilegales.

+ Usted o cualquiera de sus Establecimientos esta identificado como un patrocinador del
terrorismo internacional, como una jurisdiccién requiere medidas especiales, debido a
problemas relacionados con el lavado de dinero, o como que no coopera con los principios
o procedimientos internacionales contra el lavado de dinero.

Ademas, American Express podra poner fin a la aceptacion de las tarjetas emitidas por usted o
cualquiera de sus negocios si:

» Figuraen la Lista de Ciudadanos Especialmente Designados y Personas Bloqueadas de la
Oficina de Control de Bienes Extranjeros (OFAC) del Departamento del Tesoro de EE. UU.
(disponible en www.treas.gov/ofac).

+ Figuraen la Lista de Exclusién de Terroristas del Departamento de Estado de EE. UU.
(disponible en www.state.gov).

+  Seencuentra ubicado en una jurisdiccion que el Departamento de Estado de EE. UU.
identificé como patrocinadora del terrorismo internacional, o que el Secretario del Tesoro
de EE. UU. clasificé como una jurisdiccion que requiere medidas especiales, debido a
problemas relacionados con el lavado de dinero, o como no cooperativa con los principios
o procedimientos internacionales contra el lavado de dinero por un grupo
intergubernamental u organizacién de la cual México es miembro.

«  Sudireccidn fisica verificable no se encuentra en México.

+ Usted o cualquiera de sus Establecimientos estan incluidos en alguna de las siguientes
categorias y/o0 aceptan transacciones en virtud de las actividades prohibidas que se
muestran en la siguiente tabla:

Aerolineas y transporte aéreo Todos los establecimientos de 3000-3300;
(inclusive las aerolineas aerolineas y de transporte aéreo, 4511
charter) inclusive las aerolineas charter.
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Fianza/garantia material

Servicios de quiebra

Lingotes

Agencias de alquiler de
automoaviles

Efectivo en el Punto de Venta/
Efectivo en Tarjeta

Cambio de cheques o

garantias

Pornografia infantil

Agencias de cobranzas

Un suma de dinero pagada por un =
acusado en una causa judicial para

salir de la carcel bajo la condicion de

presentarse a comparecencia ante el

tribunal. Esto no incluye la cuota de

la garantia material (MCC 9223).

Una compafiia o0 agencia que esta en =
el negocio de recuperar dinero

adeudado en cuentas morosas o de

apoyar el proceso de quiebra.

Metal a granel en barras o lingotes. =
Los ejemplos incluyen:

» Lingotes de oro, plata, platino,
paladio

« Barras de oro, plata, platino,
paladio

+ Metales preciosos

Agencias de alquiler de automdviles 3351-3441
de renombre (por ejemplo, Avis,
Budget, Hertz).

Transacciones similares al efectivo 6010
deinstituciones financieras y no 6011
financieras. 6051

Una empresa que proporciona a los =
clientes una manera de convertir un

cheque en efectivo sin tener que

depender de una cuenta bancaria.

Una persona o entidad que =
proporciona o esta asociada con la

descripcion visual de un menor de

edad implicado en conductas

obscenas o sexualmente explicitas,

ya sea realizada o producida por

medios electronicos, mecanicos o de

otro tipo.

Una empresa que los prestamistas 7322
utilizan para recuperar fondos que
estan vencidos.
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Arrendamiento comercial Una empresa que transfiere el titulo =
de terrenos, bienes raices, equipos u
otras propiedades a terceros
durante un tiempo especificado a
cambio de un pago periddico regular.
Los ejemplos incluyen bienes raices
comerciales y vehiculos comerciales,
como camiones y embarcaciones.
Esto no incluye Agentes
inmobiliarios y administradores
residenciales - Alquileres

(MCC 6513).

Financiamiento de crédito Un establecimiento que proporciona 6010
financiamiento a los clientes, 6011
generando ingresos sobre ese 6012
financiamiento a través de 6051

honorarios e/o intereses.

Restauracion de crédito Un servicio que tiene como objetivo =
mejorar las calificaciones crediticias
mediante la exclusién de errores y
reclamaciones obsoletas con las
Agencias de informacién crediticia.

Reembolso de deuda Una empresa que cobra el pago de la 7322
(vencidaoen deuda vencida.
incumplimiento)

Ventas puerta a puerta Persona no solicitada (que puede ir 5963
de puerta a puerta) y que vende
bienes y/o servicios con pago
inmediato esperado.

Servicios de Una empresa, agencia o persona =
acompafiamiento que, por una cuota, proporciona u

ofrece proporcionar un

acompanfante.
Servicios de cambio de Una empresa o institucion financiera 6051
moneda que tiene el derecho legal de cambiar

una divisa por otra.
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Juegos de azar

Inversiones

Interventores con licencia

Hospedaje: hoteles, moteles y
resorts (incluidos los
servicios centrales de reserva
de “renombre”)

Negocios relacionados con la
marihuana

La apuesta de dinero o de algo de 7800
valor en un evento con un resultado 7801
incierto, con el objetivo principal de 7802
ganar dinero o bienes materiales. 7995

Los ejemplos incluyen:

» Apuestas reguladas (dinero real),
incluyendo casino, poker,
apuestas deportivas, boletos de
loteria

» Apuestas de depdsito anticipado,
incluyendo carreras de caballos/
perros

» Equipos deportivos virtuales

« Juegos de pagar para jugar,
basados en la habilidad, que
otorgan premios monetarios

« Juegos de azar que no sean
gratuitos para ingresar y otorgan
premios monetarios

« Loterias gubernamentales y
otras loterias

» Fichas de juegos de azar
+ Créditos de juegos de azar

Una compra realizada con fines =
especulativos o con la intencion de

obtener ganancias o revalorizacion

en el futuro. Los ejemplos incluyen,

entre otros, valores (acciones,

bonos, materias primas, y fondos

mutuos) vino con fecha de entrega

que excede en un (1) afio desde el

momento de la compra, y la

inversion en futuros financieros.

Un intermediario profesional =
dedicado a procedimientos de
insolvencia.

Establecimientos de hospedaje de 3501-3999
lodging establishments (e.g.,

renombre (por ejemplo, Best

Western, Hilton, Marriott).

Cualquier persona o entidad que =
fabrica, procesa, distribuye o surte

marihuana o productos secundarios

o derivados de la marihuana, ya sea

para fines recreativos o medicinales,

ya sea que esté o no sujetaa un

régimen de licencia gubernamental.
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Mercados

Pago de hipotecas

Venta piramidal/de marketing

multinivel (también se le

denomina marketing directo:

ventas por teléfono
entrantes/salientes)

Entretenimiento en linea para

adultos

Prestamistas

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

Un comercio que retine a los 5262
consumidores y tiendas minoristas

que venden una variedad de

mercancia o servicios bajo diferentes

categorias de industrias, en una sola

plataforma de comercio en linea,

bajo una sola marca que se utiliza

para identificarse a los

consumidores.

Un pago que incluye el capital y el 6012
interés pagado por el prestatario al 6051
prestamista de un préstamo

hipotecario.

Un sistema de ventas en el que se 5966
utilizan una o mas de las siguientes 5967
practicas:

» Los participantes pagan dinero
por el derecho de recibir
compensacion por reclutar
nuevos participantes.

« Un participante esta obligado a
comprar una cantidad especifica
de productos, a un precio distinto
del costo, con el propdsito de
publicitarlos antes de que el
participante tenga permitido
unirse al plan o avanzar dentro
del plan.

« Seles venden deliberadamente a
los participantes cantidades
excesivas del producto o
productos (a esta practica
también se la conoce como carga
de inventario).

+ Los participantes no tienen
permitido devolver productos en
términos comerciales
razonables.

Una empresa o entidad que =
proporciona contenido digital para
adultos en Internet.

Una compariia que presta dinero a =
los clientes con tasas de interés altas

sobre el acuerdo de que el préstamo

se pagara cuando el prestatario

reciba su préximo pago.
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Pagos de persona a persona

Servicios postales: solo del
gobierno

Prostitucion

Pagos iniciales de bienes
raices

Navieras y lineas de cruceros
(incluidas las tiendas de
cruceros a bordo)

Venta por teléfono de
productos relacionados con
viajes

Tiempo compartido

Billetera de recarga

Un servicio que permite alos clientes 6538
transferir fondos desde su cuenta

bancaria o tarjeta de crédito a la

cuenta de otra persona a través de

Internet o dispositivo movil.

Oficinas postales del gobierno que 9402
ofrecen una variedad de servicios

como aceptar y procesar paquetes y

correo para su entrega y vender

sellos postales.

Una persona o empresa que =
proporciona servicios sexuales a
cambio de un pago.

Un pago inicial cuando la propiedad 6012
inmobiliaria se compra a crédito. 6051
Establecimientos de navierasy 4411

lineas de cruceros.

Una empresa que vende por teléfono 5962
productos o servicios relacionados
con viajes u otros acuerdos de viaje.

Venta de propiedad parcial de un 7012
inmueble para su uso como casa de

vacaciones, segun la cual un

Tarjetahabiente puede comprar los

derechos para usar la propiedad

durante el mismo periodo fijo anual.

Funcionalidad que proporciona una =
instalacion digital de valor
almacenado (SVDF), una funcién
que permite cargar fondos a una
billetera digital para pagos
posteriores, incluidos compras de
mercanciay servicios, en receptores
de uno o varios pagos. También se
prohibe el uso de la Tarjeta para
financiar compras realizadas con
una credencial de pago
proporcionada por otras redes de
tarjetas de uso general. Esta
restriccion no aplica a financiar la
compray carga de la Tarjeta
Prepago.
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10.3 Supervisién

Moneda virtual o Dinero digital no autorizado ni 6051
criptomoneda adoptado por un gobierno. Emitido y

controlado por sus desarrolladores y

utilizado y aceptado entre los

miembros de una comunidad virtual

especifica.
Transferencias electrénicas Unaempresa que se especializaen el 4829
en persona (no en linea) envio de dinero de una localidad a

otra.

Esta lista no es exhaustiva y American Express puede, a su discrecién, incluir otras categorias
de establecimientos prohibidas y modificar esta lista en consecuencia.

Comuniquese con su Proveedor de Servicios al Comercio a fin de obtener mas informacién
sobre las categorias y las actividades de comerciantes prohibidas.

Negocio mixto

Si algiin segmento de su negocio o cualquiera de sus Establecimientos comerciales esta
incluido en cualquiera de las actividad comerciales antes mencionadas, usted y sus
Establecimientos no deben aceptar la Tarjeta para esas Transacciones. Si usted o cualquiera de
sus Establecimientos aceptan la Tarjeta para estas Transacciones, American Express ejercera
contracargos. American Express también puede colocarlo a usted o a cualquiera de sus
Establecimientos en uno de los programas de Contracargos de American Express, cancelar o
anular la aceptacion de Tarjetas por parte suya o de cualquiera de sus Establecimientos, y/o
solicitar la rescision de su Contrato de Establecimiento con su Proveedor de Servicios al
Establecimiento (o tomar cualquier combinacién de estas acciones).

Una vez que se convierta en un Establecimiento de la Red, American Express lo supervisara
para identificar riesgos potenciales. American Express usa informacion interna y de terceros
para sus supervisiones y busca, entre otras cosas:

»  Cargos en Disputa y Contracargos desproporcionados,

»  Establecimientos que cumplen con los criterios de Establecimientos de Alto Riesgo que se
describen en la Subseccion 10.3.1, "Establecimientos de Alto Riesgo”,

*  planes para estafar a American Express,

* riesgos legales, de cumplimiento u otros relacionados con el crédito y el fraude, y

+ datos enviados en cumplimiento de las Especificaciones Técnicas.

American Express lo supervisara para identificar actos o comportamientos (o ambos) que
podrian poner a American Express, los Emisores o los Tarjetahabientes en riesgo. De acuerdo
con los resultados de la supervision de American Express, American Express se reserva el

derecho a tomar medidas para mitigar sus riesgos, incluidas una o varias de las siguientes
(segun el criterio exclusivo de American Express):

+ solicitar informacion sobre sus finanzas y sus operaciones,

* imponer restricciones a la aceptacion de la Tarjeta,

» ejecutar Contracargos, rechazar Cargos, cobrar tarifas o evaluaciones,
» serequieren medidas correctivas por parte del establecimiento, o

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 76
divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.



Guia Operativa del Comercio - México

AMERICAN EXPRESS

10.3.1

10.3.2

+  poner fin alos privilegios de aceptacion de la Tarjeta o suspenderlos hasta que el riesgo
haya disminuido.

Establecimientos de Alto Riesgo

Los Establecimientos de Alto Riesgo son aquellos tipos de negocios que nosotros
determinamos que nos ponen en riesgo y/o cuyos negocios tengan excesivos casos de fraude.

Si nosotros determinamos, a nuestro exclusivo criterio que usted cumple con los criterios de
una o varias categorias de Establecimientos de Alto Riesgo, podriamos colocarlo en un
programa de Contracargo y/o rescindir la aceptacién de la Tarjeta.

Nosotros lo consideramos de “alto riesgo” si cumple con al menos uno de los criterios de la
siguiente tabla:*

Industria de alto Su tipo de negocio tiene un extenso historial de fraude y Cargos en

riesgo Disputa con nosotros o en comparacion con otros Establecimientos
en una ubicacién similar (o ambas). Los ejemplos de industrias de
alto riesgo incluyen lo siguiente: Envio Electrénico por Internet y
agregadores.

Rendimiento Usted tiene muchos antecedentes recientes de fraude que
representan un riesgo excesivo para nosotros. Ha tenido muchos
antecedentes de fraude y/0 altos montos de fraude durante varios
meses seguidos.

Cancelacion negativa Su Contrato se canceld debido a actividades inapropiadas.
Ficticia Acepta Tarjetas de forma fraudulenta.
Prohibida No cumple los requisitos para aceptar la Tarjeta en la Red de

American Express. Para conocer los criterios prohibidos consulte la
Seccién 10.2, “Establecimientos Prohibidos”.

* Esta lista no es exhaustiva y American Express puede, a su discrecion, incluir otros criterios
como de alto riesgo y modificar esta lista en consecuencia.

Practicas fraudulentas, engafosas o comerciales desleales, actividades ilegales o usos
prohibidos de la Tarjeta

Si determinamos o tenemos motivos para creer, a nuestro exclusivo criterio, que usted se vio
involucrado, en el presente o en el pasado (o que, a sabiendas, participé o participa) en alguna
de las actividades enumeradas en la siguiente tabla; en planes para estafar a American
Express, a los Emisores y/0 a nuestros Tarjetahabientes; o en préacticas comerciales que
consideremos fraudulentas, engafiosas y/o injustas, podriamos tomar medidas correctivas en
su contra, que pueden incluir, entre otras:

* Incorporacién a un programa de Contracargos,
»  Ejecucién de Contracargos o rechazo de Cargos, o

* Rescisién del Contrato (incluida la rescision inmediata sin notificacién previa a usted) o
anulacién de la aceptacion de la Tarjeta.

El factoring se produce cuando las Transacciones no representan
ventas de buena fe de productos o servicios en sus Negocios (por
ejemplo, compras de sus duefios o sus familiares en sus
Establecimientos o de sus empleados por motivos de flujo de dinero).

Factoring
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La colusidn consiste en actividades en las que su empleado colabora
con un tercero para llevar a cabo Transacciones fraudulentas. Es su
Colusion responsabilidad establecer controles adecuados para mitigar tal
actividad, ademas de contar con sistemas de monitoreo para poder
identificarla.

El Fraude de Marketing consiste en el uso de solicitudes de Pedidos
por correo electrénico, por teléfono o a través de Internet con fines
Fraude .de fraudulentos o engafiosos (por ejemplo, para obtener Informacién
Marketmg valida de los Tarjetahabientes para Transacciones fraudulentas o
para cobrar ventas no autorizadas en una cuenta de Tarjeta valida).

El robo de identidad cosiste en el uso de la identidad de otra persona
: : para obtener acceso a sus finanzas a través de practicas
identidad fraudulentas del Establecimiento o de Transacciones fraudulentas.

Robo de

. Si American Express determina, o tiene razones para creer, a su
ACthldadeS criterio, que usted se vio involucrado, en el presente o en el pasado (o
|Iegales, que, a sabiendas, participd o participa) en practicas comerciales
fraudulentas desleales, fraudulentas o engafiosas, o que aceptd |la Tarjeta para
(I ERRIORIEEIaROIE 1 cilitar actividades ilegales de cualquier tipo, ya sea de forma directa
l\/lark_etlng), o indirecta, American Express puede rescindir la aceptacion de la
pra’ctlcas Tarjeta, sin que esto signifique su renuncia a otros derechos o
comerciales soluciones.
desleales o Si American Express considera que la Transaccién implicé un uso
engafiosas o prohibido de la Tarjeta (consulte la Seccién 3.3, “Usos Prohibidos de
usos prohibidos la Tarjeta™), American Express podra aplicar las acciones correctivas
dela Tarjeta mencionadas anteriormente.

Esta lista no es exhaustiva y no incluye todas las circunstancias en las que American Express
podria intervenir para proteger sus intereses.
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111 Introduccidén

Este capitulo describe cémo American Express procesa los Contracargos y las Investigaciones.

Los aspectos destacados de este capitulo incluyen lo siguiente:

* unanalisis sobre el proceso de Cargo en Disputa de American Express,

* unarevision de los motivos del Contracargo y de la Investigacion,

» unadescripcién general de las politicas de Contracargo de American Express, y
« consejos para evitar los Contracargos y las Investigaciones, y prevenir fraudes.

11.2 Proceso de las Transacciones

Los Cargos se pueden disputar por distintos motivos. En general, la mayoria de los Cargos en
Disputa derivan de:

* lainsatisfaccién del Tarjetahabiente con algiin aspecto de la compra, (por ejemplo, dejar
de recibir el producto, facturacion duplicada de un cargo, cargo incorrecto en la
facturacién),

» un Cargo no reconocido sobre el que el Tarjetahabiente solicita informacién adicional, o
» transacciones fraudulentas supuestas o reales.
Si un Tarjetahabiente disputa un cargo, American Express abre un caso. También podemos

abrir casos cuando los Emisores o la Red inicie disputas. En caso de que se abra un caso,
podemos iniciar un Contracargo inmediatamente o enviarle una Investigacion.

No debe sugerir ni requerir que los Tarjetahabientes renuncien a su derecho de disputar
cualquier Transaccién.

SEGURIDAD DE LOS DATOS
PROCESO DE LAS TRANSACCIONES* \

Se abre
un caso
de disputa

KL DETECCION DE FRAUDE J

* El presente grafico es solo para fines ilustrativos y no debe interpretarse como una limitacién o renuncia
de los derechos de American Express con respecto a la informacién del Tarjetahabiente u otra
informacion.
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11.3 Proceso de Cargos en Disputa

11.3.1 Establecimiento del Proceso de las Disputas

La mayoria de las disputas comienzan cuando un Tarjetahabiente se comunica con American
Express con una pregunta o problema con una Transaccién especifica. Las disputas pueden ser
complicadas. Este diagrama de flujo paso a paso puede ayudar a que el proceso sea mas claro,
para que usted sepa qué esperar si se disputa un Cargo.

E DISPUTA UN CAR
&‘ S SPUTA UN CARGO

American Express trabajara directamente con el Tarjetahabiente e intentara resolver
el caso antes de enviar un aviso de Investigacion o Contracargo.

INVESTIGACION CONTRACARGO POR
Si American Express no puede

ADELANTADO
resolver la disputa con la

informacion disponible, entonces $ Si el Tarjetahabiente proporciona
American Express enviara un aviso informacioén suficiente a American
de Investigacion a su Proveedor de Express, entonces American Express
Servicios al Comercio. enviard un aviso de Contracargo a su
Proveedor de Servicios al Comercio.

Su Proveedor de Servicios al Su Proveedor de Servicios al
Comercio le enviard a usted el aviSO e s e s e s e o SuProveedor de s s s s o« COmercio le enviara a usted el aviso
de Investigacion solicitando los Servicios al Comercio de Contracargo solicitando los

documentos de respaldo. le dara a conocer los documentos de respaldo.
plazos aplicables para
responder a los avisos

o L

REVERSION
Se podrd procesar
una reversion si

o~ L&

CASO CONTRACARGO
RESUELTO Se procesara un

SE MANTIENE EL
CONTRACARGO

El caso podra
resolverse a su favor si
usted proporciona la
informacién solicitada

Contracargo si su
respuesta es
insuficiente o no se
recibe a tiempo.

usted proporciona
los documentos de
respaldo solicitados

El Contracargo se
mantiene si su
respuesta es
insuficiente o no se

dentro del plazo
de respuesta
especificado.

y los documentos de
respaldo dentro del
plazo de respuesta
especificado.

recibe a tiempo.

11.3.2 Conrespecto a un Cargo en Disputa:

»  Puede recibir una Investigacion de su Proveedor de Servicios al Comercio antes de que se
realice un Contracargo, o

» Antes de recibir una Investigacién, puede recibir un Contracargo si se determina que hay
suficiente informacién disponible para resolver el Cargo en Disputa a favor del
Tarjetahabiente.

11.3.3 American Express cuenta con derechos de Contracargo:

« siempre que un Tarjetahabiente entable Cargos en Disputa, seguin se describe en este
capitulo, o cuente con derechos bajo el contrato o la Ley Aplicable para retener pagos,

+ encaso de fraude real o supuesto relativo a los Cargos,

» sinocumple con el Contrato (incluyendo la omisién de los Datos de Transaccién de los
Envios de Cargos), incluso si su Proveedor de Servicios al Comercio o American Express
recibieron un aviso cuando dicho Proveedor le pagé un Cargo que usted no cumplid e
incluso si obtuvo Autorizacion para el Cargo en cuestion, o
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segun lo dispuesto en otra parte del Contrato.

Comuniquese con su Proveedor de Servicios al Comercio para obtener mayor informacién
y orientacién sobre los Cargos en Disputa y los Contracargos.

114 Coémo Realizamos un Contracargo

Podemos realizar un Contracargo (i) deduciendo, reteniendo, recuperando o compensando

de otro modo nuestro pago a su Proveedor de Servicios al Comercio por un Cargo que usted
envid; o (ii) revirtiendo un Cargo por el cual no le hemos pagado. Si dejamos de solicitar el pago,
no renunciamos a nuestros derechos de Contracargo.

Su Proveedor de Servicios al Comercio puede tener derechos y recursos adicionales con
respecto a los Cargos en Disputa. Comuniquese con su Proveedor de Servicios al Comercio
para obtener mas informacion sobre sus procedimientos de Contracargos.

115 Consejos para Evitar Contracargos

Las Investigaciones pueden ser costosas y lentas que afectan a todas las partes involucradas.
Siga estos pasos generales para que evite las Investigaciones y Contracargos innecesarios:

Mantenga un seguimiento de todos los Registros de Cargos.
Emita los Créditos inmediatamente después de determinar que se adeuda un Crédito.

Desglose todos los términos y condiciones de sus politicas de venta/devolucién/cambio/
cancelacion en el punto de venta, en todos los Registros de Cargo y recibos del cliente y en
su sitio web.

Péngase en contacto con su Proveedor de Servicios al Comercio para asegurarse de que
el nombre que proporciona en su Envio coincide con el nombre de su negocio.

Envie los Cargos solo después de que se hayan enviado los bienes o se hayan prestado los
servicios.

Notifique a los Tarjetahabientes cuando se entregaran o completaran los bienes
o servicios y siempre informe al Tarjetahabiente en caso de cualquier retraso.

Obtenga la aceptacién del Tarjetahabiente por escrito cada vez que complete un servicio
u orden de trabajo.

Recomiende a los Tarjetahabientes en el punto de ventas que se comuniquen
directamente con su negocio en caso de que haya cualquier problema con su compra.
Adjunte su numero de teléfono o direccién web y una descripcién adecuada de los bienes
0 servicios que se compraron en su Envio.

Informe a los Tarjetahabientes el nombre de su negocio que aparecera en sus resumenes
de cuenta.

Proporcione un nimero de cancelacién cuando corresponda.

Recuerde al Tarjetahabiente que debe guardar todos los documentos que le entregd, junto
con la informacién de envio cuando corresponda.
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12.1 Introduccion

Este capitulo establece politicas y procedimientos adicionales aplicables a los
Establecimientos clasificados en sectores especificos. Todas las demas disposiciones y
requisitos del Contrato también se aplican a estos Establecimientos. En la medida de lo posible,
las disposiciones de este Capitulo 12, "Sectores Especificos” y las demas disposiciones de la
Guia Operativa del Comercio se deben interpretar para otorgarle pleno efecto a cada una.

Sin embargo, si llegase a existir un conflicto entre ellas, deben regir las disposiciones de este
Capitulo 12, "Sectores Especificos”.

12.2 Distribuidores de Automoaviles

Esta seccién se aplica a los Establecimientos clasificados en un sector de distribuidores de
automoviles.

Los siguientes requisitos se aplicaran a los Cargos para el pago inicial o |a totalidad del precio
de compra de vehiculos motorizados nuevos y usados.

Puede aceptar la Tarjeta para el pago inicial de un vehiculo motorizado, sujeto a las siguientes
disposiciones:

* Nodebe enviar un Cargo por el precio del pago inicial de un vehiculo motorizado usado, a
menos que y hasta que tenga un acuerdo por escrito o un contrato de compraventa
firmado por el Tarjetahabiente que describa los términos de la venta, incluido el precio del
pago inicial y su politica de cancelacion.

* Ademas de otros derechos de Contracargo, American Express también tiene derechos de
Contracargo sobre cualquier parte del Cargo por el precio del pago anticipado de un
vehiculo motorizado nuevo o usado que sea disputado por el Tarjetahabiente, si dicho
cargo en disputa no puede resolverse a su favor seguin el lenguaje inequivoco del acuerdo
escrito o contrato de compraventa.

»  SiunTarjetahabiente ejerce su derecho a rescindir el acuerdo escrito o el contrato de
compraventa durante cualquier periodo de rescision establecido en el acuerdo del
Tarjetahabiente con usted o conforme a derecho, debera enviar un Crédito a su Proveedor
de Servicios al Comercio inmediatamente.

«  Siestaclasificado como un distribuidor de automdviles exclusivamente de vehiculos
motorizados usados, el pago inicial no debe exceder el 50 % del precio total de compra del
vehiculo motorizado.

«  Siel Tarjetahabiente se niega a realizar o autorizar el cargo, American Express tendra
derechos de contracargo sobre dicho cargo, ademas de sus otros derechos de Contracargo.

También puede aceptar la Tarjeta por el total del precio de compra de un vehiculo motorizado
nuevo o usado, sujeto a las siguientes disposiciones:

»  Usted esta clasificado como un distribuidor de automoviles de vehiculos motorizados
nuevos, o nuevos y usados (es decir, su concesionario vende exclusivamente vehiculos
motorizados nuevos, o nuevos y usados).

+  Elmonto del Cargo no supera el precio total del vehiculo motorizado después de la deduccion
de los descuentos, impuestos, rebajas, pago inicial en efectivo y valor comercial aplicables.

*  Nodebe enviar un Cargo por la totalidad del precio de compra de un vehiculo motorizado
nuevo o usado, a menos que y hasta que tenga un acuerdo escrito o un contrato de
compraventa firmado por el Tarjetahabiente que describa los términos de la venta,
incluido el precio de compra, la fecha de entrega y su politica de cancelacién.

»  Ademas de otros derechos de contracargo, American Express tiene derechos de
contracargo sobre cualquier parte del Cargo por el precio de compra completo de un
vehiculo motorizado nuevo o usado que sea disputado por el Tarjetahabiente, si dicho
cargo en disputa no puede resolverse a su favor segin el lenguaje inequivoco del acuerdo
escrito o contrato de compraventa.
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+  SiunTarjetahabiente ejerce su derecho a rescindir el acuerdo escrito o el contrato de
compraventa durante cualquier periodo de rescision establecido en el acuerdo del
Tarjetahabiente con usted o conforme a derecho, debera enviar un Crédito a su Proveedor
de Servicios al Comercio inmediatamente.

+  SielTarjetahabiente se niega a realizar o autorizar el Cargo y usted no ha transferido el
titulo o la posesién fisica del vehiculo motorizado al tarjetahabiente, American Express
tendra derechos de Contracargo para dicho Cargo, ademas de sus otros derechos de
Contracargo.

12.3 Business-to-Business (B2B)/Distribucion Mayorista

Si se clasifica en el sector de business-to-business (B2B) o de distribucién mayorista, y se
determina que usted no se encuentra en el sector de las telecomunicaciones, a pesar de la
prohibicién en la Seccién 3.3, "Usos Prohibidos de la Tarjeta”, puede aceptar la Tarjeta para

el pago de las cantidades adeudadas en la medida en que la aceptacion de las cantidades
vencidas sea una practica habitual en su sector y no constituya un intento de obtener el pago
de un Tarjetahabiente cuyos métodos de pago anteriores han sido dificiles de cobrar o no se
han podido cobrar. Por ejemplo, un indicador de dicha dificultad puede ser el hecho de que
haya enviado la cuenta vencida de un cliente a cobranzas.

Alos fines de la Seccion 6.5, “Requisitos de Envio: Medios Electrénicos”, un Cargo enviado por
sus Negocios clasificados en los sectores anteriores se considerara “efectuado” en la fecha en
que el Tarjetahabiente indique que pagara por los productos o servicios adquiridos con la
Tarjeta, siempre y cuando:

+ estaseauna practica habitual en su sector, y

* noconstituya un intento de obtener el pago del Tarjetahabiente cuando los métodos de
pago anteriores han sido dificiles de cobrar o no se han podido cobrar.

A pesar de la restriccién en la Seccion 6.5, "Requisitos de Envio: Medios Electrénicos”, no
debe enviar ninglin Cargo hasta que se hayan enviado los productos o se hayan prestado los
servicios al Tarjetahabiente. En la medida en que haya revelado claramente sus intenciones
al Tarjetahabiente y este las acepte, usted puede enviar los siguientes tipos de Cargos a su
Proveedor de Servicios al Comercio antes de enviar los productos al Tarjetahabiente:

»  Cargos que representen depésitos en pedidos personalizados y especiales (siempre
y cuando cumpla con la Ley Aplicable) o productos que no estén en el inventario en el
momento de realizar el pedido.

+  Cargos que representen el pago anticipado, parcial o total de productos que el
Tarjetahabiente le solicite que envie en una fecha posterior.

12.4 Donaciones caritativas

Si se determina que es una organizacién sin fines de lucro incorporada o registrada bajo la Ley
Aplicable, y reconocida como una Entidad beneficiaria de la exencién de impuestos, entonces:

»  Previa solicitud, debe proporcionar la documentacién de dicho estado de exencién
tributaria a su Proveedor de Servicios al Comercio (por ejemplo, el estado de exencién
tributaria debe estar publicado en la seccion “Directorio de Organizaciones de
Beneficencia Autorizadas” en la pagina web del Servicio de Administracién Tributaria
(SAT) en http:/www.sat.gob.mx.

*  Puede aceptar la Tarjeta para donaciones caritativas que:

= seandeducibles de impuestos para el pagador como una donacién caritativa, o

= incluir el recibo de un producto o servicio de valor (como una comida o la admision a
un evento o cualquier otro incentivo) donde, al menos, una parte del monto sea
deducible de impuestos para el pagador como una donacion caritativa.
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12.5 Empresas de Comercio Electrénico

Si opera un sitio web o un negocio de comercio electrénico, debe incluir los siguientes
requisitos para la presentacion de informacion en su sitio web:

» Unadescripcién exacta de los productos o servicios que ofrece, incluida la divisa que usa
para las Transacciones. La divisa de las Transacciones debe ser el Peso Mexicano.

«  Sudireccion fisica en México.

+ Unadireccion de correo electrénico y un nimero de teléfono para las disputas del servicio
de atencidn al cliente.

«  Politica de devolucién o reembolso.

» Unadescripcién de la politica de envio (por ejemplo, sin entrega contra pago, sin entregas
durante la noche).

+ Unadescripcién de sus practicas de seguridad (por ejemplo, informaciéon que destaque las
practicas de seguridad que usa para asegurar las Transacciones en sus sistemas, incluidas
las Transacciones realizadas en Internet).

» Unadeclaracién de las restricciones, tarifas y otros reglamentos conocidos de las
exportaciones.

Una declaracion de privacidad relacionada con el tipo de informacion personal recopilada y de
su uso. Ademas, debe proporcionar a los clientes la opcién de rechazar ser incluidos en
campafias de marketing o que su informacidn personal sea incluida en listas vendidas a
terceros.

12.6 Gobierno/Servicios Publicos/Educacion

Esta seccidn se aplica a los Establecimientos clasificados del gobierno, los servicios publicos o
sectores educativos especificos (como la educacion superior y las escuelas privadas, desde el
jardin de nifios hasta el ultimo afio de educacion secundaria).

Los clientes se deben sentir libres de utilizar todos los medios de pago que usted acepte sin
sufrir sanciones por elegir una forma de pago especifica. Para promover la eleccion de los
clientes, por lo general, tiene prohibido imponer restricciones, condiciones o desventajas que
no se imponen del mismo modo a todos los Otros Productos de Pago cuando se aceptala
Tarjeta. Consulte la Seccion 3.2, "Tratamiento de la Marca American Express”.

No debe imponer una comisiéon mas alta, ya sea como tarifa plana o como un porcentaje sobre
el importe final de la transaccién, sobre los Cargos que impone en los otros productos de pago,
excepto para las transferencias de fondos de una camara de compensacion automatica, dinero
en efectivo y cheques. American Express considera que la discriminacién contra los
Tarjetahabientes es una violacién del Contrato.

Si usted esta clasificado dentro del sector gubernamental, de servicios publicos o sectores
educativos, puede aplicar comisiones sobre los Cargos, siempre que cumplan con los otros
requisitos estipulados en esta seccion.

Debe detallar claramente el monto de las comisiones al cliente, lo que puede incluir el desglose
en el recibo del cliente, factura o correo electrénico de confirmacién, y dar al cliente la
oportunidad de cancelar el Cargo si no desea pagar la comision.

Cualquier explicacion, verbal o escrita, que describa la razén por la que se aplica o cémo se
calcula la comision, debe caracterizar la comision como un célculo para cubrir sus gastos
administrativos, y no como un calculo para cubrir el costo de aceptar la Tarjeta.

Su Proveedor de Servicios al Comercio solo puede aplicar una comisiéon cuando acepta la
Tarjeta para los Cargos anteriores en cumplimiento con los requisitos de esta seccion.
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12.7 Seguros

Esta seccién contiene disposiciones especificas para los Establecimientos clasificados en el
sector de los seguros.

American Express no asume ninguna responsabilidad a su nombre por el cobro o envio puntual
de las primas. American Express no estara sujeto a ninguna responsabilidad, bajo ninguna
circunstancia, por ninguna reclamacion derivada de, o relacionada con cualquier pdliza de
seguros que haya emitido. Debera indemnizar, defender y librar de toda responsabilidad a
American Express y sus Afiliados, sucesores, cesionarios y Emisores de y contra todos los
dafios, responsabilidades, pérdidas, costos y gastos, incluidas tarifas legales, a los
Tarjetahabientes (o ex Tarjetahabientes) derivados o que surjan supuestamente de la rescision
o cualquier otra accién relacionada con su cobertura de seguros.

12.8 Farmacias por Internet o En Linea

12.9 Petrdleo

Si esta clasificado o, de otra manera, se determina que es un Establecimiento de farmacia por
Internet o en linea que acepta la Tarjeta para la venta de medicamentos con receta médica
(segun lo definido por la Ley Aplicable) en un entorno Sin Tarjeta Presente:

» Debe estar certificado por el programa de Sitios de Internet Verificados para Préactica
Farmacéutica de la Asociacién Nacional de Juntas de Farmacia (www.nabp.net), o

+ Usted o su representante autorizado deben atestiguar que cumple con los requisitos de
licencias e inspeccion de (i) leyes federales, estatales o provinciales en la legislacion y la
jurisdiccién en la que se encuentravy (ii) cada jurisdicciéon en la que dispensan farmacos.

Cuando se le solicite, usted o su Proveedor de Servicios al Comercio deben proporcionar
oportunamente documentacién que demuestre que cumple con los requisitos anteriores. Sino
proporciona esta documentacién oportunamente, puede provocar la cancelacién o anulacién
de los privilegios de aceptacion de la Tarjeta.

Existen procedimientos especificos para el procesamiento de Transacciones de los
Establecimientos por Internet o en linea. Estos procedimientos aparecen en la Seccién 4.7
“Procesamiento de Cargo sin Tarjeta Presente”.

Si usted pertenece a la industria petrolera, su Proveedor de Servicios al Comercio puede
colocarlo en el Programa de Recurso Pleno contra Fraudes si acepta Cargos que se originan en
una bomba de gasolina CAT. Para obtener mayor informacion sobre los terminales activados
por el cliente, consulte la Seccidn 4.6, "Terminales Activados por el Cliente”.

129.1 Requisitos

Usted debe:

+  Obtener un Numero de Establecimiento unico de su Proveedor de Servicios al Comercio
para las ventas de bombas de gasolina con CAT. Si realiza cualquier otro negocio en su
establecimiento (por ejemplo, ventas en tiendas de conveniencia, servicios de lavado de
autos), debe obtener un Nimero de Establecimiento uUnico para esas lineas de su negocio.

+  Enviar datos de ubicacién del distribuidor junto con cada solicitud de Autorizacién y cada
archivo de Envio. Los datos de la ubicacién del distribuidor consisten en los siguientes
datos de su empresa:
=  Numero de distribuidor (nimero de tienda)
= Nombre
= Domicilio
= Ciudad
=  (Cddigo postal
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12.9.2

Recomendaciones

American Express implementé varias politicas y herramientas de prevencion del fraude para
ayudar a combatir el fraude en las bombas de gasolina. Trabaje con su Proveedor de Servicios
al Comercio para obtener informacién adicional acerca de estas politicas y para determinar
qué herramientas de prevencion del fraude son compatibles.

American Express le recomienda:

+  Establecer una solicitud de autorizacion previa de MXN $100 en las bombas de gasolina
con CAT.

» Paralos Cargos mas altos, como el diésel, ajuste el monto de la Autorizacién previa para
acomodar los Cargos mas altos.

»  Establezca sus bombas de gasolina con CAT para que se apaguen cuando lleguen al monto
de la Autorizacion previa.

»  Solicite una Autorizacién separada para las compras que superen el monto original de la
Autorizacién previa.

12.10 Minorista de Tabaco de Pedidos en Linea o por Correo Electrénico

Si se clasifica o, de otra forma, se determina que es un Establecimiento de pedido de tabaco

o cigarros electrénicos por Internet o correo electrénico (o ambos), debe proporcionar la
direccion del sitio web de la tienda en linea desde la cual vende sus productos de tabaco. Si

su sitio web facilita la venta de tabaco, puede que se le solicite proporcionar una Declaraciéon
Jurada de Cumplimiento de las Leyes: Pedidos de Tabaco en Linea o por Correo firmada ante
notario. Si no proporciona esta documentacion oportunamente, puede provocar la cancelacion
o anulacién de los privilegios de aceptacion de la Tarjeta. American Express puede supervisar
su sitio web. Comuniquese con su Proveedor de Servicios al Comercio para obtener mas
informacion.

12.11 Negocios de Arriendo

Esta seccion se aplica a los Establecimientos clasificados en el sector de los Negocios
de Arriendo.

Los clientes se deben sentir libres de utilizar todos los medios de pago que usted acepte sin
sufrir sanciones por elegir una forma de pago especifica. Para promover la eleccion de los
clientes, por lo general, los Establecimientos tienen prohibido imponer restricciones,
condiciones o desventajas que no se imponen del mismo modo en todos los Otros Productos
de Pago cuando se acepta la Tarjeta. Consulte la Seccién 3.2, “Tratamiento de la Marca
American Express”. No debe imponer una comisién mas alta, ya sea como tarifa plana o como
un porcentaje sobre el importe final de la transaccidn, sobre los cargos que impone en los otros
productos de pago, excepto para las transferencias de fondos de una camara de compensacion
automatica, dinero en efectivo y cheques.

Si esta clasificado como un Negocio de Arriendo, puede aplicar comisiones sobre los Cargos,
siempre que cumpla con los demas requisitos del Capitulo 4, "Procesamiento de las
Transacciones” y esta seccion, como se describe a continuacion:

*  Debe detallar claramente el monto de las comisiones al cliente, lo que puede incluir el
desglose en el recibo del cliente, factura o correo electrénico de confirmacion, y dar al
cliente la oportunidad de cancelar el Cargo si no desea pagar la comision.

+  Cualquier explicacion, verbal o escrita, que describa la razén por la que se aplica o cémo se
calcula la comision, debe caracterizar la comisidon como un célculo para cubrir sus gastos
administrativos, y no como un calculo para cubrir el costo de aceptar la Tarjeta.

Su Proveedor de Servicios al Comercio solo puede aplicar una comision cuando acepta la
Tarjeta para los Cargos en cumplimiento con los requisitos de esta seccion.
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12.12 Industrias de viajes

12121

Las politicas y los procedimientos adicionales son aplicables a los Establecimientos
clasificados en las industrias de arriendo de alojamiento y vehiculos. Ademas, el Programa de
reservas aseguradas esta disponible para los establecimientos en las industrias de arriendo de
campings, vehiculos, aeronaves, bicicletas, barcos, equipamientos, casas rodantes y
motocicletas (consulte la Subseccion 12.12.3, "Reservas aseguradas”).

Alojamiento

Esta seccidén se aplica a los Establecimientos clasificados en el sector de hospedaje. Los
programas Reservas Aseguradas y CARDeposit® permiten que se envien ciertos Cargos
que, de otra forma, no serian aceptados por American Express.

12.12.1.1 Reservas aseguradas: alojamiento

Reservas aseguradas significa que se garantiza que la habitacién del Tarjetahabiente se
mantendra hasta la hora de salida publicada en la fecha siguiente a la fecha de llegada, segun lo
indicado por el Tarjetahabiente cuando realizé la reserva asegurada. Debe cumplir las reservas
aseguradas.

Los Establecimientos de hospedaje pueden enviar cargos de “no show”, si cumplen con las
disposiciones del Programa de reservas aseguradas y el tarjetahabiente no utiliza o cancela la
reserva en conformidad con los requisitos del programa.

Sus responsabilidades del Programa de reservas aseguradas incluyen las siguientes:

» Alaceptar unareserva asegurada, debe informar al tarjetahabiente que, si el
tarjetahabiente no reclama la reserva asegurada o la cancela dentro del periodo de tiempo
especificado en su politica de reserva establecida, se puede cobrar al Tarjetahabiente una
(1) noche de alojamiento mas los impuestos aplicables. Si el tarjetahabiente no reclama la
reserva asegurada o cancela en conformidad con su politica de reserva establecida, puede
facturar al tarjetahabiente un Cargo “no show” (ausente).

+  SielTarjetahabiente cancela una reserva asegurada, usted debe proporcionar un nimero
de cancelacion al tarjetahabiente y mantener un registro del nimero de cancelacién.

»  Utilice el indicador “no show” (ausente) apropiado cuando envie un Cargo “no show".
Si tiene dudas sobre como realizar una transmision con este cédigo, pdngase en contacto
con su Proveedor de Servicios al Comercio.

Sino cumple con los requisitos del Programa de reservas aseguradas, su obligacion con el
tarjetahabiente es la siguiente:

»  Pagar por el hospedaje de una (1) noche en una propiedad similar ubicada en las
cercanias.

»  Pagar por el transporte a la ubicacién alternativa.
»  Pagar por una llamada telefénica de tres (3) minutos.

«  Utilice los esfuerzos de buena fe para reenviar todas las comunicaciones al Tarjetahabiente
en la ubicacién alternativa.

El incumplimiento de las obligaciones mencionadas anteriormente puede tener como
resultado un Contracargo si el Tarjetahabiente disputa un Cargo “no show".

Si American Express recibe cantidades desproporcionadas de Cargos “no show” Disputados,
debe trabajar con su Proveedor de Servicios al Comercio para reducir la cantidad de disputas.
Si estos esfuerzos no logran reducir la cantidad de disputas, se le puede colocar en un
programa de Contracargo.
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12.12.1.2 Programa CARDeposit

Como un Establecimiento de hospedaije, si necesita depdsitos de habitacién, debe participar
en el programa CARDeposit. Debe aceptar la Tarjeta para el pago de programas CARDeposit.
Sus responsabilidades del Programa CARDeposit incluyen las siguientes:

»  Cumplir con todos los requisitos para un Cargo con pago anticipado, seglin se describe en
la Seccion 4.14, “Cargos con Pago Anticipado”.

«  Siel Tarjetahabiente no tiene la Tarjeta, se debe mostrar otra identificacion.

»  Asegurese de que el Registro de Cargo contenga las palabras “CARDeposit” en la linea de
firma del Tarjetahabiente o, para los Registros de Cargo presentados electronicamente, el
indicador correspondiente en los Datos del Cargo. Si tiene dudas acerca de cémo enviar el
Cargo con el indicador adecuado, péngase en contacto con su Proveedor de Servicios al

Comercio.

El CARDeposit se
cancela

Se cambia la fecha
de llegada de un
CARDeposit

No puede cumplir un
CARDeposit que no se
cancelé previamente

Usted debe enviar un aviso de cancelacién por escrito indicando el
numero de cancelacion del Tarjetahabiente dentro de tres (3) dias
habiles a partir de la fecha de dicha cancelacion. Si se adeuda un
reembolso, de conformidad con su politica de cancelacién de
depdsito anticipada, debe incluir el indicador adecuado o enviar
un formulario de Crédito con las palabras “Cancelacién de
CARDeposit” en la linea de firma del Tarjetahabiente. Si no

estd seguro respecto a como realizar un envio con el indicador
adecuado, péngase en contacto con su Proveedor de Servicios

al Comercio.

Debe enviar al Tarjetahabiente una confirmacion por escrito del
cambio dentro de tres (3) dias habiles a partir de la fecha en que se
cambid la reserva.

Su obligacién con el Tarjetahabiente incluye lo siguiente:
» Debe emitir un Crédito para el CARDeposit.

+ Debe pagar el hospedaje en un lugar cercano que sea similar,
hasta que termine la duracién de la reserva original [hasta
catorce (14) noches] o hasta que haya hospedaje disponible
en la ubicacién original, lo que ocurra primero.

» Debe proporcionar transporte desde y hacia la ubicacion
alternativa una vez al dia hasta que el hospedaje original se
encuentre disponible.

» Debe pagar por una llamada de tres (3) minutos para informar
de la mudanza a la ubicacién alternativa y una llamada de tres
(3) minutos para informar del regreso a la ubicacién original.

12.12.1.3 Ingreso de Emergencia

Si un Tarjetahabiente al que le robaron o perdio su Tarjeta solicita un ingreso al hotel, usted
debe llamar a su Proveedor de Servicios al Comercio, solicitar “Autorizacién para un Ingreso de
Emergencia”y seguir las instrucciones.

Arriendo de Vehiculos

Esta seccion se aplica a los Establecimientos clasificados en el sector de arriendo de vehiculos.
Cuando los Tarjetahabientes optan por pagar el arriendo de vehiculos (no pueden ser mas de
cuatro (4) meses consecutivos) con la Tarjeta, usted debe cumplir con estos procedimientos.

Octubre del 2021 90

divulgar a terceros sin el consentimiento expreso previo y por escrito de American Express.



Guia Operativa del Comercio - México

AMERICAN EXPRESS

Los Establecimientos deben
entregar al Tarjetahabiente
documentos por escrito que
contengan todos los detalles de
dafios de capital (por ejemplo,
reporte de incidentes, dafio
estimado, fotografias de los

dafios) cuando se envia el Cargo.

12.12.2.1 Prepago del Arriendo de Vehiculos

Si permite que los Tarjetahabientes realicen Cargos con la Tarjeta para el arriendo de vehiculos
en que los Tarjetahabientes decidan pagar por anticipado el arriendo de un vehiculo por
teléfono, en el mostrador y a través de los sitios web de suempresa (en ninglin otro sistema de
reserva de terceros) (Arriendo con Prepago) debe:

»  Cumplir con todos los requisitos para un Cargo con pago anticipado, seglin se describe en
la Seccion 4.14, "Cargos con Pago Anticipado”.

* Asegurarse de que su contrato de arriendo del vehiculo con el Tarjetahabiente contenga
los términos y condiciones de reserva y politicas de cancelacién.

12.12.2.2 Reservas aseguradas: arriendo de vehiculos

Reservas aseguradas significa que se garantiza que la reserva del Tarjetahabiente se
mantendra hasta la hora de devolucidon del vehiculo, segun lo indicado por el Tarjetahabiente
cuando realizé la reserva asegurada. Debe cumplir las reservas aseguradas.

Los Establecimientos de arriendo de vehiculos pueden enviar Cargos de “no show”, si cumplen
con las disposiciones del Programa de reservas aseguradas y el tarjetahabiente no utiliza

o cancela lareserva en conformidad con los requisitos del programa. Consulte la

Subseccion 12.12.3, "Reservas aseguradas” para obtener mas detalles.

12.12.2.3 Dafios de Capital

Siun Tarjetahabiente voluntariamente opta por usar la Tarjeta para pagar dafios a la propiedad
de un vehiculo arrendado (Dafios de Capital), usted puede aceptar la Tarjeta, siempre y cuando
haya cumplido con todas las condiciones siguientes para los pagos de dichos elementos:

» LaTarjeta se utilizé para el arriendo del vehiculo en el momento de sacar el vehiculo.

» Debe proporcionar por escrito, al Tarjetahabiente, una lista detallada y una descripcién de
los dafios concretos que se hayan producido.

*  Antes de enviar un cargo, debe pedir la autorizacién por escrito* del Tarjetahabiente a:

»  Aceptar laresponsabilidad por los dafios de capital.
=  Seleccionar American Express como el método de pago para los dafios de capital.

= Aceptar el monto estimado total por el cual el Tarjetahabiente puede ser responsable,
y que el importe facturado final estimado asciende hasta un 15 % mas que el importe
estimado. No se cargara ninguin importe superior a un 115 % de la cantidad revelada a
la Tarjeta de Tarjetahabiente, sin el consentimiento previo o por escrito del
Tarjetahabiente.

* El reconocimiento del Tarjetahabiente debe realizarse después de que los dafios se
hayan producido y sin ninguin tipo de coaccién o amenaza.

»  Debe obtener autorizacién por el monto de los dafios de capital cada vez que se envie un
Cargo por dafios de capital.

* Encadaocasién que el Tarjetahabiente opte por utilizar la Tarjeta para los Dafios de
Capital, usted debe preparar un Registro de Cargo independiente del Registro de Cargo
para el arriendo. Debe cumplir todos los requisitos que se describen en el Capitulo 4
“Procesamiento de las Transacciones” para completar el Registro de Cargo. Ademas, debe
cumplir lo siguiente:

= Después de que se determine la cantidad exacta de los dafios de capital y el Cargo
esté listo para su envio, debe proporcionar al tarjetahabiente un aviso detallado de los
dafios, insertar el importe de los dafios de capital en el Registro de Cargo (en ninguin
caso debe superar la cantidad estimada mas un 15 % acordado con el tarjetahabiente
por escrito).

= Enelcasode los Registros de Cargo enviados en papel o por otros medios no
electrénicos, debe escribir “Dafios de Capital” en la linea de firma; para envios
electrénicos debe proporcionar el indicador. Para obtener instrucciones acerca de
cémo proporcionar el indicador, péngase en contacto con su Proveedor de Servicios
al Comercio.
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12.12.3

Programa de reservas
aseguradas

El Programa de reservas
aseguradas les permite a los
Tarjetahabientes comunicarse
con una agencia de arriendo o
propiedades participante para
hacer una reserva aseguraday
garantizarla a través de su
tarjeta American Express.

El Programa de reserva
asegurada esta disponible para
las siguientes industrias: alquiler
de hotel, parque de casas
rodantes / campamento,
vehiculos, aviones, bicicletas,
botes, equipos, casas rodantes
y motocicletas.

Este documento contiene informacion confidencial y de secreto comercial, y no se debe

= Ademas de los otros derechos de Contracargo que contiene el Contrato, American
Express podré ejercer sus derechos de contracargo con respecto a cualquier Cargo
por dafios de capital que no se envie de conformidad con los procedimientos incluidos
en el Contrato, lo que incluye las disposiciones de esta Subseccion 12.12.2.3, “Dafios

de Capital”.
Nunca debe incluir lo siguiente en una solicitud de autorizacién o en una presentacioén del cargo:

+ pérdidas debido al robo del vehiculo, o

» pérdidas de ingresos en los que usted ha incurrido debido a una pérdida en el uso del
vehiculo de alquiler en cuestion.

12.12.2.4 Dafios de Capital a vehiculos de alquiler: documentacion

Debe cumplir con las solicitudes del tarjetahabiente o del tasador de seguros del
Tarjetahabiente para la entrega de documentacién relacionada con el incidente de pérdida de
capital, si aplica.

Reservas aseguradas

Reservas aseguradas significa:

+ Parareservas de alojamiento (incluido hotel y parque de casas rodantes/campamentos):
se garantiza que la habitacion del Tarjetahabiente se mantendra hasta la hora de salida
publicada en la fecha siguiente a la fecha de llegada, seguin lo indicado por el
Tarjetahabiente cuando realizé la reserva asegurada.

+ rentas de vehiculos, aviones, bicicletas, barcos, equipos, casas rodantes o motocicletas:
se garantiza que la reserva del Tarjetahabiente se mantendra hasta la hora de la
devolucidn, segun lo indicado por el tarjetahabiente cuando realizé la reserva asegurada.

Debe cumplir las reservas aseguradas. Puede enviar cargos de “no show", si cumple con las
disposiciones del Programa de reservas aseguradas y el Tarjetahabiente no utiliza o cancela la
reserva en conformidad con los requisitos del programa.

Sus responsabilidades del Programa de reservas aseguradas incluyen las siguientes:

+ Alaceptar unareserva asegurada, debe informar al tarjetahabiente que, si no la reclama ni
la cancela dentro del periodo de tiempo especificado en su politica de reserva establecida,
podré cobrar al Tarjetahabiente un Cargo de “no show” de la siguiente manera:

= Parareservas de alojamiento (incluido hotel y parque de casas rodantes/
campamentos): una (1) noche de alojamiento mas impuestos aplicables.
= Pararentas de vehiculos, aviones, bicicletas, barcos, equipos, casas rodantes o
motocicletas: un (1) dia de alquiler o el equivalente incremental diario/por hora de la
tarifa de alquiler acordada en el contrato de alquiler, mas los impuestos aplicables.
»  SielTarjetahabiente cancela una reserva asegurada, usted debe proporcionar un nimero
de cancelacion al Tarjetahabiente y mantener un registro del nimero de cancelacién.

»  Utilice el indicador “no show” (ausente) apropiado cuando envie un Cargo “no show” Si
tiene dudas sobre cémo realizar una transmisién con este cddigo, péngase en contacto
con su Proveedor de Servicios al Comercio.

Sino cumple con los requisitos del Programa de reserva asegurada, debe ofrecer alojamientos
similares, o servicios, cuando estén razonablemente disponibles, sin costo adicional para el
Tarjetahabiente, de acuerdo con el contrato de arriendo. Los establecimientos clasificados en
la industria de alojamiento también estan sujetos a los requisitos establecidos en la
Subseccién 12.12.1.1, "Reservas aseguradas: alojamiento”.

El incumplimiento de las obligaciones mencionadas anteriormente puede tener como
resultado un Contracargo si el Tarjetahabiente disputa un Cargo “no show”.

Si se recibe una cantidad desproporcionada de Cargos de “no show” disputados, debe
esforzarse parareducir la cantidad de disputas. Si estos esfuerzos no logran reducir la cantidad
de disputas, se le puede colocar en un programa de Contracargo.
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Glosario de Términos

Afiliado

Cualquier Entidad que controla, es controlada o esta bajo el control comun con cualquiera
de las partes, incluyendo sus subsidiarias. Como se usa en esta definicién, “control” significa
la posesion, directa o indirectamente, del poder de dirigir o causar la direccién de la
administracion y las politicas de una Entidad, ya sea a través de la propiedad de valores

con derecho a voto, por contrato o de otra manera. Para evitar dudas, pero no a modo de
limitacion, se considerara que la propiedad directa o indirecta de mas del 50 % de (i) los
valores con derecho a voto o (ii) una participacion en los activos, ganancias o ganancias de
una Entidad para constituir “control” de la Entidad.

Agencia
Cualquier Entidad o linea de negocios que utiliza las Marcas del Establecimiento o se ofrece al
publico como un miembro del grupo de empresas del Establecimiento.

Agregador de Pago
Un proveedor de Servicios de Pago (anteriormente denominado “Proveedor de Servicio de
Pago” o “PSP"y, a veces, denominado “agregador” o “establecimiento maestro”).

American Express
American Express Company (Mexico) S.A. de C.V.

Aprobacién/Aprobado
Un mensaje que concede una Autorizacion en respuesta a una solicitud de Autorizacién de un
Establecimiento, que consta de una Aprobacién u otro indicador.

Autorizacién/Autorizado
El proceso por el cual un Establecimiento obtiene la Aprobacién de un Cargo en conformidad
con el Contrato.

Autorizacion Estimada
Una Autorizacion por un monto estimado que difiere del monto final enviado.

Banda magnética
La banda que se encuentra en la parte posterior de una Tarjeta, que contiene la informacién del
Tarjetahabiente y de la cuenta en un formato que puede ser leido por una maquina.

Bienes o Servicios Digitales

Productos o servicios digitales descargados o a los que se accede a través de Internet u otro
proceso de transferencia de archivos (p. €j., peliculas, aplicaciones, juegos, software de
escaneo de virus).

Cargo

Un pago o compra realizada con la Tarjeta.
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Cargo Acumulado
Un Cargo que combina varias compras o reembolsos pequefios (0 ambos) efectuados en una
Tarjeta en un solo Cargo grande antes de enviar el Cargo para ser pagado.

Cargo con Entrega Retrasada

Una sola compra para la cual el Establecimiento debe crear y enviar dos Registros de Cargos
separados. El primer Registro de Cargos es para el depdsito o pago inicial y el segundo Registro
de Cargos es para el saldo de la compra.

Cargo con Pago Anticipado
Un Cargo por el cual se realizé un pago total por anticipado antes de que el Establecimiento
proporcione la mercancia o preste los servicios al Tarjetahabiente.

Cargo con Tarjeta Presente
Un Cargo por el cual la Tarjeta fisica y el Tarjetahabiente estan presentes en el punto de venta,
Cargos en personay Cargos realizados en los CAT.

Cargo en Disputa
Un Cargo sobre el cual se entablé una demanda, queja o pregunta.

Cargo en Persona

El Cargo con Tarjeta Presente excluye Cargos realizados en los CAT (por ejemplo, un Cargo
realizado en una tienda minorista atendida con un Establecimiento donde se pasa la Tarjeta, se
lee mediante un lector sin contacto, se inserta en un lector de Tarjetas con Chip o se ingresa
manualmente con el teclado).

Cargo Estimado de Arriendo de Vehiculos
La tarifa de alquiler multiplicada por el periodo de alquiler reservado por el Tarjetahabiente,
mas impuestos y cualquier monto adicional conocido.

Cargo Estimado de Hospedaje

La cantidad estimada de Cargos segun las tarifas de habitacion y la cantidad de dias que el
Tarjetahabiente espera quedarse, ademas de los impuestos y otros montos imprevistos
conocidos.

Cargo sin Tarjeta Presente
Un Cargo para el que la Tarjeta no se presentd en el punto de venta (por ejemplo, Cargos por
correo, teléfono, fax o Internet).

Chip
Un microchip integrado e incrustado en una Tarjeta que contiene informacion sobre el
Tarjetahabiente y la cuenta.

Céddigo 10

Una frase que un Establecimiento usa para comunicar a su Proveedor de Servicios al Comercio
sobre una posible Tarjeta y/o Transaccion sospechosa. Las situaciones del Cddigo 10
generalmente ocurren durante la Autorizacion.

Cdédigo de Categoria de Establecimiento
El cédigo de cuatro (4) digitos que se utiliza para identificar la industria en la que el
Establecimiento realiza actividades.
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Colusion

Cualquier Transaccién, actividad o acuerdo realizado por un Establecimiento o su agente con
otra parte, incluido otro Establecimiento o un Tarjetahabiente, que el Establecimiento sabia o
deberia haber sabido que no era legitimo o que constituia una violacién del Capitulo 10
“Evaluacion del riesgo”.

Comercio electrénico
El comercio electrénico es la compra o venta de bienes o servicios fisicos o digitales a través de
Internet o una red electronica.

Comprobante de Envio
Un recibo de mensajeria que demuestra que la mercancia fue enviada a la direccién de envio
completa y valida proporcionada por el Tarjetahabiente cuando se efectud la compra.

Contracargo

Cuando se usa como un verbo, significa (i) el reembolso a su Proveedor de Servicios al
Comercio que usted realiza por la cantidad de un Cargo al que se le ha hecho un contracargo, o
(i) el retorno de un Cargo por parte de su Proveedor de Servicios al Comercio por el cual no le
ha pagado; cuando se utiliza como sustantivo, significa el monto de un Cargo sujeto a
reembolso o retorno por su parte.

Contrato

El contrato de procesamiento del establecimiento o el contrato del establecimiento
patrocinado, la Guia Operativa del Comercio de American Express, y cualquier anexo y apéndice
adjunto, colectivamente, entre el Establecimiento y su Proveedor de Servicios al Comercio.

Crédito
El monto del cargo que se reembolsd a los tarjetahabientes por compras o pagos realizados
con la tarjeta.

Cuenta bancaria
Una cuenta que el Establecimiento posee en un banco u otra institucion financiera.

Cuenta del Establecimiento
Una cuenta establecida por el Proveedor de Servicios al Comercio después de celebrar un
acuerdo con un Establecimiento.

Datos de la Tarjeta

Incluye los siguientes elementos: el nombre del Tarjetahabiente, el NUmero de la Tarjeta, la
Fecha de Vencimiento, la fecha del Cargo, el monto del Cargo, la Aprobacién, la descripcion de
los bienes y servicios, el nombre del Establecimiento, la direccién del Establecimiento, el
Numero del Establecimiento y, si corresponde, el nimero del Negocio, la firma del
Tarjetahabiente (si se obtiene), “Sin Reembolso” si tiene una politica sin reembolsos, y toda la
otra informacion que el Proveedor de Servicios al Comercio, American Express o la Ley
Aplicable requieran cada cierto tiempo.

Datos de la Tarjeta con Chip
La informacién que contiene el Chip en una Tarjeta con Chip que se utiliza para procesar
transacciones.

Datos de la Transaccion

Toda lainformacion que solicita American Express que demuestra una o mas Transacciones,
incluida la informacion obtenida en el punto de venta, la informacion obtenida o generada
durante la Autorizaciéon y el Envio, y cualquier Contracargo.
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Datos de Transmisidén

Lo mismo que los datos del Tarjetahabiente excepto que los requisitos incluyen: el nombre del
Tarjetahabiente, la fecha de vencimiento, la firma del Tarjetahabiente (si se solicitd) y las
palabras “No reembolsable” si el Establecimiento no tiene una politica de reembolso.

Datos del Cargo
Datos que se incluyen en Envios de Registros de Cargos.

Dispositivo movil

Dispositivo electrénico aprobado por el Emisor y reconocido por American Express (lo que
incluye, pero no se limita a, teléfono movil, tablet o dispositivo portatil) que esta habilitado para
iniciar una Transaccion de Pago con Billetera Electronica.

Emisor

Cualquier Entidad (incluido American Express y sus Afiliados) con licencia de American
Express o un Afiliado de American Express para emitir Tarjetas y participar en el negocio de
emision de Tarjetas.

Emisor de Terceros
Un emisor de Tarjetas de terceros cuyas Tarjetas se aceptan por el Establecimiento en virtud
del Contrato.

Entidad
Una sociedad, corporacion, sociedad unipersonal, fideicomiso, asociacion, o cualquier otra
entidad u organizacién legalmente reconocida.

Envio
La recopilacion de datos de transacciones enviados a American Express.

Envio Electrénico por Internet

El envio de Bienes o Servicios Digitales comprados en Internet a través de una descarga por
Internet o una red electrénica u otro proceso de transferencia de archivos (por ejemplo,
imagenes o software descargados).

Especificaciones Técnicas

El conjunto de requisitos obligatorios, condicionales y opcionales relacionados con la
conectividad a la Red y el procesamiento de Transacciones electrénicas, incluidos la
Autorizacidn y el Envio de Transacciones (lo que, a veces, se llama “Especificaciones” en
nuestros materiales), que American Express puede actualizar cada cierto tiempo.

Establecimiento

Un comercio de bienes o servicios, una Entidad del gobierno o sin dnimo de lucro que celebra
un acuerdo con un Proveedor de Servicios al Comercio, en el cual el comercio accede a (i)
permitir que cualquier Tarjetahabiente cargue las compras de bienes y servicios en o con dicho
Establecimiento mediante la Tarjeta y (ii) transferir las Transacciones a American Express a
través del Proveedor de Servicios al Comercio. Los Establecimientos del PSP se incluiran
dentro del significado de Establecimientos.

Establecimientos de Alto Riesgo

Una denominacion de los Establecimientos que indica que ciertas Transacciones fraudulentas
realizadas en el Establecimiento pueden ser emitidas como un Contracargo al Establecimiento
segun el Programa de Recurso Pleno contra Fraudes de American Express.
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Expresspay

Un programa de American Express que permite Transacciones sin contacto.

Facturacién Recurrente

Una opciodn ofrecida a los Tarjetahabientes para realizar Cargos recurrentes automaticamente
en su Tarjeta (por ejemplo, cuotas de afiliacion a gimnasios, suscripciones a revistas y primas
de seguros).

Fecha de Vencimiento
El mes y el afio en que una Tarjeta vence (a veces se le llama fecha “vélida hasta” o “activa
hasta”).

Fechas Validas
Las fechas que se encuentran en la Tarjeta que indican la primera y la ultima fecha en que la
Tarjeta se puede usar para hacer compras.

Forma de Pago Combinada
El uso de varias formas de pago (por ejemplo, productos de prepago, dinero en efectivo, la
Tarjeta American Express) para una sola compra.

Guia Operativa del Comercio
La Guia Operativa del Comercio de American Express, que esta disponible en
www.americanexpress.com.mx/guia-comercio.

Informacién del Tarjetahabiente

Cualquier informacion acerca de los Tarjetahabientes y las Transacciones, que incluye, entre
otros, los Datos de Transaccidn y el nombre, las direcciones, los NUmeros de Tarjeta y los
Numeros CID del Tarjetahabiente.

Interrupcién del sistema

Lainterrupcion de los sistemas o servicios del Establecimiento o la Red (por ejemplo, fallas en
el sistema de la computadora, falla de las telecomunicaciones o un apagén programado
regularmente).

Investigacioén
Una solicitud de informacion sobre un Cargo en Disputa.

Ley Aplicable

(i) cualquier ley, estatuto, reglamento, ordenanza o legislacion subordinada vigente cada cierto
tiempo a la que se encuentran sujetos el Establecimiento o su Proveedor de Servicios al
Comercio, (ii) el derecho comun segun se aplique a ellos cada cierto tiempo, (iii) cualquier
orden de tribunal, o decreto que sea vinculante para ellos, y (iv) cualquier directriz, politica,
norma u orden que sea vinculante para ellos y que realice u otorgue un regulador, u otro
gobierno o agencia gubernamental de cualquier Territorio u otra jurisdiccién nacional, federal,
de la comunidad de estados, estatal, provincial o local.

Limite Minimo
Un umbral monetario para un solo Cargo, en o sobre el cual el Establecimiento debe obtener
una Autorizacién antes de completar el Cargo.

Liquidacion
El proceso por el cual su Proveedor de Servicios al Comercio recopila sus débitos y créditos
para calcular un monto neto que sera aplicado a su Cuenta Bancaria.
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Lote
Un grupo de Transacciones que se envian a su Proveedor de Servicios al Comercio, por lo
general, todos los dias.

Marca American Express

El nombre de American Express, las marcas registradas, las marcas de servicio, los logotipos y
otros disefios y designaciones patentados de American Express y las imagenes que
pertenecen a American Express o a un Afiliado de American Express y la buena voluntad
asociada con todo lo anterior y con todos los bienes y servicios que actualmente o en el futuro
American Express o un Afiliado de American Express proporcionen, comercialicen, ofrezcan o
promocionen.

Marcas
Nombres, logotipos, marcas de servicio, marcas registradas, nombres comerciales, esléganes,
u otras denominaciones o disefios patentados.

Método de Verificacion del Tarjetahabiente a través de Dispositivo del
Cliente (CDCVM)

Método de Verificacién del Tarjetahabiente aprobado por el Emisor y reconocido por
American Express mediante el cual se verifican las credenciales del Tarjetahabiente en
un Dispositivo Movil.

Negocios

Cualquiera o todas las ubicaciones, los puntos de venta, los sitios web, las redes en linea de los
Afiliados y todos los demas métodos para vender bienes y servicios, incluidos los métodos que
usted adopte en el futuro.

Negocios de Arriendo
Alquileres a largo plazo utilizados como residencias principales.

Nosotros, nuestro y nos
American Express Company (Mexico) S.A. de C.V.

Numero de Identificaciéon de Tarjeta (CID)
Un numero de cuatro digitos impreso en la Tarjeta. Consulte la Seccién 5.9, "Numero de
Identificacion de Tarjeta (CID)" para obtener mas informacion.

Numero de Identificacién Personal (PIN)

Un cddigo secreto para usar con uno o mas sistemas de la Red American Express, Adquiriente
o Emisor que se usa para autenticar al usuario (por ejemplo, un Tarjetahabiente) en ese
sistema.

Numero del Establecimiento
El nimero de identificacion Unico del Establecimiento (o MID) proporcionado al
Establecimiento por el Proveedor de Servicios al Comercio para enviar las transacciones.

Numero de Tarjeta
Numero de identificacion Unico que el emisor asigna a la Tarjeta cuando la emite.

Oferta Introductoria

Una prueba, promocién u otra oferta similar gratuita o de costo reducido durante un periodo de
tiempo limitado que permite a los Tarjetahabientes probar un producto o servicio antes de que
se facture a la Tarjeta el precio regular del producto o servicio.
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Otros Productos de Pago

Cualquier cargo, crédito, débito, valor almacenado o tarjetas inteligentes o de prepago,
dispositivos de acceso a la cuenta u otras tarjetas de pago, servicios o productos distintos de
las Tarjetas.

Pagos con Billetera Electrénica

Una Transaccion iniciada sin Contacto con una Billetera Electrénica, una Transaccion iniciada a
través de una Aplicacion de Billetera Electrénica o una Transaccion de Transmision Magnética
Segura (MST) con una Billetera Electrénica que se realiza a través de una billetera electrénica,
operada por un proveedor de billetera externo aprobado por American Express que reside en
un Dispositivo Movil.

Partes Cubiertas

Algunos o todos sus empleados, agentes, representantes, subcontratistas, procesadores,
proveedores de servicios, proveedores de sus equipos o sistemas de puntos de ventas (POS), o
de soluciones de procesamiento de pagos, Entidades asociadas a su cuenta de
establecimiento de American Express y cualquier otra parte a quien usted le podria
proporcionar acceso a los datos del tarjetahabiente o los datos confidenciales de autenticacion
(0 ambos) de conformidad con el Contrato.

Pedido por Internet

La informacién de pago de la Tarjeta que se toma a través de Internet, en linea (normalmente a
través de la pagina de pago de un sitio web), correo electrdnico, intranet, extranet, u otras
redes similares para el pago de productos o servicios.

Programa CARDeposit

Un programa que permite a los Tarjetahabientes cargar el pago de un Cargo con Pago
Anticipado a sus Tarjetas cuando se necesita un depdsito. Consulte la Subseccion 12.12.1.2,
“Programa CARDeposit” para obtener informacion adicional.

Programa de Contracargo Inmediato
Uno de los Programas de Contracargos de American Express.

Programa de Contracargo Parcial Inmediato
Uno de los Programas de Contracargos de American Express.

Programa de recurso pleno contra fraudes
Uno de los Programas de Contracargos de American Express.

Programa de reserva asegurada

Programa que les permite a los Tarjetahabientes comunicarse con una agencia de arriendo
o propiedades participante para hacer una reserva asegurada y garantizarla a través de su
tarjeta American Express. El Programa de reserva asegurada esté disponible para las
siguientes industrias: alquiler de hotel, parque de casas rodantes / campamento, vehiculos,
aviones, bicicletas, botes, equipos, casas rodantes y motocicletas.

Programa sin PIN
Un programa que permite que un Establecimiento no solicite la firma o PIN del Tarjetahabiente.
Consulte la Seccion 4.17, "Programa sin PIN" para obtener informacién adicional.
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Proveedor de Servicios al Comercio

Una Entidad autorizada bajo el Programa American Express OptBlue® para aceptar Cargos

de un Establecimiento de conformidad con un Contrato o un Agregador de Pagos autorizado
para aceptar Cargos de un Establecimiento. Estos servicios pueden incluir, entre otros,

el procesamiento de transacciones, la facilitacion de autorizaciones de comprasy la captura de
datos, la contabilidad del establecimiento, las operaciones internas (por ejemplo, devoluciones
de cargo y deteccion de fraude), la provisién de equipos, soluciones o sistemas de punto de
venta, ventas o servicio al cliente.

Pruebas Convincentes

Tipos de documentos adicionales proporcionados por el Establecimiento para demostrar que
el Tarjetahabiente participd en la Transaccion, recibid bienes o servicios o se beneficid de la
Transaccién. Comuniquese con su Proveedor de Servicios al Comercio para obtener mas
informacion acerca de las Pruebas Convincentes.

Punto de Venta Mévil (MPOS)

Un término genérico para un sistema que comprende un dispositivo informatico maovil
comercial listo para usar con conectividad de datos méviles o Wi-Fi (como un teléfono, tableta
o computadora portatil) que se puede usar junto con un periférico de lectura de Tarjetas para
aceptar Transacciones Con Contacto y/o Contactless.

Rechazo
Un mensaje que niega la solicitud de Autorizacién del Establecimiento.

Red—Consulte Red o0 Red de American Express.

Red o Red de American Express
Red de Establecimientos que aceptan Tarjetas y la infraestructura de marketing, sistemas,
prestacién de servicios y operaciones que apoya esta Red y la Marca American Express.

Registro de Cargo

Un registro reproducible (en papel y electrénico) de un Cargo que cumple con los requisitos de
American Express y que contiene el Numero de Tarjeta, la fecha de Transaccion, el monto en
ddlares, la Aprobacién, la firma del Tarjetahabiente (si corresponde) y otra informacién.

Registro de Crédito
Un registro de Crédito que cumple con los requisitos de American Express.

Requisitos de Seguridad de Datos (DSR)

La politica de seguridad de datos de American Express para Establecimientos, como se describe
enel Capitulo 8, "Proteger la Informacién del Tarjetahabiente” de la Guia Operativa del Comercio
y también esta disponible para los Establecimientos en www.americanexpress.com.mx/dsr.

Servicios de Pago

La prestacion de servicios de pago en relacién con las transacciones entre los Tarjetahabientes
y los Establecimientos Patrocinados, mediante los cuales el Agregador de Pago, la Entidad que
proporciona dichos servicios (y no el Establecimiento Patrocinado), es el Establecimiento
registrado, presenta Transacciones bajo dicho Ndmero de Establecimiento del Agregador de
Pago y recibe un pago de parte de American Express por los Cargos (entre otras cosas).

Sin Contacto

Se refiere a la tecnologia que permite que una tarjeta o dispositivo mévil con un componente
de radio (actualmente, Expresspay) comunicarse con un sistema POS con frecuencia de radio
habilitada para iniciar una transaccién. Consulte también Expresspay.
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Sistema de Punto de Venta (POS)

Un sistema o equipo de procesamiento de informacién, que incluye un terminal, una
computadora personal, una caja registradora electrénica, un lector sin contacto, Puntos de
Venta Mdviles (MPOS) o un motor o proceso de pago, utilizado por un Establecimiento para
obtener Autorizaciones o para recopilar Datos de Transacciones, 0 ambos.

Tarifa por dafios a la propiedad

Una suma adicional de dinero que se puede cobrar a un Tarjetahabiente en relacién con dafios
a la propiedad que se hayan sufrido en el alojamiento de alquiler (o propiedad en el mismo) o
equipo de alquiler (o parte del mismo) durante la estadia o el periodo de alquiler para el cual el
Establecimiento puede para demostrar los costos genuinos incurridos o requeridos para
reparar o reemplazar la propiedad o el equipo.

Tarjeta—Consulte Tarjeta o Tarjetas de American Express.

Tarjeta con Chip
Una Tarjeta que contiene un Chip y que puede requerir un PIN como método de verificacion de
la identidad del Tarjetahabiente o la informacidn de la cuenta contenida en el Chip, o ambas, (a

veces, se le llama “Tarjeta inteligente”, “Tarjeta EMV", “ICC" o “Tarjeta de circuito integrado” en
los materiales de American Express).

Tarjeta de Débito

Cualquier Tarjeta que acceda a una cuenta de depdsito disponible, de cheques, de ahorros o
cuenta similar, excluyendo a cualquier Tarjeta que lleve el nombre o las Marcas de un Emisor de
Terceros sin las Marcas de American Express. Una Transaccion se liquida desde la cuenta
accedida. Una Tarjeta de Débito no es una Tarjeta de Prepago.

Tarjeta de Prepago
Una Tarjeta que esta marcada como “Prepago” o que tiene otros identificadores utilizados por
American Express cada cierto tiempo.

Tarjeta de Prepago Recargable
Una Tarjeta de Prepago que se puede recargar agregando fondos una vez que estos se agotan.

Tarjeta o Tarjetas de American Express

(i) cualquier tarjeta, dispositivo de acceso a cuentas o dispositivo o servicio de pago en cada
caso que porte una marca de American Express o de Afiliados de American Express y son
emitidas por un Emisor o (ii) un Numero de Tarjeta. Tarjeta también incluye cualquier tarjeta u
otro dispositivo o servicio de acceso a la cuenta emitido por un Tercer emisor y que lleva el
nombre o las Marcas de dicho Tercer emisor, pero no las Marcas de American Express.

Tarjetahabiente (también conocido como Titular de la Tarjeta)
Una persona o Entidad (i) que ha celebrado un acuerdo que establece una cuenta de Tarjeta
con un Emisor o (ii) cuyo nombre aparece en la Tarjeta.

Telecomunicaciones
Servicios de comunicacion, incluidos los servicios de comunicacion personal, teléfonos
moviles, buscapersonas, larga distancia, etc.

Terminal Activada por el Cliente (CAT)
Un Sistema de POS no atendido (por ejemplo, un surtidor de gasolina, una maquina
dispensadora, mddulo de pago de autoservicio).
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Titular de Derechos
Una persona fisica o moral con capacidad y autoridad juridica para hacer valer un derecho de
autor, marca comercial u otro derecho de propiedad intelectual.

Token
Un valor sustituto que reemplaza al Numero de tarjeta.

Transaccion
Un Cargo o Crédito realizado mediante una Tarjeta.

Transacciéon de Comercio electrénico

La compra de bienes o servicios fisicos o digitales a través de Internet, una aplicacién o una
red electrénica en una computadora personal o dispositivo movil, incluidas, entre otras,

las Transacciones por Internet o las Transacciones Iniciadas por la Aplicacion de

Billetera Digital.

Transaccion de Transmision Magnética Segura con una Billetera
Electrénica

Un tipo de Pago con Billetera Electrénica en el que una billetera electrénica dentro de un
Dispositivo Mdvil inicia una Transaccién a través de un lector de banda magnética en un
sistema de POS.

Transaccion iniciada a través de una aplicacién

Una Transaccion iniciada por un dispositivo electrénico (que incluye, entre otros, un teléfono
movil, tablet o dispositivo portatil) con una aplicacién de software del establecimiento en el
dispositivo electrénico.

Transaccion iniciada a través de una aplicacion de billetera digital
Una Transaccion iniciada por la aplicacién mediante una billetera digital dentro de un
dispositivo movil.

Transaccion iniciada sin Contacto o con una billetera digital
Una Transaccion sin contacto iniciada por una billetera digital dentro de un dispositivo mévil a
través de la interfaz sin contacto.

Transmision
Un método para enviar Datos de Transacciones a American Express, mediante el cual los Datos
de Transacciones se transmiten electrénicamente por las lineas de comunicacion.

URL
Localizador Uniforme de Recursos, un término que se utiliza para identificar una direccion de
Internet.

Usted, suy sus

Se refieren a la persona o Entidad que formaliza el Contrato con un Proveedor de Servicios al
Comercio (que, a veces, se denomina “Establecimiento” o “Negocio” en esta Guia Operativa del
Comercio).

Este documento contiene informacion confidencial y de secreto comercial, y no se debe Octubre del 2021 102
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Change Bars

Change bars are vertical lines in the left margin that identify revised, added, or removed text. All changes in the
Merchant Operating Guide are indicated with a change bar as shown here:

Summary of Changes Table

Important updates are listed in the following table and are also indicated in the Merchant Operating Guide with a

change bar.
Chapter Section/Subsection Description of Change
Chapter 1, "Introduction” Section 1.4, "Changes in the Merchant  Clarified language.

Operating Guide"

Chapter 2, "Doing Business Subsection 2.5.1, "Merchant Category  Updated MCC requirements.

with American Express" Codes"
Subsection 2.5.2, "Compliance with Clarified language.
Payment Product Terms and
Conditions"
Chapter 4, "Transaction Section 4.8, "Charge Records" + Clarified Charge Record requirements.
Processing” + Added exclusion for split shipment Transactions.
Section 4.18, "Recurring Billing Clarified Recurring Billing requirement.
Charges"
Section 4.19, "Processing Prepaid Added Prepaid Cards' requirements.
Cards"
Section 4.22, "Split Shipment Added requirements for split shipment Transactions
Transactions" section.
Chapter 5, "Authorizations" Section 5.4, "Estimated Authorization" Increased the Estimated Authorization percentage from
20% to 30% for restaurant and bars.
Chapter 8, "Protecting Section 8.2, "Definitions" Updated definitions.
Cardmember Information"
Section 8.3, "Targeted Analysis Revised existing policy around Targeted Analysis
Program (TAP)" Program (TAP).

Chapter 10, "Risk Evaluation" Section 10.2, "Prohibited Merchants" Added/modified industries.
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Chapter Section/Subsection Description of Change

Chapter 12, "Specific Subsection 12.12.1, "Lodging" Relocated Estimated Authorization language to
Industries" Section 5.4, "Estimated Authorization".

Subsection 12.12.2. "Vehicle Rentals"

Glossary of Terms Added/modified definitions.
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1.1 About American Express

American Express was established more than 160 years ago and has undergone remarkable
changes over the years. One characteristic has remained constant, however: our commitment
to the core values of our founders. American Express is guided by a value system that is
steadfastly focused on doing business in more than 130 countries around the globe with trust
and integrity, delivering quality products and services to our valued customers.

The American Express Network operates worldwide, including in Territories where Applicable
Law, or other considerations, may require that certain of our Affiliates or licensees act as
Acquirers.

The Network also supports millions of Merchants globally and processes a vast number of
Transactions daily, forging relationships between Cardmembers and Merchants. We help build
the businesses of millions of Merchants, from neighborhood shops to multinational
corporations.

1.2 About the Merchant Operating Guide

121

We are pleased to provide the American Express Merchant Operating Guide. It offers best
practices, helpful tips, and available tools to assist your businesses. You can be more
successful if you have access to and understand Card acceptance policies and procedures.

To serve all Merchants consistently, we require them to operate under the Merchant Operating
Guide.

This Merchant Operating Guide sets forth the policies and procedures governing your
acceptance of the American Express® Card. It is a part of, and is hereby incorporated by
reference into, the Merchant Agreement with your Merchant Services Provider ("the
Agreement"). You agree to be bound by and accept all provisions in the Merchant Operating
Guide (as changed from time to time) as if fully set out in the Agreement and as a condition of
your agreement to accept the Card.

You should consult with your Merchant Services Provider for further information about any
policy or procedure contained in the Merchant Operating Guide.

Intended Audience for this Guide

This Merchant Operating Guide is intended for use by Merchants that have entered into a legally
binding Agreement with a Merchant Services Provider based in Mexico to accept the American
Express® Card. While not an exhaustive list, qualifying Merchants:

» are physically located and maintain a bank account at a financial institution in Mexico;

+  havean estimated annual American Express Charge volume of less than MXN $3,000,000;
and,

« transactin Mexican currency (MXN) only and receive payment from its Merchant Services
Provider into a local bank account.

1.3 Organization of the Merchant Operating Guide

Information boxes like this one
are displayed throughout the
Merchant Operating Guide to
highlight important information
such as definitions, fraud alerts,

The American Express Merchant Operating Guide is designed to meet the needs of busy
Merchants. The content is organized into:

+ global policies that apply to your Establishment, and
»  country-specific policies that apply to your Establishments located in the specific country

helpful tips, and further listed.
information.
This document contains sensitive, confidential and trade secret information, and must not be October 2021 2
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You should read the global
policies together with any
country-specific policies that
follow. The two sections are
organized one after the other,
making it easier to read and find
the information you need.

In the event of any conflict between the global policies and country-specific policies, the
requirements of the country-specific policies take precedence. In the event of any conflict
between the Agreement and Applicable Law, the requirements of law govern.

The Merchant Operating Guide follows the flow of the Transaction process—from Card
acceptance, to Authorization, to Submission, to Settlement, to Disputed Charges, to
Chargebacks. To make it easier for you to locate the information you need quickly, the
Merchant Operating Guide was designed with the following functionality:

» Important information is identified throughout the Merchant Operating Guide using the
information boxes to the left of the main text.

+  Point-and-click links to and from chapters are identified by blue underlined text when
viewing the Merchant Operating Guide online.

« Atable of contents and comprehensive glossary are provided in the Merchant Operating
Guide.

+ Capitalized terms used in the Merchant Operating Guide have the meanings ascribed to
them in the Glossary of Terms. In addition, certain specialized terms also appear and are
defined in the chapter or section in which they are used.

« Allamounts referenced herein are stated in Mexican Pesos.

1.4 Changes in the Merchant Operating Guide

141

14.2

American Express reserves the right to make changes to the Merchant Operating Guide in
scheduled changes and at any time in unscheduled changes as set forth in Subsection 1.4.1
"Scheduled Changes" and Subsection 1.4.2, "Unscheduled Changes" below. You agree to
accept all such changes (and further to abide by the changed provisions of the Merchant
Operating Guide) except where Applicable Law takes precedence.

Scheduled Changes

The Merchant Operating Guide is published twice each year, in April and October. You may
obtain the latest version of the Merchant Operating Guide by visiting
WWww.americanexpress.com.mx/guia-comercio, or by contacting your Merchant Services
Provider.

+ arelease of scheduled changes, to be published every April, with changes that shall take
effect in the following October or on such other date as we set forth in the Merchant
Operating Guide, and

» arelease of scheduled changes, to be published every October, with changes that take
effect in the following April or on such other date as we set forth in the Merchant Operating
Guide.

Where a scheduled change is to take effect during the period between two editions of the
Merchant Operating Guide, we will also include the change in the edition of the Merchant
Operating Guide covering the period during which the change shall take effect, noting the
effective date of the change.

Unscheduled Changes

American Express may also change the provisions of the Merchant Operating Guide in separate
unscheduled releases at any time which shall take effect ten (10) days after notice to you and
your Merchant Services Provider unless another effective date is specified in the notice.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 3
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2.1 Introduction

At American Express, we feel privileged to do business with Merchants like you and want to
help make the process of accepting Cards as simple as possible. The Merchant Operating Guide
explains the policies and procedures related to accepting American Express Cards. It also
highlights some of the services and tools that can help your business. This chapter outlines
some general concepts that relate to doing business with American Express.

2.2 Benefits of Accepting the American Express Card

The decision you have made to accept the American Express Card demonstrates a
commitment to the millions of Cardmembers who carry the Card. Accepting the Card allows
you to:

«  offer your customers the convenience of paying with American Express Cards, and

+ improve retention by allowing customers with recurring Charges to pay automatically.

2.3 Merchant Information

Incorrectinformation may result
in servicing issues. For example,
if your business name changes
and American Express is not
notified, your customers may
not recognize the Charge on
their statements. This could
result in Disputed Charges.
Please contact your Merchant
Services Provider if your
business information changes.

You agree that, upon providing contact information to your Merchant Services Provider,
American Express may send you commercial marketing messages, including information on
products, services, and resources available to your business. These messages may be sent to
the mailing address, phone numbers, email addresses, or fax numbers you provide. If you
provide a wireless phone number, you agree that American Express may contact you at that
number and the communication American Express sends may include autodialed short
message service (SMS or "text") messages or automated or prerecorded calls. If you provide a
fax number, you agree that American Express may send you fax communications. American
Express may otherwise use and share your information for business purposes and as
permitted by Applicable Law. American Express uses reasonable administrative, technical, and
physical security measures to protect Merchant information consistent with the sensitivity of
the information.

You may opt out of receiving American Express commercial marketing communications about
products and services by contacting your Merchant Services Provider directly via inbound
telephone, email, website, or any other means identified by your Merchant Services Provider, or
by exercising any opt-out option that American Express may describe or offer in emails, SMS
messages, faxes, or other communications. If you have opted-out, you may continue to receive
important transactional or relationship communications from American Express. In addition,
you may continue to receive marketing communications from American Express while
American Express updates its records to reflect your opt-out choice.

2.4 Use of Third Parties

As a Merchant, you make decisions and choices on behalf of your business each and every day.
Some Merchants choose to deal directly with us for all aspects of the Transaction process;
others enlist the assistance of various third parties to provide them with services. These third
parties are your Covered Parties and may include:

*  Merchant Services Provider/Service Providers/processors,
»  Terminal Providers,

* Vendors, and

+  Other agents contracted to operate on your behalf.

You may retain, at your expense, such third parties; however, you remain financially and
otherwise liable for all obligations (including confidentiality obligations and compliance with

This document contains sensitive, confidential and trade secret information, and must not be October 2021 5
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the Technical Specifications), services, and functions they perform under the Agreement for
you, such as the technical requirements of authorizing and submitting Transactions to us, as if
you performed such obligations, services, and functions.

You are responsible and liable for all problems and expenses caused by your Merchant Services
Provider and/or third parties, including any Settlement payments misdirected to other parties
because of the misprogramming of your Point of Sale (POS) System by your Merchant Services
Provider and/or third parties.

2.5 Compliance with the Technical Specifications

251

If you are unsure of the MCC
assigned to you, please contact
your Merchant Services
Provider. We also recommend
that you review your
Authorization and Submission
data periodically to ensure it
accurately represents your
industry classification. If it is not
accurate, please contact your
Merchant Services Provider.

252

This document contains sensitive, confidential and trade secret information, and must not be

Avast number of Transactions traverse, and are processed by, the American Express Network.
Merchants, processors, Terminal Providers, and others must conform to the American Express
Technical Specifications in order to connect to and transact on the Network.

Each Authorization request and Transaction, including data contained therein, must comply
with the American Express Technical Specifications, any other (or different) requirements of
our local operating centers and Applicable Law. We reserve the right to modify the American
Express Technical Specifications or requirements of our local operating centers.

You must ensure that you and any third parties you enlist to facilitate Transaction processing
comply with the American Express Technical Specifications (valid and accurate data must be
provided for all data elements in accordance with the American Express Technical
Specifications).

Contact your Merchant Services Provider for further information about complying with these
specifications.

Merchant Category Codes

You must use the Merchant Category Code (MCC) that most closely represents your industry
classification. If you have multiple, clearly distinct businesses, then those businesses should be
segmented across the appropriate MCCs and Merchant Numbers. If you have multiple
businesses, but a distinction between them is not clear or cannot reasonably be determined,
then you should use the MCC which most closely represents your business’s primary industry
classification.

You must make sure your MCCs are accurate and provide the appropriate MCC in all
Authorizations and Submissions. If the MCC used in the Submission does not match the MCC
of the corresponding Authorization, you agree to remediate the mismatch as soon as possible,
at your own expense and in accordance with any instructions you may receive from us or your
Merchant Services Provider. Failure to comply with MCC data requirements may result in the
assessment of non-compliance fees. Please work with your Merchant Services Provider if you
have questions related to your MCC assignment.

Compliance with Payment Product Terms and Conditions

We offer various payment processing solutions and products. If you choose to utilize one or
more such products, you and your Merchant Service Provider must comply with the
corresponding terms and conditions, which we may update from time to time, and which are
available at www.americanexpress.com/merchantspecs. In the event of any conflict between
the terms and conditions of the payment processing product and the Merchant Operating
Guide, the terms and conditions of the payment processing product will prevail. All products
and services may not be available to all Merchants.

October 2021 6
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2.6 Establishment Closing

If you close any of your Establishments, you must follow these guidelines:

»  Notify your Merchant Services Provider and follow their guidelines for notification of
Establishment closing.

*  Your policies must be conveyed to the Cardmember prior to completion of the Charge and
printed on the copy of a receipt or Charge Record the Cardmember signs. See Section 4.11
"Return and Cancellation Policies" for additional information.

+ If youare not providing refunds or exchanges, post notices indicating that all sales are final
(e.g., at the front doors, by the cash registers, on the Charge Record and on your websites
and catalogs).

»  Your return and cancellation policies must be clearly disclosed at the time of sale.

»  For Advance Payment Charges or Delayed Delivery Charges, you must either deliver the
goods or services for which you have already charged the Cardmember or issue Credit for
any portion of the Charge for which you have not delivered the goods or services.

2.7 \Verification and Disclosure of Information

You acknowledge that when you provide information to your Merchant Services Provider that
such information may be disclosed and shared with your Merchant Services Provider's agents,
subcontractors, Affiliates, and other parties, including American Express, industry
organizations, and reporting agencies, for any purpose permitted by Applicable Law.

You further acknowledge that, by entering into the Agreement with your Merchant Services
Provider, you provide permission to obtain or disclose information in connection with the
Agreement, release and waive any right or Claim arising out of or related to such disclosure,
including defamation Claims, even if the information that is disclosed is incorrect or
incomplete. You acknowledge that your business name and the name of your principals may be
reported to the MATCH™ (Member Alert to Control High Risk Merchants) listing maintained by
MasterCard. You hereby specifically consent to the reporting, and waive and hold American
Express and your Merchant Services Provider harmless from all Claims and liabilities you may
have as a result of such reporting.

2.8 Permitted Uses of Merchant Information

For the purpose of communicating your acceptance of the Card, American Express may use
your name, address (including website addresses or URLs), customer service telephone
numbers, and/or industry classification in any media at any time. The information is based on
that what you have provided to your Merchant Services Provider or that is otherwise publicly
available.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 7
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3.1 Card Acceptance

You must accept the Card as payment for goods and services sold
(other than those goods and services prohibited under

Section 3.3, "Prohibited Uses of the Card"), or (if applicable) for
charitable contributions made, at all of your Establishments,
except as expressly permitted by Applicable Law. You are jointly
and severally liable for the obligations of your Establishments
under the Agreement.

By accepting the Card at your Establishment, you are providing
your customers with convenience and flexibility in the choice of
payment methods offered.

3.2 Treatment of the American Express Brand

Youmay issue policies related to For the past 160 years, American Express has built a brand that is synonymous with trust,

customer identification, and integrity, security, quality, and customer service. American Express works diligently to uphold
define minimum Charge its reputation, and restrict Merchants from engaging in activities that would harm American
amounts, subject to Applicable Express' business or brand.

Law and your Agreement with

your Merchant Services Except as expressly permitted by Applicable Law, you must not:

Provider.

» indicate or imply that you prefer, directly or indirectly, any Other Payment Products over
the Card,

+  try todissuade Cardmembers from using the Card,
»  criticize or mischaracterize the Card or any of American Express' services or programs,

+ trytopersuade or prompt Cardmembers to use any Other Payment Products or any other
method of payment (e.g., payment by check),

+ impose any restrictions, conditions, disadvantages, or fees when the Card is accepted that
are not imposed equally on all Other Payment Products, except for electronic funds
transfer, cash or check,

»  suggest or require Cardmembers to waive their right to dispute any Transaction,

* engage in activities that harm American Express' business or the American Express Brand
(or both),

+  promote any Other Payment Products (except your own private label card that you issue
for use solely at your Establishments) more actively than you promote the Card, or

« convert the currency of the original sale Transaction to another currency when requesting
Authorization or submitting Transactions (or both).

3.21 Treatment of the American Express Marks

Whenever payment methods are communicated to customers, or when customers ask what
payments are accepted, you must indicate your acceptance of the Card and display American
Express' Marks (including any Card application forms provided to you) as prominently and in
the same manner as any Other Payment Products.

American Express' corporate logo, the “American Express® Blue Box” logo, is the strongest
visual symbol of American Express' image. The “Blue Box" represents and reinforces the high
quality service and values of American Express. The appropriate version of the “Blue Box" logo
must be displayed on all point-of-purchase materials and signs. The following guidelines apply
to your use of the “Blue Box" logo in communications:

+  Maintain at least 1/3 “X" (where “X" is equal to the height of the Blue Box Logo) between
the Logo and any accompanying element

This document contains sensitive, confidential and trade secret information, and must not be October 2021 9
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+  The “Blue Box" logo minimum size is 3/8" and 1/2" is the preferred size.

+  The “Blue Box" logo must always be shown in the pre-approved "American Express blue"
or, in one- or two-color communications, black.

You must not use American Express' Marks in any way that injures or diminishes the goodwill
associated with the American Express Mark, nor in any way (without American Express'’ prior
written consent) indicate that American Express endorses your goods or services. You shall
only use American Express' Marks as permitted by the Agreement and shall cease using
American Express' Marks upon termination of the Agreement.

For additional guidelines on the use of American Express' Marks, contact your Merchant
Services Provider.

3.3 Prohibited Uses of the Card

An example of selling something
that infringes the rights of a
Rights-holder, is the sale of
counterfeit goods.

You must not accept the Card for any of the following:
* adult digital content sold via Internet Electronic Delivery,

+ amounts that do not represent bona fide sales of goods or services (or, if applicable,
amounts that do not represent bona fide charitable contributions made) at your
Establishments; for example, purchases at your Establishments by owners (or their family
members) or employees contrived for cash flow purposes, or payments that you have
accepted in order to advance cash to Cardmembers in connection with the Transaction,

+ amounts that do not represent bona fide, direct sales by your Establishment to
Cardmembers made in the ordinary course of your business,

» cash or cash equivalent; for example, purchases of gold, silver, platinum, and palladium
bullion and/or bars (collectible coins and jewelry are not prohibited), or virtual currencies
that can be exchanged for real currency (loyalty program currencies are not prohibited),

»  Charges that the Cardmember has not specifically approved,

+  costs or fees over the normal price of the goods or services (plus applicable taxes) that the
Cardmember has not specifically approved,

+ damages, losses, penalties, or fines of any kind, except as provided in Section 4.21
"Property Damage to Accommodations and Other Rentals" and Subsection 12.12.2.3.
"Capital Damages",

+ gambling services (including online gambling), gambling chips, gambling credits, or lottery
tickets,

unlawful/illegal activities, fraudulent business transactions or when providing the goods or
services is unlawful/illegal (e.g., unlawful/illegal online internet sales of prescription
medications or controlled substances; sales of any goods that infringe the rights of a
Rights-holder under laws applicable to American Express, you, or the Cardmember),

+ overdue amounts or amounts covering returned, previously dishonored or stop-payment
checks (e.g., where the Card is used as a payment of last resort),

+ amounts that represent repayment of a cash advance including, but not limited to, payday
loans, pawn loans, or payday advances,

+ sales made by third parties or Entities conducting business in industries other than yours,
or

«  otheritems of which American Express or your Merchant Services Provider notifies you.
You must not use the Card to verify your customer's age.

For more information on prohibited industries, and on how American Express monitors such
uses of the Card, see Chapter 10, "Risk Evaluation".

This document contains sensitive, confidential and trade secret information, and must not be October 2021 10
disclosed to third parties without the express prior written consent of American Express.
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3.4 Prohibited Merchants

Some Merchants, and/or some of their Establishments, are not eligible (or may become
ineligible) to accept the Card. Such Merchants or Establishments will be denied the privilege to
accept the Card if it is determined that they meet one or more of the criteria for a prohibited
Merchant, including the criteria set forth in Chapter 10, "Risk Evaluation”. For additional
information regarding Prohibited Merchants, contact your Merchant Services Provider directly.

3.5 Treatment of American Express Cardmember Information

Remember, if the Agreement
terminates, Cardmember
Information can only be retained
according to the Payment Card
Industry Data Security Standard
(PCI DSS), which is available at
www.pcisecuritystandards.org.

Any and all Cardmember Information is confidential and the sole property of the Issuer,
American Express or its Affiliates.

Except as otherwise specified, you must not disclose Cardmember Information, nor use nor
store it, other than to facilitate Transactions at your Establishments in accordance with the
Agreement. For more information, see Section 4.4, "Completing a Transaction at the Point of
Sale".

For more information about protecting Cardmember Information, see Chapter 8, "Protecting
Cardmember Information”.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 11
disclosed to third parties without the express prior written consent of American Express.
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4.1

Introduction

In today's marketplace, point of sale Transactions encompass a wide variety of customer
options, including:

. in-store Transactions

. internet/e-commerce Transactions

*  Application-initiated Transactions

+  phone/mail order Transactions

»  Customer Activated Terminal (CAT) Transactions

This chapter of the Merchant Operating Guide addresses Transaction processing and offers
specific procedures and guidelines for dealing with various Transaction types. It covers Card
Present, Card Not Present, the acceptance of Prepaid Cards, and more. In all situations, you

should consult with your Merchant Services Provider's instructions for Transaction processing
for additional information and guidance.

4.2 Transaction Process

The first step in understanding the Card acceptance process is to understand the American
Express Transaction process.

The following graphic illustrates the high level phases that occur throughout the Transaction
process. We will refer to this Transaction process at various points throughout the Merchant
Operating Guide.

DATA SECURITY

TRANSACTION PROCESS*

by =

L]
Cardmember Merchant Merchant Merchant Cardmember Adispute
utilizes Card obtains submits Services receives caseis
for payment Authorization Charge for Provider billing opened
Settlement settles with statement
Merchant

FRAUD DETECTION

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

4.3 American Express Payment Options

In an ongoing commitment to offering a variety of products, American Express Issuers deliver a
wide range of payment options.

Payment options available in your area may include:
Credit and Charge Cards

*  Charge Cards and standard Credit Cards
+  Cash Rewards Cards

This document contains sensitive, confidential and trade secret information, and must not be October 2021 13
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+  Small Business and Corporate Cards

*+  Many more

Additional products and services

*  Prepaid Cards

» Travelers Cheques

+  Gift Cheques

»  Contactless (both physical Cards and Mobile Devices)

4.4 Completing a Transaction at the Point of Sale

When Cardmembers make an
Application-initiated
Transaction or pay using other
mobile phone or tablet
application based payments
(which Cardmembers may have
created by providing
Cardmember Information when
the account was established),
the Transaction Data collected
to facilitate the Card Not Present
Charge has already been
provided directly by the
Cardmember. In this scenario,
you are not required to have the
Cardmember re-enter the
Transaction Data.

Transaction Data

All information required by
American Express evidencing
one or more Transactions,
including information obtained
at the point of sale, information
obtained or generated during
Authorization and Submission,
and any Chargeback.

All valid Transactions begin with a Cardmember's purchase at the point of sale. Whether the
physical Card is used to facilitate a Card Present Charge, or the Cardmember provides his or
her Cardmember Information over the phone, via mail order, or the internet, the Transaction
must not be completed without the Card and/or information provided by the Cardmember.

To accept the Card for Charges at your Establishments, at the point of sale, you must:

+ clearly and conspicuously, disclose all material terms of sale prior to obtaining an
Authorization, and

+ clearly and conspicuously inform Cardmembers at all points of interaction (e.g., sales
conducted in person, over the internet, mobile or via mail or telephone order) what Entity
is making the sales offer, so that the Cardmember can clearly distinguish you from any
other party involved in the interaction (e.g., a vendor of goods or provider of services you
may engage, or another Merchant seeking to conduct business with the Cardmember).

The Transaction Data you collect to facilitate the Charge must be, or have been, provided
directly to you by the Cardmember.

You must not accept or have accepted Transaction Data from, nor shall you provide or have
provided Transaction Data to, any third parties other than your Covered Parties. If you fail to
comply with this requirement, you may be assessed non-compliance fees and/ or have your
Card acceptance privileges at your Establishments suspended or disentitled.

4.5 Processing an In-Person Charge

American Express offers a
variety of fraud prevention
solutions that can be enabled at
the point of sale. Contact your
Merchant Services Provider for
information related to fraud
prevention solutions that may
be available for your use.

This document contains sensitive, confidential and trade secret information, and must not be

In-Person Charges refer to Charges in which the Card and Cardmember are present at the point
of sale. An example of this is when a Cardmember presents a Card to the Merchant at a retail
store.

For all In-Person Charges, the Card must be presented. There are several ways in which an In-
Person Charge can be conducted. The steps taken vary according to how the following two
types of In-Person Charges are conducted:

+ electronic Charges
«  key-entered Charges

October 2021 14
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Only the person whose name
appears on an American
Express Card s entitled to useit.
Cards are not transferable.

Electronic Charges

Electronic POS Systems automatically capture required information from the Card so it can be
used to request Authorization for the Charge. Electronic charges can be conducted in a variety
of ways depending on the type of Card presented.

+  Magnetic Stripe Cards — contain Cardmember and Card account information on the stripe
on the back of the Card, or in a contactless Chip embedded in the Card.

»  Chip Cards — contain a Chip on which data is stored (including Cardmember and Card
account information), which the POS System can read in order to guide the processing of
the Transaction.

*  Mobile Devices — An Issuer approved and American Express recognized electronic device
(including but not limited to, a mobile telephone, tablet, or wearable device) that is enabled
to initiate a Digital Wallet Payment Transaction.

Some Magnetic Stripe, Chip Cards, and Mobile Devices may be read over the contactless
interface of the POS System. The Charge Record is then created from the information captured
during the electronic Charge.

You must work with your Merchant Services Provider if you have questions about your POS
System’s capabilities.

4.5.1.1 Magnetic Stripe Card Charges

When presented with a Card at the point of sale, you must:

1. Verify that the Card is not visibly altered or mutilated (see Chapter 9, "Fraud Prevention"
for additional information),

2. Capture Magnetic Stripe data by swiping the Card (unless the Charge was already initiated
by waving the contactless Chip Card in close proximity to the POS System as described in
Subsection 4.5.1.3, "Contactless Chip Card Charges"),

3. Obtain an Authorization Approval,

4. \Verify the Card's Expiration Date,

5. Match the Card Number and the Expiration Date on the Card to the same information on
the Charge Record, and

6. Ensure the name that prints on the Charge Record matches the name on the front of the
Card.*

7. If you choose or are required by Applicable Law to obtain a Cardmember signature, see
Subsection 4.5.1.2.1, "Obtaining Signature for In-Person Charges".

* Except when the Cardmember name is not captured on the Charge Record or for Prepaid
Cards that do not show a name on their face.

If you encounter an In-Person Transaction that raises concern, refer to Subsection 4.5.3.
"Actions for In-Person Charges" and proceed accordingly.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 15
disclosed to third parties without the express prior written consent of American Express.
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In the case of Chip and PIN
Transactions, if the PIN is not
validated, you may be liable for
Chargebacks unless your
Establishment and the Charge
qualify for the No PIN Program
(see Section 4.17, "No PIN

Program".

4.5.1.2 Contact Chip Card Charges

When presented with a Chip Card to be inserted into a Chip Card reader, you must:

1. Verify that the Card is not visibly altered or mutilated (see Chapter 9, "Fraud Prevention"
for additional information).

2. Capture Chip Card Data by inserting the Card into the Chip Card reader.

The POS System will advise Cardmembers to enter their PIN (a Chip and PIN Charge) or
complete the Transaction without a PIN. You can also set your POS System to prompt the
Cardmember to sign for the Charge (a Chip and signature Charge). See

Subsection 4.5.1.2.1, "Obtaining Signature for In-Person Charges".

For Chip and PIN Charges: Cardmembers will enter their PIN into the POS System using
the keypad. If the Chip and PIN Charge is unable to be completed due to a technical
problem, the POS System will show an error message. Follow the procedures for a swiped
Charge in Subsection 4.5.1.1, "Magnetic Stripe Card Charges". Failure to validate the PIN,
when required, can render you liable for Chargebacks if the Cardmember disputes the
Charge. Validating a PIN may not be required if your Establishment and the Charge qualify
for the No PIN Program (see Section 4.17, "No PIN Program" for additional information).

3. Obtain an Authorization Approval.
4. \Verify the Card's Expiration Date.

5. Match the Card Number and the Expiration Date on the Card to the same information on
the Charge Record, and

6. Ensure the name that prints on the Charge Record matches the name on the front of the
Card.*

7. If you choose or are required by Applicable Law to obtain a Cardmember signature, see
Subsection 4.5.1.2.1, "Obtaining Signature for In-Person Charges".

* Except when the Cardmember name is not captured on the Charge Record or for Prepaid
Cards that do not show a name on their face.

If your POS Systems have not been upgraded to accept and process Chip and PIN Cards, and a
Chip Card is presented, American Express may exercise Chargeback for counterfeit, lost,
stolen, or non-received fraud. Contact your Merchant Services Provider for additional
information regarding your POS System'’s capabilities.

If your POS Systems have been so upgraded and a Chip Card is presented:

»  American Express may exercise Chargeback for lost, stolen, and non-received fraud if a
Chipand PIN Card is presented and the Charge is facilitated as a Chip and Signature
Charge.

«  American Express will not exercise Chargeback for counterfeit, lost, stolen, or non-
received fraud if, due to a technical problem with the terminal, you are unable to complete
the Charge as a Chip Card Charge.

If you upgrade your POS System for Chip and PIN acceptance for Other Payment Products,
then you must comply with the Technical Specifications and other requirements American
Express makes available.

If you are presented with a Chip Card and manually key the Transaction, you may be subject to
counterfeit, lost/stolen and non-received fraud Chargebacks.

4.5.1.2.1 Obtaining Signature for In-Person Charges

If you choose or are required by Applicable Law to obtain signature on a manual
imprint, printed, or electronic Card Present Charge, you must:

1. Obtain signature and verify that the signature is identical to the name on the
Card* and

This document contains sensitive, confidential and trade secret information, and must not be October 2021 16
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Mobile Devices do not have the
same security features as a
traditional plastic Card. For
instance, the screens on the
Mobile Device may not display all
the digits of the Card Number
and expiration date, or the
Cardmember name. Likewise,
there may not be a CID visible on
the handset screen.

2. Compare the signature (when obtained) on the Charge Record with the signature
on the Card.

* Except when the Cardmember name is not captured on the Charge Record or for
Prepaid Cards that do not show a name on their face.

4.5.1.3 Contactless Chip Card Charges

Some Chip Card Charges involve transmission of payment information when the Card is waved
in close proximity to a contactless reader. Merchants that choose to accept Contactless
payments must comply with the current American Express contactless POS System
requirements. Work with your Merchant Services Provider if you have questions related to
Contactless Chip Card acceptance.

When presented with a Chip Card to be read via a contactless reader, you must:

1. Capture Magnetic Stripe or Chip Card Data using the contactless reader, and
2. Obtain an Authorization Approval.

For contactless Charges that are $100 or less, a signature is not required. Section 4.17,"No PIN
Program" does not apply to these Charges. For contactless Charges that are $100 or less, your
Merchant Services Provider will not exercise a counterfeit, lost, stolen, or non-received fraud
Chargeback provided that Magnetic Strip or Chip Card Data was captured and an authorization
approval was obtained.

For Charges above $100, or if any of the following exclusions apply, follow the Card acceptance
procedures outlined in either Subsection 4.5.1.1, "Magnetic Stripe Card Charges",
Subsection 4.5.1.2, "Contact Chip Card Charges", or Subsection 4.5.1.4, "Digital Wallet

Payments".

Exclusions:

»  Prohibited Merchants or prohibited Transactions (or both) as defined in Chapter 10, "Risk
Evaluation". See Section 3.3, "Prohibited Uses of the Card".

+  High Risk Merchants as defined in Section 10.3.1, "High Risk Merchants".
*  Merchants placed in American Express' Fraud Full Recourse Program.
4.5.1.4 Digital Wallet Payments

Digital wallets within a Mobile Device facilitate Transactions as follows:

»  For aDigital Wallet Contactless-initiated Transaction, the Mobile Device completes a Card
Present Charge by waving the device in close proximity to a contactless-enabled POS
System.

»  For aDigital Wallet Magnetic Secure Transmission Transaction, the Mobile Device
completes a Card Present Charge by waving the device in close proximity to the magnetic
swipe-enabled POS System.

«  ForaDigital Wallet Application-initiated Transaction, the Mobile Device completes a Card
Not Present Charge (typically made online) using a software application within the Mobile
Device and not the contactless payment application.

When presented with a Mobile Device for a Card Present Charge, you should:

1. Capture Magnetic Stripe or Chip Card data by having the Cardmember wave the Mobile
Device in close proximity to the contactless reader or magnetic swipe-enabled POS
System. If you choose to accept contactless payments, you should consult with your
Merchant Services Provider to ensure compliance with the current American Express
contactless POS System requirements.

2. Obtain an Authorization Approval.

3. If you choose or are required by Applicable Law, obtain a signature, see
Subsection 4.5.1.2.1, "Obtaining Signature for In-Person Charges".

This document contains sensitive, confidential and trade secret information, and must not be October 2021 17
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45.2

Only the person whose name
appears on an American Express
Card is entitled to use it. Cards
are not transferable.

In-Person Charges that must be
key-entered because the
Magnetic Stripe cannot be read
are more likely to be fraudulent.
See Chapter 9, "Fraud
Prevention" to learn how to
inspect the Card and for
procedures to follow when you
suspect fraud. Transactions that
are manually key-entered when
a Chip Cardis presented may be
subject to counterfeit, lost/
stolen and non-received
Chargebacks in the event of a
fraud dispute. To minimize your
risk of Chargebacks, avoid
manually key-entered
Transactions whenever
possible.

This document contains sensitive, confidential and trade secret information, and must not be

4. If applicable, have the Cardmember complete a Consumer Device Cardholder Verification
Method (CDCVM) on contactless initiated Transactions.

5. Continue to include an indicator in the Authorization that the Transaction is a contactless
Transaction, if applicable.

6. If aMobile Device initiated Transaction cannot be processed for any reason, you should
request that the Cardmember provide the companion physical Card and complete the
Transaction by following the relevant Card acceptance procedures outlined in:

*  Subsection 4.5.1.1, "Magnetic Stripe Card Charges", or
e Subsection 4.5.1.2, "Contact Chip Card Charges".

For Application-initiated Transactions, you should follow Card Not Present Charge policy as
described in Section 4.7, "Processing a Card Not Present Charge".

For a Transaction to be recognized as Digital Wallet Application-initiated Transaction, you
should:

1. Consult with your Merchant Services Provider to arrange for certification for Digital Wallet
Application-initiated Transactions.

2. Include appropriate indicators in the Authorization and Submission that the Transaction is
a Digital Wallet Application-initiated Transaction (see Section 2.5, "Compliance with the
Technical Specifications").

Key-Entered Charges

There are instances when you may need to key-enter an In-Person Charge. This occurs most
often when the POS System cannot read the Card.

If the Card cannot be read electronically, and you wish to key-enter the Transaction, then you
must:

1. Verify that the Card is not visibly altered or mutilated,

Key-enter the data,

Obtain an Authorization Approval,

Verify the Card's Expiration Date,

Match the Card Number and the Expiration Date on the Card to the same information on
the Charge Record, and

Validate the Card's presence by taking an imprint of the Card (the imprint is for your
records). Failure to validate the Card's presence by taking an imprint of the Card can
render you liable for Chargebacks if the Cardmember disputes the Charge.

O AW

o

* Except when the Cardmember name is not captured on the Charge Record or for Prepaid
Cards that do not show a name on their face.

You may still be subject to other fraud Chargebacks, including counterfeit, lost, stolen, and non-
received for manually key-entered Transactions.

You may also validate the Card's presence by performing Card Identification (CID) verification.
See Subsection 9.10.1, "Card Not Present Fraud Tools" for additional information.

Key-entered Charges that occur when a Chip Card is presented are subject to Chargeback for
counterfeit, lost, stolen and non-received fraud.

Contact your Merchant Services Provider for additional guidance or to obtain information on
fees assessed on Key-entered Charges.

October 2021 18

disclosed to third parties without the express prior written consent of American Express.



AMERICAN EXPRESS

453

Actions for In-Person Charges
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The following table describes the course of action required during an In-Person Transaction

process:

The Card is obviously altered or counterfeit.

The Cardmember is attempting to use the
Card outside of its Valid Dates.

Note: Cards are valid through the last day of
the month on the front of the Card.

It appears that someone other than the
Cardmember is attempting to use the Card.

The signature does not match the name on
the Card.

You are unable to obtain Authorization
electronically.

The Authorization is Declined.

The customer presents an unsigned Card.

The customer's signature on the Charge
Record does not appear to match the
customer's signature on the Card.

The Card Numbers and Valid Dates on the
Card do not match the Charge Record.

The name on the Charge Record does not
match the name on the Card (except in the
case of a Prepaid Card which may not show a
name on its face).

The appearance of the Card, or the actions of
the customer appear suspicious.

Do not accept the Card.

Do not accept the Card. Advise the
Cardmember to contact the customer service
number on the back of the Card.

Do not accept the Card. Indicate that the
Cards are non-transferable and that only the
Cardmember is permitted to use the Card.

Contact your Merchant Services Provider with
a Code 10.

Contact your Merchant Services Provider to
obtain an Authorization.

Do not accept the Card and follow your
internal policies for handling various
Authorization responses. See Section 5.7,
"Possible Authorization Responses".

An unsigned Card is invalid. Show customer
that the Card is not signed. Ask the customer
to sign the Card and also request photo
identification (ID) such as a valid driver's
license or passport to compare the
signatures.

Contact your Merchant Services Provider with
a Code 10, or if you prefer, simply decline to
accept the Card.

This document contains sensitive, confidential and trade secret information, and must not be
disclosed to third parties without the express prior written consent of American Express.
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46 Customer Activated Terminals

Charges for purchases at Customer Activated Terminals (CATs) will be accepted provided you
meet the requirements for Charge Records as detailed in Section 4.8, "Charge Records" as well
as comply with the Technical Specifications (see Section 2.5, "Compliance with the Technical
Specifications"). You must also follow any additional requirements in order for us to accept
Charges for purchases at your CATs. Please contact your Merchant Services Provider for
additional information on CAT requirements.

You must include:

»  Full Magnetic Stripe data stream or Chip Card Data in all Authorization requests, and
+ aCATindicator on all Authorization requests and Submissions.

4.7 Processing a Card Not Present Charge

In situations where goods are
ordered through a Card Not
Present channel and the goods
are picked up at a physical
location by the Cardmember, we
recommend that you ask to see
the Card used to make the
purchase, obtain a Cardmember
signature on the pick-up form,
and obtain proof verifying the
Cardmember's identity before
releasing the goods. For other
Fraud Prevention strategies, see
Chapter 9, "Fraud Prevention".

This document contains sensitive, confidential and trade secret information, and must not be

Mail orders, telephone orders, and Internet Orders increase your business opportunities, but
such Card Not Present Charges do not provide you the opportunity to inspect the physical
Card. For these Card Not Present Charges, fraud might be difficult for you to detect.

You must:

® @D

Obtain Cardmember Obtain an Submit the
Information as Authorization Charge to
described below Approval American Express

For Card Not Present Charges, you must create a Charge Record as described in Section 4.8
"Charge Records". The information you must obtain in order to proceed with the Transaction
includes:

«  Card Number or Token, and

+  Card or Token Expiration Date.

In addition, it is recommended that you ask for:

* name as it appears on the Card,

»  Cardmember's billing address, and

» ship-to address, if different from the billing address.

American Express has the right to Chargeback for any Card Not Present Charge that the
Cardmember denies making or authorizing. American Express will not Chargeback for such

Charges based solely upon a Cardmember claim that he or she did not receive the disputed
goods if you have:

+  verified the address to which the goods were shipped was the Cardmember's full billing
address, and

«  provided Proof of Delivery signed by the Cardmember or an authorized signer of the Card
indicating the delivery of the goods or services to the Cardmember's full billing address.

October 2021 20
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If you ship goods to an alternate
address, we recommend that
you keep arecord of this. Then
you can show a record of
previous undisputed
Transactions which were
shipped to this address.

4.8 Charge Records

American Express will not be liable for actual or alleged fraudulent Transactions over the
internet and American Express will have the right to Chargeback for those Charges.
For Internet Orders, you must:

* use any separate Merchant Numbers established by your Merchant Services Provider for
Internet Orders in all your requests for Authorization and Submission of Charges, and

+  provide your Merchant Services Provider written notice of any change in your internet
address, in accordance with your Merchant Services Provider's instructions.

Additionally, if a Disputed Charge arises involving a Card Not Present Charge that is an Internet
Electronic Delivery Charge, American Express may exercise Chargeback for the full amount of
the Charge.

Ensure that your Proof of Delivery includes a courier receipt with the following information at
minimum:

» date merchandise was delivered,

«  full name of recipient, and

»  full shipping address (e.g., suite or apartment number, city, state/province, zip/postal
code, country).

When providing Proof of Delivery, a signature from the Cardmember or an authorized signer of
the Card is not required.

Contact your Merchant Services Provider for additional information and guidance on
processing Card Not Present Charges.

You must create a Charge Record for every Charge. For each Charge submitted electronically,
you must create an electronically reproducible Charge Record, that complies with the Technical
Specifications. See Section 2.5, "Compliance with the Technical Specifications".

The Charge Record (and a copy of the customer's receipt) must disclose the Authorization
Approval code and your return and/or cancellation policies. See Section 4.11, "Return and
Cancellation Policies" for additional information.

If the Cardmember wants to use different Cards for payment of a purchase, you may create a
separate Charge Record for each Card used. However, if the Cardmember is using a single Card
for payment of a purchase, you must not divide the purchase into more than one Charge, nor
create more than one Charge Record except in the case of Split Shipment Transactions. See
Section 4.22, "Split Shipment Transactions".

For all Charge Records, you must:

1. Submit the Charge to your Merchant Services Provider for payment.

2. Retain the original Charge Record (as applicable) and all documents evidencing the
Charge, or reproducible records thereof, for twenty-four (24) months. See Chapter 8
"Protecting Cardmember Information" for additional information.

3. Provide a copy of the Charge Record to the Cardmember.

You may be able to create more than one Charge Record if the purchase qualifies for a Delayed
Delivery Charge. See Section 4.16. "Delayed Delivery Charges".

This document contains sensitive, confidential and trade secret information, and must not be October 2021 21
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Pursuant to Applicable Law, truncate the Card Number and Rocco’s Pizza
do not print the Card's Expiration Date on the copies of 123 Brighton Beach Ave
. 1-800-867-5309
Charge Records delivered to Cardmembers. Truncated Card
Number digits must be masked with replacement characters Emp: Rg. 1 Printed: 12:06 PN
n nnxn n n
§uch as"x," "¥" or "#," and not blank spaces or numbers. Here Card Type: AEX XXXKKXKIOXX1002 XXTXX
is an example of a Charge Record with a truncated Card Authorization Code: 592052
Reference Number: 1002
Number. Date: 10/2/2015 12:06 PH
AMOUNT : $10.50
TIP:
TOTAL:
Signature

I agree to pay the above total
according to the card holder agreement

Chk# 19

4.9 Processing a Credit

A Credit may occur when a Merchant processes a refund for purchases or payments made on
the Card.

Follow these steps to issue a Credit:

1. Create aCredit Record.

2. Compare the last four digits on the Charge Record against the Card presented (when
applicable).

3. Have the Cardmember sign the Credit Record (optional).

4. Provide a copy of the Credit Record to the Cardmember.

You must submit Credits to your Merchant Services Provider within seven (7) days of
determining that a Credit is due and create a Credit Record that complies with your Merchant
Services Provider's requirements (see Section 4.10, "Credit Records" for additional
information). You must not issue a Credit when there is no corresponding Charge, nor issue a
Credit in exchange for cash or other consideration from a Cardmember.

You must submit all Credits under the Merchant Number of the Establishment where the
Charge originated.

A Credit must be issued in the currency in which the original Charge was submitted to your
Merchant Services Provider.

You must issue Credits to the Card used to make the original purchase; however, if the Credit is
for the return of a gift by someone other than the Cardmember who made the original
purchase, apply your usual refund policy.

If the Cardmember indicates that the Card on which the purchase was originally made is no
longer active or available, do the following:

»  Forall Cards except Prepaid Cards, advise the Cardmember that you must issue the Credit
to that Card. If the Cardmember has questions, advise him or her to call the customer
service number on the back of the Card in question.

« Iftheinactive or unavailable Card is a Prepaid Card, apply your usual refund policy for
returns.

Contact your Merchant Services Provider for additional information and guidance on
processing Credits.
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4.10 Credit Records

You must create a Credit Record for any Credit that you issue. For each Credit submitted
electronically, you must create an electronically reproducible Credit Record, and the Credit
must comply with the Technical Specifications. See Section 2.5, "Compliance with the
Technical Specifications”.

If you submit Credits on paper, you must create a Credit Record containing all of the following
required data:

«  full Card Number and Expiration Date (pursuant to Applicable Law), and if available,
Cardmember name,

+ the date the Credit was issued,

+ the amount of the Credit,

» your Establishment name and address and, if applicable, store number, and
* your Merchant Number.

For all Credit Records, you must:

1.  Submit the Credit through your Merchant Services Provider.

2. Retainthe original Credit Records (as applicable) and all documents evidencing the
Transaction, or reproducible records thereof, for twenty-four (24) months from the date
you submitted the corresponding Credit.

3. Provide a copy of the Credit Record to the Cardmember.

The retention time frame for Credit Records is twenty-four (24) months from the date you
submitted the corresponding Credit to your Merchant Services Provider.

Pursuant to Applicable Law, truncate the Card Number and do not print the Card's Expiration
Date on copies of Credit Records delivered to the Cardmember.

Contact your Merchant Services Provider for additional information and guidance on
submission of Credit Records.
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4.11

Post your return, exchange, and
cancellation policies in various
places at your Establishment,
including:

* signs near the cash
registers,

» onthe Charge Record/
sales slip the customer
signs,
in any contract the
Cardmember signs, and

« interms and conditions of
purchase on your website
with "l accept"
functionality.

Forexample, if your return policy
is that the customer can return
merchandise accompanied by a
receipt for a full refund within
thirty (30) days of the purchase,
ensure this policy is coded to
printonallreceipts and copies of
Charge Records.

It is recommended that you
submit Credits the day the
cancellation is received from the
Cardmember.

4111

Anexample of a prepaid product
return policy that is different
from your standard return policy
is if you allow returns or
exchanges on store
merchandise but sales of
prepaid products are final.

Return and Cancellation Policies

Your return and cancellation policies must be fair and clearly disclosed at the time of sale in
compliance with Applicable Law. Your policies must be conveyed to the Cardmember prior to
completion of the Charge and printed on a copy of a receipt, Charge Record, or otherwise
provided to a Cardmember in writing.

You must not give cash refunds to Cardmembers for goods or services they purchase on the
Card, unless required by Applicable Law. Your refund policy for purchases on the Card must be
at least as favorable as your refund policy for purchases made with Other Payment Products or
other payment methods.

Return Policy recommendations:

Provide clear return instructions for your customers, including the following information:
»  customer service telephone number,

» reference number for the return,

«  expected processing time for the Credit, and

« return address, preferably on a pre-formatted shipping label (if applicable).

Cancellation Policy recommendations:

Document cancellation policy and terms and conditions on the contract the Cardmember
signs, or on your website, as applicable. Provide Cardmember with a cancellation number that
can be tracked in your records.

Return Policy for Prepaid Products

This section applies to Merchants who accept the Card for the purchase of any prepaid product
(Prepaid Cards, non-American Express branded stored value or gift cards, or both). If your
return policy for the purchase of prepaid products is different from your standard return policy,
notwithstanding the requirements listed in Section 4.11, "Return and Cancellation Policies", you
must ensure that such prepaid product-specific return policy is clearly disclosed to the
Cardmember at the time of purchase and also coded to print on all receipts and copies of
Charge Records you provide to Cardmembers.

4.12 Processing Transactions for Specific Industries

4.13 Reserved

This document contains sensitive, confidential and trade secret information, and must not be

Most policies and procedures in the Merchant Operating Guide are applicable to all Merchants,
regardless of industry. Some Merchants classified in specific industries, however, are subject to
additional policies and procedures. These policies and procedures are contained in Chapter 12
"Specific Industries".
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4.14 Advance Payment Charges

Advance Payment Charge

A Charge for which full payment
is made in advance of a
Merchant providing the goods
and/orrendering the services to
a Cardmember.

Purchases involving Advance
Payment Charges generally
carry a higher level of risk than
other Charges, due to the fact
that goods and services are not
provided at the time the Charge
is processed.

Check your Merchant Services
Provider's policies for
withholding settlement for part
or all of such Charges until it is
determined that the risk has
diminished.

To minimize your risk of a
Disputed Advance Payment
Charge, always:

» clearly disclose all
reservation, sales,
cancellation, and refund
policies (see Section 4.11
"Return and Cancellation
Policies"), and

» retain a copy of the
Cardmember's written
consent, including a
detailed description and
expected delivery date of
the goods and/or services
to be provided in a format
that easily allows you to
respond to an Inquiry.

This document contains sensitive, confidential and trade secret information, and must not be

You must follow these procedures if you offer Cardmembers the option or require them to
make Advance Payment Charges for the following types of goods and/or services:

Custom-orders (e.g., orders for goods to be manufactured to a customer's specifications)
Entertainment/ticketing (e.g., sporting events, concerts, season tickets)

Tuition, room and board, and other mandatory fees (e.g., library fees) of higher educational
institutions

Travel-related services (e.g., tours, guided expeditions)

For an Advance Payment Charge, you must:

State your full cancellation and refund policies, clearly disclose your intent and obtain
written consent from the Cardmember to bill the Card for an Advance Payment Charge
before you request an Authorization. The Cardmember's consent must include:

= hisor her agreement to all the terms of the sale (including price and any cancellation
and refund policies), and

= adetailed description and the expected delivery date of the goods and/or services to
be provided.

Obtain an Authorization Approval.

Complete a Charge Record. If the Advance Payment Charge is a Card Not Present Charge,
you must also:

= ensure that the Charge Record contains the words "Advance Payment" (see
Section 4.8, "Charge Records"), and

= within twenty-four (24) hours of the Charge being incurred, provide the Cardmember
written confirmation (e.g., email or facsimile) of the Advance Payment Charge, the
amount, the confirmation number (if applicable), a detailed description and expected
delivery date of the goods and/or services to be provided and details of your
cancellation/refund policy.

If you cannot deliver goods and/or services (e.g., because custom-ordered merchandise
cannot be fulfilled), and if alternate arrangements cannot be made, you must immediately
issue a Credit for the full amount of the Advance Payment Charge which cannot be fulfilled.

In addition to other Chargeback rights, American Express may exercise Chargeback for any
Disputed Advance Payment Charge or portion thereof if, in American Express' sole discretion,
the dispute cannot be resolved in your favor based upon unambiguous terms contained in the
terms of sale to which you obtained the Cardmember's written consent.
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415 Aggregated Charges — Internet

Aggregated Charge

A Charge that combines
multiple small purchases or
refunds (or both) incurred on a
Card into a single, larger Charge
before submitting the Charge
for payment.

To minimize your risk of a

Disputed Charge with

Aggregated Charges, always:

+ confirmtothe Cardmember
the Aggregated Charge
amount and individual
purchase details (and/or
refund as applicable) at
check-out, and

+ in the email confirmation,
advise where the
Cardmember can find
additional information
about their purchases
(and/or refunds as
applicable).

If you are classified in an internet industry, you may process Aggregated Charges provided the
following criteria are met:

Clearly disclose your intent and obtain written consent from the Cardmember that their
purchases or refunds (or both) on the Card may be aggregated and combined with other
purchases or refunds (or both) before you request an Authorization.

Each individual purchase or refund (or both) that comprises the Aggregated Charge must
be incurred under the same Merchant Number and on the same Card.

Obtain a pre-Authorization of no more than USD $15 (fifteen United States Dollars) or its
equivalent in local currency . See Section 5.11, "Pre-Authorization" for additional
information.

Create a Charge Record for the full amount of the Aggregated Charge. For more
information on Charge Records, see Section 4.8, "Charge Records".

The amount of the Aggregated Charge must not exceed USD $15 or the amount for which
you obtained pre-Authorization.

Submit each Charge Record in accordance with Section 6.5, "Submission Requirements —
Electronic”. For the purposes of Section 6.5, "Submission Requirements — Electronic”, a
Charge will be deemed "incurred" on the date of the first purchase (and/or refund as
applicable) that comprises the Aggregated Charge.

Provide the Cardmember with an email containing:

= the date, amount, and description of each individual purchase (and/or refund as
applicable) that comprises the Aggregated Charge, and

= the date and the amount of the Aggregated Charge.

416 Delayed Delivery Charges

To minimize your risk of a
Disputed Charge with Delayed
Delivery Charges, always:

+ clearlydisclose all sales and
refund policies (see
Section 4.11, "Return and
Cancellation Policies"), and

+ retain a copy of the
Cardmember's written
consent in a format that
easily allows you to respond

To accept the Card for Delayed Delivery Charges, you must:

Clearly disclose your intent and obtain written consent from the Cardmember to performa
Delayed Delivery Charge before you request an Authorization,

Obtain a separate Authorization Approval for each of the two Delayed Delivery Charges on
their respective Charge dates,

Clearly indicate on each Delayed Delivery Charge Record that the Charge is either for the
deposit or for the balance of the Delayed Delivery Charge,

Submit the Delayed Delivery Charge Record for the balance of the purchase only after the
goods have been shipped, provided or services rendered,

Submit each Delayed Delivery Charge Record in accordance with Section 6.5, "Submission

to an Inquiry. . . ) —— -
Requirements — Electronic". For the purposes of Section 6.5, "Submission Requirements —
Electronic", the Charge will be deemed "incurred":
= for the deposit — on the date the Cardmember agreed to pay the deposit for the
purchase.
= forthe balance — on the date the goods are shipped, provided or services are
rendered.
*  Submit and Authorize each Delayed Delivery Charge under the same Merchant Number,
and
+  Treat deposits on the Card no differently than you would treat deposits on all Other
Payment Products.
This document contains sensitive, confidential and trade secret information, and must not be October 2021 26
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4.17 No PIN Program

The No PIN Program does not You may participate in American Express' No PIN Program. The No PIN Program allows
provide protection against all Merchants not to request a signature or a PIN from Cardmembers on the Charge Record.
Chargebacks. Evenif an
Establishment and Charge
qualify under the No PIN
Program, you may still be
subject to Chargeback for

To qualify for the No PIN Program, both the Establishment and each Charge must meet the
following criteria:

Merchant criteria:

reasons unrelated to your failure If you are classified in an industry that accepts In-Person Charges, then you may participate in
to obtain a PIN from the the No PIN Program with the exception of the following categories:

Cardmember at the point of sale.

Consult with your Merchant *  Merchants who do not conduct In-Person Charges (i.e., internet, mail order or telephone
Services Provider for more order).

information about Disputed «  Prohibited Merchants or prohibited Transactions (or both) as defined in Chapter 10, "Risk
Charges and Chargebacks. Evaluation". See also Section 3.3, "Prohibited Uses of the Card".

» HighRisk Merchants (e.g., internet electronic services or nightclubs/lounges) as defined in
Section 10.3.1, "High Risk Merchants".

*  Merchants placed in American Express' Fraud Full Recourse Program.

Charge criteria:
+  The amount or Charge must meet the established threshold.

*  The Charge submission must include the appropriate indicator to reflect that the Card and
the Cardmember were present at the point of sale.

+  The Charge submission must include a valid Approval.

Under the No PIN Program, American Express will not exercise Chargeback for such Charges
based solely on your Establishment's failure to obtain the Cardmember's PIN at the point of
sale.

If disproportionate amounts or number of Disputed Charges are received under the No PIN
Program, you must work to reduce the amount or number of Disputed Charges. If such efforts
fail, American Express may place you in a Chargeback program and your Merchant Services
Provider and/or American Express may modify participation in the No PIN Program or revoke
or terminate your participation in the No PIN Program.

Note: Obtaining Cardmember signature on Card Present Transactions is optional to complete a
Charge Record, and at your discretion, unless required by Applicable Law.
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418 Recurring Billing Charges

To minimize your risk of
Chargeback with Recurring
Billing Charges, always:

* ensure updates are applied
in a timely manner when
notified of Cardmember
cancellation or Card Number
update, and

+ obtainexpressconsent from
the Cardmember to
continue billing after the end
date of the contract.

For more tips on reducing
Chargebacks, see Chapter 11
"Chargebacks and Inquiries".

Recurring Billing is an option offered to Cardmembers to make recurring Charges
automatically on their Card. The Recurring Billing Charges are for a product or service the
Cardmember agrees to pay periodically and automatically (e.g., membership fees to health
clubs, magazine subscriptions, and insurance premiums).

If you offer Cardmembers the option to make Recurring Billing Charges, you must:

« obtain the Cardmember's express consent for you to bill the Card before submitting the
first Recurring Billing Charge, and

+ notify the Cardmember that he or she can cancel such consent at any time and provide
contact details for canceling recurring billing.

In addition to other Chargeback rights, American Express may exercise Chargeback for any
Charge which does not meet the requirements listed in this section. American Express may
also exercise Chargeback, prior to sending you an Inquiry, if you process Recurring Billing
Charges after having previously been notified that the Cardmember has canceled their consent
for Recurring Billing Charges.

The method you use to secure such consent must contain a disclosure that you may receive
updated Card account information from the Issuer.

Before submitting a Recurring Billing Charge, you must obtain Authorization and complete a
Charge Record (see Section 4.8, "Charge Records"), except with the words "signature on file," if
applicable, on the signature line and the appropriate electronic descriptor on the Charge
Record. You must flag all requests for Authorization with a Recurring Billing indicator. For
complete Authorization requirements, see Chapter 5, "Authorizations".

If the Agreement terminates for any reason, then you must notify all Cardmembers for whom
you have submitted Recurring Billing Charges that you no longer accept the Card.

You must fulfill Cardmembers' requests that you discontinue the Recurring Billing Charges
immediately and provide cancellation numbers to Cardmembers as proof of the cancellation.

The cancellation of a Card constitutes immediate cancellation of that Cardmember's consent
for Recurring Billing Charges. You will not be notified of such cancellation, nor will your
Merchant Services Provider or American Express have any liability to you arising from such
cancellation.

If a Card is canceled, or if a Cardmember cancel consent to Recurring Billing Charges, you are
responsible for arranging another form of payment (as applicable) with the Cardmember.

You must retain evidence of consent to receive updated Card account information from the
Issuer for twenty-four (24) months from the date you submit the last Recurring Billing Charge.

If you offer Cardmembers the option to make Recurring Billing Charges, you must:
» ensure that your process for cancellation of Recurring Billing is simple and expeditious,

» clearly and conspicuously disclose all material terms of the option, including, if applicable,
an initial notice of recurring billing, and the fact that Recurring Billing will continue until the
option is canceled by the Cardmember,

«  within twenty-four (24) hours of incurring the first Recurring Billing Charge, provide the
Cardmember written confirmation (e.g., email or facsimile) of such Charge, including all
material terms of the option and details of your cancellation/refund policy, and

+  where the material terms of the option change after submission of the first Recurring
Billing Charge, promptly notify the Cardmember in writing of such change and obtain the
Cardmember's express written consent to the new terms prior to submitting another
Recurring Billing Charge.
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418.1 Introductory Offers

If you offer Cardmembers an option to make Recurring Billing Charges that include an
Introductory Offer, you must comply with all requirements set forth in this Section 4.18
"Recurring Billing Charges" policy in addition to the following requirements:

»  Clearly and conspicuously disclose all material terms of the Introductory Offer to the
Cardmember, including a simple and expeditious cancellation process that allows the
Cardmember to cancel before submitting the first Recurring Billing Charge.

*  Obtain the Cardmember's express consent to accept the terms and conditions of the
Introductory Offer.

+  Send Cardmember a confirmation notification in writing upon enrollment in the
Introductory Offer.

+  Send Cardmember a reminder notification in writing before submitting the first Recurring
Billing Charge, that allows the Cardmember a reasonable amount of time to cancel.
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4.19 Processing Prepaid Cards

Prepaid Cards are available for a variety of uses: gifting, travel, incentive, etc. All American
Express Prepaid Cards show the American Express "Blue Box" logo either on the face or back of
the Prepaid Card. Prepaid Cards may or may not be embossed. Most Prepaid Cards can be
used for both in-store and online purchases.

Prepaid Cards are valid through the date on the Card. Swipe or insert the Card at the point of
sale just like any other Card. A Prepaid Card must be tendered for an amount that is no greater
than the funds available on the Card.

* Instruct Cardmembers that, before making a purchase, they may check their remaining
funds by:
= calling the twenty-four (24) hour, toll-free number on the back of the Card,
= checking online, or
= using the mobile app offered by their Issuer (where available).

»  Because Prepaid Cards are pre-funded, if you receive a Decline when seeking
Authorization, ask the customer to go online, use their mobile app, or call the toll-free

number on the back of the Card to confirm that the purchase price does not exceed the
available funds on the Prepaid Card.

» Ifthe Prepaid Card does not have enough funds to cover the purchase price, process a
Split Tender Transaction or request an alternative form of payment.

«  You must create a Charge Record for a Prepaid Card as you would any other Card.

*  You may follow your policy on combining payment on Prepaid Cards with any Other
Payment Products or methods of payment. If the other payment method is an American
Express Card then you are required to follow all provisions of the Agreement.

»  Check with your Merchant Services Provider to determine if your POS System is set up for
Split Tender functionality.

For information about processing Prepaid Cards, call the customer service number on the back
of the Card in question.

4.20 Processing Travelers/Gift Cheques

American Express Travelers Cheques, Cheques for Two, and Gift Cheques are easy to accept
provided that the cheque is an authentic American Express Travelers Cheque. See
Subsection 4.20.1, "Acceptance Procedures".

Businesses can accept these cheques for payment. You can deposit Travelers Cheques,
Cheques for Two and Gift Cheques directly into your Bank Account as they never expire.

Travelers Cheques

American Express Travelers Cheques are a widely used and travel currency. If they are ever lost
or stolen, they can be replaced quickly and easily, almost anywhere in the world, usually within
twenty-four (24) hours.

Travelers Cheques come in various denominations and currencies.
Gift Cheques

American Express Gift Cheques function like Travelers Cheques, and are available in $10, $25,
$50, and $100 denominations only. Any Gift Cheque presented that is greater than $100 is
counterfeit. If you receive a Gift Cheque greater than $100, do the following:

«  Contact Travelers Cheque/Gift Cheque Customer Service at 1-866-296-5198.
* Donot accept it.
+  Write the word "VOID" across the front of the counterfeit Cheque.
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4.20.1

For further information, see Chapter 9. "Fraud Prevention".

Acceptance Procedures
Accepting American Express Travelers and Gift Cheques is easy:

+  Watch your customer countersign in the lower left corner of the cheque, and compare the
countersignature to the signature in the upper left corner for American Express Travelers
Cheques and Gift Cheques. For Cheques for Two, the customer's countersignature must
match either one of the two signatures on top.

+ Validate Security Features — Validating these features will help reduce the acceptance of
counterfeit cheques. See Section 9.9, "Travelers Cheque and Gift Cheque Security
Features".

»  Obtain authorization — American Express recommends obtaining an authorization to
reduce the chances of accepting fraudulent cheques. American Express offers a variety of
authorization tools. See authorization methods in the following table to determine your
course of action:

The signature and countersignature are a Accept the cheque. There is no need to obtain
reasonable match (they look alike, but may any identification.
not be identical)

You suspect that the countersignature may
be false, or you did not watch the customer
countersign

Ask the customer to turn the cheque over and
sign again across the left-hand side (in the
same manner one typically endorses a
cheque). Then take the cheque and fold up
the bottom right-hand corner so that you can
compare the original signature with the new
one.

The signatures are not the same, or if there is
a question regarding the validity of the cheque

You suspect that the Travelers cheque being

Call the Travelers Cheque/Gift Cheque
Customer Service at 1-866-296-5198.

Use any of the following methods to verify

presented is fraudulent that the cheque you are accepting is

authentic:

»  Perform a smudge test (see Chapter 9.
"Fraud Prevention" for details).

« Obtain online Authorization at
www.americanexpress.com/verifyamextc.

4.21 Property Damage to Accommodations and Other Rentals

If a Cardmember expressly consents to use the Card to pay for Property Damage Fees and/or
smoking fees to a rented accommodation or equipment, you may accept the Card, provided
you have complied with following conditions for payment for such fees, and we classify the
rental as one of the following:

+  Lodging accommodations

»  Trailer parks and campground rental
*  Motor home rental

+  Boatrental

* Bicycle rental

*  Motorcycle rental

This document contains sensitive, confidential and trade secret information, and must not be

October 2021 31
disclosed to third parties without the express prior written consent of American Express.


www.americanexpress.com/verifyamextc

Merchant Operating Guide - Mexico

AMERICAN EXPRESS

Equipment rental

Conditions for Payment for such fees:

The Card was used as the original payment method for the accommodations or rental.

You must provide in writing, to the Cardmember, an itemized list and description of the
property and/or smoke damage which has occurred.

Prior to submitting a Charge, you must obtain the Cardmember’s agreement in writing! to:
*  Accept responsibility for the fees associated with the property and/or smoke damage.

»  Select American Express as the payment method for the fees associated with the
property and/or smoke damage.

+  Accept the total amount for which the Cardmember is responsible, and that the final
billed amount can be up to 15% more than the estimated amount. No amounts in
excess of 115% of the disclosed amount shall be charged to the Cardmember's Card,
without the express prior written consent of the Cardmember.

You must obtain Authorization for the amount of the fees associated with the property
and/or smoke damage each time a Charge is submitted.

You must prepare a Charge Record separate from the Charge Record for the rental or
lodging stay. You must adhere to all requirements outlined in Chapter 4, "Transaction
Processing" for completion of the Charge Record. In addition, you must observe the
following:

+  After the exact fee associated with the property and/or smoke damage has been
determined and the Charge is ready for Submission, you must provide the
Cardmember with an itemized summary; insert the amount on the Charge Record (in
no event in excess of the estimated amount plus 15% agreed to by the Cardmember).

In addition to the other Chargeback rights contained in the Agreement, we may exercise
Chargeback rights with respect to any Charge for damages which is not submitted in
accordance with all the procedures contained within the Agreement, including the
provisions of this Section 4.21, "Property Damage to Accommodations and Other Rentals".

You must not include the following in an Authorization Request or in a Charge Submission:
*  Losses due to theft of the equipment.
»  Losses due to theft of property or equipment from within a rental accommodation.

»  Loss of revenue due to the loss of use of the rental equipment or lodging
accommodations.

You must submit the Charge to us within 90 calendar days of check-out or rental return
date.

il 422 Split Shipment Transactions

A split shipment Transaction occurs when a Cardmember makes a single purchase of multiple
individually priced goods and the goods are delivered to the Cardmember in multiple
shipments. Unit prices and items sold as a set must not be billed as separate Charges. You may
obtain a single Authorization and submit multiple Charge Records for the purpose of
completing a split shipment Transaction. The Authorization will be valid for up to seven (7) days
after the Authorization date. Section 5.3, "Authorization Time Limit".

To accept the Card for split shipment Transactions, you must:

«  State your full cancellation and refund policies;
»  Advise the Cardmember of the Authorization amount that will be requested;

» Disclose and obtain the Cardmember's consent that the items from the purchase will
be delivered separately and billed as separate Charges;

1. The Cardmember’s consent must be provided in writing after the damages have
occurred and without any threat or duress.
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+  Provide the estimated delivery date(s);
+  Submit a Charge Record only after each item has shipped.
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5.1 Transaction Process

The Authorization process begins when you provide an Authorization request to your Merchant
Services Provider. After requesting Authorization, you receive an Authorization response,
which you use, in part, to determine whether to proceed with the Charge.

DATA SECURITY

TRANSACTION PROCESS*

Merchant

e

Authorization
* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

Jl 5.2 ThePurpose of Authorization

The purpose of an Authorization is to provide you with information that will help you determine
whether or not to proceed with a Charge.

For every Charge, you are required to obtain an Authorization Approval except for Charges
under a Floor Limit (see Section 5.5, "Floor Limit").

The Authorization Approval must be for the full amount of the Charge except for Merchants
and/or Transaction types that we classify in the industries listed in Section 5.4, "Estimated
Authorization"

An Authorization Approval does not guarantee that (i) the person making the Charge is the
Cardmember, (ii) the Charge is in fact valid or bona fide, (iii) you will be paid for the Charge, (iv)
you will not be subject to a Chargeback, or (v) the Charge you submit will not be rejected.

5.3 Authorization Time Limit

I Authorization Approvals for Charges are valid for seven (7) days after the Authorization date.
You must obtain a new Approval if you submit the Charge to your Merchant Services Provider
more than seven (7) days after the original Authorization date.

For Charges of goods or services that are shipped or provided more than seven (7) days after
an order is placed, you must obtain an Approval for the Charge at the time the order is placed
and again at the time you ship or provide the goods or services to the Cardmember.

The new Approval must be included in the Charge Record. If either of the Authorization
requests is Declined, do not provide the goods or services or submit the Charge. If you do, you
will be subject to a Chargeback.

I For Estimated Authorization time frames see Section 5.4, "Estimated Authorization”.
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5.4 Estimated Authorization

We recommend that you
perform an additional
Authorization as soon as the
Charge amount exceeds the
original Authorization by the
Estimated Authorization
percentage in the table in this
section as follows:

» ForAuthorizations obtained
intermittently — at least
once per day.

+ For Authorizations for
estimated amounts at the
point the amount of costs
incurred exceeds the
Authorization for estimated
amounts by more than
Estimated Amount
percentage.

For example, in the lodging
industry:

If the Authorization was for
$1,000, and the total of
purchases was no more than
$1,150, no further Authorization
is necessary. However, if the
total purchases were $1,200,
and you did not obtain additional
Authorization, then we have
Chargeback rights up to $50.

5.5 Floor Limit

This document contains sensitive, confidential and trade secret information, and must not be

If you are classified or it is determined that you operate in one of the following industries, then
the following Estimated Authorization procedures apply where the final Charge amount is not
known at the time of Authorization.

You may only obtain an Estimated Authorization in the industries listed below. Do not
overestimate the Authorization amount. You must obtain the Cardmember’s consent to such
estimated amount prior to requesting the Authorization.

You must submit the corresponding Charge as soon as you become aware of the full amount to
be charged. For any amount of the Charge that exceeds the amount for which you obtained an
Authorization you must obtain the Cardmember's consent.

If the final amount of the Charge is:

* no greater than the amount for which you obtained Authorization plus the applicable
Estimate Authorization percentage listed below of that amount, no further Authorization is
necessary; or

« greater than the amount for which you obtained Authorization by more than the applicable
Estimated Authorization percentage listed below of that amount, you must obtain a new
Authorization. If you fail to obtain such Authorization, or your request for such
Authorization is declined, American Express will have Chargeback rights for the amount in
excess of the original Authorization amount plus the applicable Estimated Authorization
percentage of that amount. For the avoidance of doubt, American Express will have
Chargeback rights for the final amount of the Charge for reasons other than the failure to
obtain an approved Authorization.

An Estimated Authorization is valid for the applicable Estimated Authorization time frame
listed below. You must obtain a new Approval if you do not submit the Charge to us within the
Estimated Authorization time frame.

Estimated
Authorization Time
frame

Estimated
Authorization
Percentage

Industry

Grocery (Card Not Present)  15% Seven (7) days

Lodging (See 15% Duration of the stay plus
Subsection 12.12.1) seven (7) days
Restaurants and Bars* 30% Seven (7) days

Retail (Card Not Present) 15% Seven (7) days

Taxicabs and Limousines 20% Seven (7) days

Vehicle Rentals (See 15% Duration of the rental

Subsection 12.12.2) agreement, plus seven (7)

days

* The Estimated Authorization percentage for Prepaid Card and Debit Card Charges at Restaurants
and Bars is 20%.

American Express maintains a zero-dollar Floor Limit on all Charges regardless of the amount.
If any one Charge, or series of Charges, made on the same day by any one Cardmember at the
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Establishment, is equal to or greater than this Floor Limit, the Establishment must request

Authorization.

5.6 Authorization Process

The
Cardmember
provides you
with the Card
or the Card
Information.

Cardmember

Upon receiving
the decision of
the Approval or
decline of the
request, you
will be able to
complete or
deny the
Transaction
and inform the
Cardmember.

LR 4

The POS The Network The Issuer
System sends the Approves or
captures the Approval declines the
Card request to the request.
Information and Issuer.
transfers it to
the American
Express
Network.

ﬁ ﬁ

y - w ) —

F F
Transaction Network Issuer
The POS The American The Issuer
System displays Express communicates
the Approval or Network relays the Approval
decline of the the information ordecline back
request. back to the to the

POS System. American
Express
Network.

5.7 Possible Authorization Responses

Responses to your requests for Authorization are generated by Issuers and transmitted to you.
The following are among the most commonly generated responses to your request for
Authorization. The exact wording may vary so check with your Merchant Services Provider to
determine what Authorization responses will display on your equipment.

This document contains sensitive, confidential and trade secret information, and must not be
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Authorization What It Means

Response

Approved The Charge is approved.

Partially Approved The Charge is approved. The Approval is for an amount less than the
(for use with Prepaid  value originally requested. The Charge must only be submitted for
Cards only) the approved amount. Collect the remaining funds due from the

Cardmember via another form of payment.

For Split Tender, you may follow your policy on combining payment
on Prepaid Cards with any Other Payment Products or methods of
payment.

Declined or Card Not ~ The Charge is not approved. Do not provide the goods or services or
Accepted submit the Charge.

Inform the Cardmember promptly that the Card has been Declined.
If the Cardmember has questions or concerns, advise the
Cardmember to call the customer service telephone number on the
back of the Card. Never discuss the reason for the Decline.

If you submit the Charge after receiving a Decline, American Express
may reject the Charge or you will be subject to a Chargeback.

Pick up You may receive an Issuer point of sale response indicating that you
must pick up the Card. Follow your internal policies when you receive
this response. Never put yourself or your employees in unsafe
situations. Contact your Merchant Services Provider for further
information regarding a Pick Up Card response.

5.8 Obtaining an Electronic Authorization

Failure to comply with the
American Express Technical
Specifications for Authorization
may impact your ability to
successfully process
Transactions. For example, we
may not be able to issue an
Authorization response or
process the Charge at
Submission (see Section 6.5
"Submission Requirements —
Electronic").

You must ensure that all Authorization requests comply with the Technical Specifications (see
Section 2.5, "Compliance with the Technical Specifications"). If the Authorization request does
not comply with the Technical Specifications, the Authorization was Declined, or for which no
Approval code was obtained, American Express may reject the Submission or American
Express may exercise a Chargeback. Contact your Merchant Services Provider for information
about your obligations to comply with the Technical Specifications.

If the Card is unreadable and you have to key-enter the Charge to obtain an Authorization then
you must follow the requirements for key-entered Charges. See Subsection 4.5.2, "Key-Entered
Charges" for additional information.

If you use an electronic POS System to obtain Authorization, the Approval must be printed
automatically on the Charge Record.

Occasionally, obtaining an electronic Authorization may not be possible (e.g., due to POS
System problems, System Outages, or other disruptions of an electronic Charge). In these
instances, please work with your Merchant Services Provider.
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5.9 Card Identification (CID) Number

Card Identification (CID)
Number

CID is a four-digit number
printed on the face of the Card.

The Card Identification (CID) Number provides an extra level of Cardmember validation and is
part of the Authorization process. The CID Number is printed on the Card.

If, during the Authorization, a response is received that indicates the CID Number given by the
person attempting the Charge does not match the CID Number that is printed on the Card, re-
prompt the customer at least one more time for the CID Number. If it fails to match again,
follow your internal policies.

Note: CID Numbers must not be stored for any purpose. They are available for real time
Charges only. See Chapter 8, "Protecting Cardmember Information"”.

See Chapter 9, "Fraud Prevention" for more information on CID Numbers and CID Verification.

5.10 Authorization Reversal

It is a good practice to reverse an Authorization for an Approved Charge if you do not intend to
submit a Charge to your Merchant Services Provider within the Authorization time limits. See
Section 5.11, "Pre-Authorization". You may reverse an Authorization for a corresponding
Charge by:

» initiating an Authorization reversal message, or

»  Contacting your Merchant Services Provider for instructions on how to reverse an
Authorization.

After a Charge Record has been submitted, an Authorization cannot be canceled or changed.
For example, if you make an error in a Charge but have already submitted the Charge Record,
you cannot systematically request a change in the Charge. You must instead, follow the
procedures for Processing a Credit, as defined in Section 4.9, "Processing a Credit".

5.11 Pre-Authorization

A pre-Authorization is an Authorization request that you submit in advance of providing the
goods or services, allowing you then to submit the Approved Charge (e.g., fuel pump CATs).
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6.1 Introduction

Merchants are familiar with commitments that keep their business running smoothly. One
such commitment is to submit Transactions conducted at your Establishments to your
Merchant Services Provider for payment.

Since payment cannot occur until the Transactions are submitted, you are encouraged to
submit Transactions daily even though you have up to seven (7) days to do so.

See Section 4.5, "Processing an In-Person Charge" and Section 4.9, "Processing a Credit" for
additional information.

6.2 Transaction Process

Collect Transactions during the business day and submit them to us, through your Merchant
Services Provider, usually at the end of a day. If you have any Submission problems, contact
your Merchant Services Provider.

DATA SECURITY

TRANSACTION PROCESS*

N

—J

Merchant
submits
Charge for

7. A\
B

FRAUD DETECTION

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

6.3 Purpose of Submission

After we receive the Submission, we process it and settle with your Merchant Services Provider.
Your Merchant Services Provider will then settle directly with you in accordance with the
payment plan, speed of payment, and payment method, you have arranged with them.

Transactions will be deemed accepted on a given business day if processed by us before the
close of business.

Please contact your Merchant Services Provider for additional information on submitting
Transactions, processing cutoff times, and payment procedures.
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6.4 Submission Process

After you collect the Transactions during your business day, we encourage you to submit them
to your Merchant Services Provider daily.

Merchant Services
Provider

Merchant Acquirer

Following the instructions displayed in your POS System, you can submit your Transactions to
be processed and Settled.

Payments cannot occur until the Transactions are Submitted, received, and processed through
your Merchant Services Provider.

6.5 Submission Requirements — Electronic

For additional information about
retaining information, see
Section 4.8, "Charge Records"
and Section 8.4, "Standards for
Protection of Cardmember
Information".

Besides impacting your
Transaction processing, failure
to comply with the Technical
Specifications may increase your
Disputed Charges. For instance,
for a Card Not Present Charge, if
you do not provide a customer
service telephone number or
webaddress, Cardmembers who
do not recognize Charges, may
initiate “no knowledge"” Inquiries
rather than contact you directly
to identify the Charge.

6.5.1

This document contains sensitive, confidential and trade secret information, and must not be

You must submit Transactions electronically in accordance with your Merchant Services
Provider's instructions.

When you transmit Charge Data and Transmission Data electronically, you must still complete
and retain Charge Records and Credit Records.

A Submission or Batch must comply with the American Express Merchant Operating Guide,
including the Technical Specifications (see Section 2.5, "Compliance with the Technical
Specifications"). Failure to follow these requirements could result in a rejection of your
Submission or Batch or delay in your payment (or both). If a Submission or Batch rejects, you
may not be paid until the Submission or Batch is corrected and resubmitted. You must work
with your Merchant Services Provider to correct the error, then resubmit. For Submissions
which fail to comply with the Technical Specifications, American Express has the right to
Chargeback.

You must submit Charges and Credits only in Mexican Pesos.

Charge Submissions

You must submit all Charges to your Merchant Services Provider within the Authorization
requests. Charges are deemed "incurred" on the date the Cardmember indicates to you that
they will pay for the goods or services purchased with the Card and for which you have received
an Authorization Approval. Charges must not be submitted to your Merchant Services Provider
until after the goods are shipped, provided, or the services are rendered. You must submit all
Charges under the Establishment where the Charge originated.

For Aggregated Charges, the Charge must be submitted within seven (7) days of the date of the
last purchase (and/or refund as applicable) that comprises the Aggregated Charge and for
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6.5.2

which you have received an Authorization Approval. See Section 4.15, "Aggregated Charges —
Internet" for additional information.

Delayed Delivery Charges and Advance Payment Charges may be submitted before the goods
are shipped, provided, or the services are rendered. See Section 4.16, "Delayed Delivery
Charges" and Section 4.14, "Advance Payment Charges" for additional information.

Credit Submissions

You must submit all Credits to your Merchant Services Provider upon determining that a Credit
is due. You must submit each Credit under the Establishment where the Credit originated.
Please contact your Merchant Services Provider for additional information regarding Credit
submission requirements.

6.6 Submission Requirements — Paper

6.7 How to Submit

Many POS Systems are
equipped with a "batch out" key
or similar functionality. Contact
your Merchant Services
Provider for information on the
best way to submit a batch.

If, under extraordinary circumstances, you need to submit Transactions on paper, you must do
so in accordance with instructions provided by your Merchant Services Provider.

In many cases, your POS System will submit an Authorization request, process the
Transactions, and automatically submit the Charge to your Merchant Services Provider.
Contact your Merchant Services Provider for additional information regarding Transaction
submission requirements.
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7.1 Transaction Process

After we receive a Submission file, we begin the process of settling. Settlement of payment
from American Express will be made directly to your Merchant Services Provider.

DATA SECURITY

f TRANSACTION PROCESS* \
[@: =$
Merchant Cardmember
Services receives
Provider billing
settles with statement
\ Merchant /
\ FRAUD DETECTION /

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

7.2 Settlement Amount

All settlement activity to you is the responsibility of your Merchant Services Provider and any
questions or concerns should be directed to them for resolution.

7.3 Payment Errors or Omissions

Immediately notify your Merchant Services Provider of any error or omission in respect to your
transactions or other fees or payments for Charges, Credits, or Chargebacks.

74 Collecting from Cardmembers

You must not bill or collect from any Cardmember for any purchase or payment made on the
Card unless:

+  Chargeback was exercised for such Charge,
*  You have fully paid your Merchant Services Provider for such Charge, and
*  You otherwise have the right to do so.
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8.1 Data Security Requirements

As a leader in consumer protection, American Express has a long-standing commitment to
protect Cardholder Data and Sensitive Authentication Data, ensuring that it is kept secure.

Compromised data negatively impacts consumers, Merchants, and Issuers. Even one incident
can severely damage a company's reputation and impair its ability to effectively conduct
business. Addressing this threat by implementing security operating policies can help improve
customer trust, increase profitability, and enhance a company's reputation.

American Express knows that you share American Express' concern and requires, as part of
your responsibilities, that you comply with the data security requirements in the Agreement
with your Merchant Services Provider and these Data Security Requirements.

These requirements apply to all your equipment, systems, and networks (and their
components) on which encryption keys, Cardholder Data, or Sensitive Authentication Data (or
a combination of each) are stored, processed, or transmitted.

8.2 Definitions

For the purposes of this Chapter 8. "Protecting Cardmember Information", the following
definitions apply:

Approved Scanning Vendors (ASVs) — An Entity that has been qualified by the Payment Card
Industry Security Standards Council, LLC to validate adherence to certain PCI DSS
requirements by performing vulnerability scans of internet facing environments. See

Section 8.7 "Periodic Validation of Merchant Systems".

Attestation of Compliance (AOC) — A declaration of the status of your compliance with the
PCI DSS, in the form provided by the Payment Card Industry Security Standards Council, LLC.

Attestation of Scan Compliance (AOSC) — A declaration of the status of your compliance with
the PCI DSS based on a network scan, in the form provided by the Payment Card Industry
Security Standards Council, LLC.

Card Number — The unique identifying number that the Issuer assigns to the Card when it is
issued.

Cardholder Data — Has the meaning given in the then-current Glossary of Terms for the
PCI DSS.

Cardholder Data Environment (CDE) — The people, processes, and technology that store,
process, or transmit cardholder data or sensitive authentication data.

Compromised Card Number — An American Express Card account number related to a Data
Incident.

Covered Parties — Any or all of your employees, agents, representatives, subcontractors,
processors, Service Providers, providers of your point-of-sale (POS) equipment or systems, or
payment processing solutions, Entities associated to your American Express merchant
account, and any other party to whom you may provide Cardholder Data or Sensitive
Authentication Data (or both) access in accordance with the Agreement.

Data Incident — An incident involving the compromise or suspected compromise of American
Express encryption keys, or at least one American Express Card account number, in which
there is:

* unauthorized access or use of Encryption Keys, Cardholder Data, or Sensitive
Authentication Data (or a combination of each) that are stored, processed, or transmitted
on your equipment, systems, and/or networks (or the components thereof) of yours or the
use of which you mandate or provide, or make available;
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« use of such Encryption Keys, Cardholder Data, or Sensitive Authentication Data (or a
combination of each) other than in accordance with the Agreement; and/or

»  suspected or confirmed loss, theft, or misappropriation by any means of any media,
materials, records, or information containing such Encryption Keys, Cardholder Data, or
Sensitive Authentication Data (a combination of each).

Data Incident Event Window — The period that begins as of the date of compromise, if known,
or 365 days prior to the Notification Date if the actual date of compromise is not known. The
Data Incident Event Window ends 30 days after the Notification Date.

Data Security Requirements (DSR) — The American Express data security policy, as
described in Chapter 8, "Protecting Cardmember Information" of the Merchant Operating
Guide.

EMVe! Specifications — The specifications issued by EMVCo, LLC, which are available at
WWW.emvco.com.

Encryption Key — All keys used in the processing, generation, loading and/or protection of
Account Data. This includes, but is not limited to, the following:

*  Key Encrypting Keys: Zone Master Keys (ZMKs) and Zone PIN Keys (ZPKs)

+  Master Keys used in secure cryptographic devices: Local Master Keys (LMKs)

»  Card Security Code Keys (CSCKs)

+  PIN Keys: Base Derivation Keys (BDKs), PIN Encryption Keys (PEKSs), and ZPKs

Forensic Incident Final Report Template — Means the template available from the PCI Security
Standards Council, which is available at www.pcisecuritystandards.org.

Issuer — Any Entity (including American Express and its Affiliates) licensed by American
Express or an American Express Affiliate to issue Cards and to engage in the Card issuing
business.

Level 1 Merchant — 2.5 million American Express Card Transactions or more per year; or any
Merchant that American Express otherwise deems a Level 1 Merchant.

Level 2 Merchant — 50,000 to 2.5 million American Express Card Transactions per year.
Level 3 Merchant - 10,000 to 50,000 American Express Card Transactions per year.
Level 4 Merchant — Less than 10,000 American Express Card Transactions per year.

Merchant — The Merchant and all of its affiliates that accept American Express Cards under a
Merchant processing agreement or sponsored Merchant agreement, the American Express
Merchant Operating Guide, and any accompanying schedules and exhibits, collectively,
between Merchant and its Merchant Services Provider.

Merchant Level — The designation assigned to Merchants related to their PCI DSS compliance
validation obligations, as described in Section 8.7, "Periodic Validation of Merchant Systems".

Notification Date — The date that American Express provides Issuers with final notification of a
Data Incident. Such date is contingent upon American Express' receipt of the final forensic
report or internal analysis and shall be determined in American Express' sole discretion.

Payment Application — Has the meaning given to it in the then-current Glossary of Terms for
Payment Card Industry Payment Application Data Security Standard, which is available at
www.pcisecuritystandards.org.

1. EMV@®is aregistered trademark in the U.S. and other countries and an unregistered trademark
elsewhere. The EMV trademark is owned by EMVCo, LLC.
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Payment Card Industry Data Security Standard (PCI DSS) — The Payment Card Industry
Data Security Standard, which is available at www.pcisecuritystandards.org.

Payment Card Industry Security Standards Council (PCl SSC) Requirements — The set of
standards and requirements related to securing and protecting payment card data, including
the PCI DSS and PA DSS, available at www.pcisecuritystandards.org.

PCI-Approved — A PIN Entry Device or a Payment Application (or both) that appears at the
time of deployment on the list of approved companies and providers maintained by the PCI
Security Standards Council, LLC, which is available at www.pcisecuritystandards.org.

PCI Forensic Investigator (PFI) — An Entity that has been approved by the Payment Card
Industry Security Standards Council, LLC to perform forensic investigations of a breach or
compromise of payment Card Data.

PCI PIN Security Requirements — The Payment Card Industry PIN Security Requirements,
which are available at www.pcisecuritystandards.org.

PIN Entry Device — Has the meaning given to it in the then-current Glossary of Terms for the
Payment Card Industry PIN Transaction Security Requirements, Point of Interaction Modular
Security Requirements, which is available at www.pcisecuritystandards.org.

Point of Sale (POS) System — An information processing system or equipment, including a
terminal, personal computer, electronic cash register, contactless reader, or payment engine or
process, used by a Merchant, to obtain Authorizations or to collect Transaction data, or both.

Qualified Security Assessors (QSAs) — Entities that have been qualified by the Payment Card
Industry Security Standards Council, LLC to validate adherence to the PCI DSS. See
Section 8.7, "Periodic Validation of Merchant Systems".

Security Technology Enhancement Program (STEP) — American Express’ program in which
Merchants are encouraged to deploy technologies that improve data security. To qualify for
STEP, Merchants must not have had a Data Incident in the twelve (12) months prior to
submitting the Annual Attestation of Compliance and conducted at least 75% of all
Transactions using Point-to-Point Encryption or face to face Transactions using EMV Chip
Enabled Devices.

Self-Assessment Questionnaire (SAQ) — A self-assessment tool created by the Payment Card
Industry Security Standards Council, LLC, intended to evaluate and attest to compliance with
the PCI DSS.

Sensitive Authentication Data — Has the meaning given in the then-current Glossary of Terms
for the PCI DSS.

Targeted Analysis Program (TAP) — A program that provides early identification of a potential
Cardholder data compromise in your Cardholder Data Environment (CDE). See Section 8.3
"Targeted Analysis Program (TAP)".

Validation Documentation — The AOC rendered in connection with an Annual Onsite Security
Assessment or SAQ, the AOSC and executive summaries of findings rendered in connection
with Quarterly Network Scans, or the annual STEP Attestation.

Jl 8.3 Targeted Analysis Program (TAP)

Cardholder Data compromises may be caused by data security gaps in your Cardholder Data
Environment (CDE). Examples of Cardholder Data compromise include, but are not limited to:

+  Common Point of Purchase (CPP): American Express Cardmembers report fraudulent
Transactions on their Card accounts and are identified and determined to have originated
from making purchases at your Establishments.
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+  Card Data found: American Express Card and Cardholder Data found on the world wide
web linked to Transactions made at your Establishments.

»  Malware suspected: American Express suspects that your business is using software
infected with or vulnerable to malicious code.

TAP is designed to identify potential Cardholder Data compromises.

You must, and you must cause your Covered Parties to, comply with the following requirements
upon notification from American Express or your Merchant Service Provider, of a potential
Cardholder Data compromise.

*  You must promptly review your CDE for data security gaps and remediate any findings.

*  You must cause your third-party vendor(s) to conduct a thorough investigation of your
CDE if outsourced.

»  You must provide a summary of action taken or planned after your review, evaluation, and/
or remediation efforts upon notification from American Express or your Merchant Services
Provider.

*  You must provide updated PCI DSS validation documents in accordance with Section 8.7
"Periodic Validation of Merchant Systems".

» Asapplicable, you must engage a qualified PCl Forensic Investigator (PFI) to examine your
CDE if you or your Covered Party:

= Cannot resolve the Cardholder Data compromise within a reasonable period of time,
as determined by American Express, or

= Confirmthat aData Incident has occurred and comply with the requirements set forth
in Section 8.5, "Data Incident Management Obligations".

If you cannot meet these obligations, your Merchant Services Provider may have the right to
terminate the Agreement in accordance with its terms as well as impose non-validation fees on
you.

8.4 Standards for Protection of Cardmember Information

Remember if the Agreement
terminates, Cardholder Data can
only be retained according to the
PCI DSS which is available at
pcisecuritystandards.org

You must, and you must cause your Covered Parties, to:

» store Cardholder Data only to facilitate American Express Card Transactions in accordance
with, and as required by, the Agreement,

» comply with the current PCI DSS and other PCI SSC Requirements applicable to your
processing, storing, or transmitting of Cardholder Data or Sensitive Authentication Data
no later than the effective date for implementing that version of the applicable PCI SSC
Requirement, and

* use, when deploying new or replacement PIN Entry Devices or Payment Applications (or
both), in attended locations, only those that are PCI-Approved.

You must protect all Charge Records and Credit Records retained pursuant to the Agreement in
accordance with these data security provisions; you must use these records only for purposes
of the Agreement and safeguard them accordingly. You are financially and otherwise liable to
your Merchant Services Provider for ensuring your Covered Parties' compliance with this
Chapter 8, "Protecting Cardmember Information” (other than for demonstrating your Covered
Parties' compliance with this policy under Section 8.7, "Periodic Validation of Merchant
Systems" except as otherwise provided in this section).
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8.5 Data Incident Management Obligations

Data Incident

Anincident involving
unauthorized access or use of
encryption keys, Cardholder
Data, or Sensitive Authentication
Data (or a combination of each)
that are stored, processed, or
transmitted on equipment,
systems, and/or networks (or
the components thereof).

8.6 Reserved

You must notify your Merchant Services Provider immediately after discovery of a Data
Incident. In addition:

*  You must conduct a thorough forensic investigation of each Data Incident.

+  ForData Incidents involving 10,000 or more unique Card Numbers, you must engage a PCI
Forensic Investigator (PFI) to conduct this investigation within five (5) days following
discovery of a Data Incident.

»  Theunedited forensic investigation report must be provided to your Merchant Services
Provider in accordance with their time frame for completing such information.

*  You must promptly provide to your Merchant Services Provider all Compromised Card
Numbers. American Express reserves the right to conduct its own internal analysis to
identify Card Numbers involved in the Data Incident.

Forensic investigation reports must be completed using the current Forensic Incident Final
Report Template available from PCI. Such report must include forensic reviews, reports on
compliance, and all other information related to the Data Incident; identify the cause of the
Data Incident; confirm whether or not you were in compliance with the PCI DSS at the time of
the Data Incident, and confirm your commitment to prevent future Data Incidents by providing
a plan for remediating all PCI DSS deficiencies, and confirm your participation in the American
Express compliance program (as described below). Upon your Merchant Services Provider's
request, you shall provide validation by a QSA that the deficiencies have been remediated.

Notwithstanding the foregoing paragraphs of this Section 8.5, "Data Incident Management
Obligations":

*  American Express may, in its sole discretion, require you to engage a PFl to conduct an
investigation of a Data Incident for Data Incidents involving less than 10,000 unique Card
Numbers. Any such investigation must comply with the requirements set forth above in
this Section 8.5, "Data Incident Management Obligations", and must be completed within
the time frame required by American Express.

*  American Express may, in its sole discretion, separately engage a PF| to conduct an
investigation for any Data Incident and may charge the cost of such investigation to you.

You must work with your Merchant Services Provider and American Express to rectify any
issues arising from the Data Incident, including consultations about your communications to
Cardmembers affected by the Data Incident and providing (and obtaining any waivers
necessary to provide) to your Merchant Services Provider all relevant information to verify your
ability to prevent future Data Incidents in a manner consistent with the Agreement.

Notwithstanding any contrary confidentiality obligation in the Agreement, American Express
has the right to disclose information about any Data Incident to Cardmembers, Issuers, other
participants on the American Express Network, and the general public as required by
Applicable Law; by judicial, administrative, or regulatory order, decree, subpoena, request, or
other process; in order to mitigate the risk of fraud or other harm; or otherwise to the extent
appropriate to operate the American Express Network.

8.7 Periodic Validation of Merchant Systems

You must take the following actions to validate under PCI DSS annually and quarterly the status
of your equipment, systems and/or networks (and their components) on which encryption
keys, Cardholder Data, or Sensitive Authentication Data (or a combination of each) are stored,
processed or transmitted.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 51
disclosed to third parties without the express prior written consent of American Express.



Merchant Operating Guide - Mexico
AMERICAN EXPRESS

There are four actions required to complete validation:

Action 1 - Participate in American Express’ compliance program under this policy.

Action 2 — Understand your Merchant Level and Validation Requirements.

Action 3 — Complete the Validation Documentation that you must send to American Express.

Action 4 - Send the Validation Documentation to American Express through your Merchant
Service Provider.

Action 1 - Participate in American Express' Compliance Program under this Policy

Level 1 Merchants and Level 2 Merchants, as described below, must participate in American
Express’ PCI Compliance Program under this policy by providing the full name, email address,
telephone number, and physical mailing address of an individual who will serve as their general
data security contact. You must submit this information to your Merchant Services Provider.
You must notify your Merchant Services Provider if this information changes, providing
updated information where applicable. Your failure to provide such contact information may
result in the assessment of non-compliance fees. Please contact your Merchant Services
Provider for more information regarding its data security compliance requirements.

American Express may designate, at our sole discretion, certain Level 3 and Level 4 Merchants'
participation in American Express' compliance program under this policy by sending them
written notice. Any such Merchant must enroll in the compliance program no later than ninety
(90) days following receipt of the notice.

Action 2 - Understand Your Merchant Level and Validation Requirements

Most Merchant Levels are based on the volume of Transactions submitted by all of your
Establishments. You will fall into one of the Merchant Levels specified in the following table.

- Validation Documentation

Merchant On-Site
kﬁ\rﬁlgl Assessment Self-Assessment STEP Attestation for
American Report on Questionnaire (SAQ) AND eligible Merchants
Express Compliance Quarterly Network Scan g
Transactions (ROC)
Level 1/ Mandatory Not applicable Optional (replaces ROC)
2.5 million or
more
Level 2/ Optional SAQ mandatory (unless Optional (replaces SAQ
50,000to0 2.5 submitting an On-Site and network scan or
million Assessment) scan mandatory ~ ROC)

with certain SAQ types

Level 3/* Optional SAQ optional (mandatory if Optional (replaces SAQ
10,000 to required by American Express)  and network scan or
50,000 scan mandatory with certain ROC)
SAQ types
Level 4/* Optional SAQ optional (mandatory if Optional (replaces SAQ
10,000 or less required by American Express)  and network scan or
scan mandatory with certain ROC)
SAQ types
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* For the avoidance of doubt, Level 3 and Level 4 Merchants need not submit Validation
Documentation unless required at American Express' discretion, but nevertheless must
comply with, and are subject to liability under all other provisions of these Data Security
Requirements.

American Express reserves the right to verify the accuracy and appropriateness of the PClI
validation documentation provided as needed, including by engaging, at American Express’

Visit pcisecuritystandards.org

for:

+ Lists of Qualified Security
Assessors (QSAs) and
Approved Scanning
Vendors (ASVs)

+ Self Assessment
Questionnaires (SAQs)

+ The Attestation of
Compliance (AOC) and
Attestation of Scan
Compliance (AOSC)

expense, a QSA or PFl of our choice.

Determine your Merchant Level and the Validation Documentation that you must send to
American Express.

Validation Documentation

Annual Onsite Security
Assessment

The annual onsite security
assessment is a detailed
onsite examination of your
equipment, systems, and
networks (and their
components) where
encryption keys, Cardholder
Data, or Sensitive
Authentication Data (or a
combination of each) are
stored, processed, or
transmitted. It must be
performed by:

« aQSA or

+ you and attested by your
chief executive officer,
chief financial officer,
chief information
security officer, or
principal.

The annual onsite security

assessment must be

submitted annually to your

Merchant Services Provider

on the applicable AOC. To

fulfill validation obligations
under this policy, the AOC
must support compliance
with all requirements of the

PCI DSS and, upon request,

include copies of the full

report on compliance.

Annual Self Assessment
Questionnaire (SAQ)

The annual self assessment
is a process using the

PCI DSS SAQ that allows
self-examination of your
equipment, systems, and
networks (and their
components) where
encryption keys, Cardholder
Data, or Sensitive
Authentication Data (or a
combination of each) are
stored, processed, or
transmitted. It must be
performed by you and
certified by your chief
executive officer, chief
financial officer, chief
information security officer,
or principal. The AOC
section of the SAQ must be
submitted annually to your
Merchant Services Provider.
To fulfill validation
obligations under this policy,
the AOC section of the SAQ
must certify your
compliance with all
requirements of the

PCI DSS and include full
copies of the SAQ on
request.

Quarterly Network Scans

The quarterly network scan
is a process that remotely
tests your internet-
connected computer
networks and web servers
for potential weaknesses
and vulnerabilities. It must
be performed by an ASV. On
a quarterly basis, you must
complete and submit the
ASV Scan Report AOSC or
executive summary of
findings of the scan (and
copies of the full scan, upon
request) to your Merchant
Services Provider. The
AOSC or executive
summary must certify that
the results satisfy the

PCI DSS scanning
procedures, that no high risk
issues are identified, and
that the scan is passing or
compliant (all Merchants
except those who also
submit an Onsite Security
Assessment Report, and
STEP-eligible Merchants).
For the avoidance of doubt,
Quarterly Network Scans
are mandatory if required by
the applicable SAQ.

Action 3 - Complete the Validation Documentation that you must send to American

Express

Level 1, Level 2, and certain Level 3 and Level 4 Merchants must submit the Validation
Documentation marked "mandatory validation documentation" in the table in Action 2.

This document contains sensitive, confidential and trade secret information, and must not be
disclosed to third parties without the express prior written consent of American Express.
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8.7.2

« LevellMerchants' Validation Documentation must include the AOC from the annual onsite
security assessment report.

*  Level 2 Merchants' Validation Documentation must include the AOC from the SAQ and the
AOSC or the executive summaries of findings of the Quarterly Network Scans, as
described in the table above. Level 2 Merchants may choose to submit the AOC from the
annual onsite security assessment report if preferred.

» Level 3 Merchants and Level 4 Merchants are not required to submit Validation
Documentation unless requested by American Express (but must comply with, and are
subject to liability under, all other provisions of this policy).

»  STEP-eligible Merchants may submit the STEP Annual Attestation in place of other
Validation Documentation.

Action 4 - Send the Validation Documentation to American Express through your
Merchant Service Provider

All Merchants required to participate in the American Express PCI Compliance Program must
submit the Validation Documentation marked “mandatory” in the tables in Action 2.

You must submit your Validation Documentation to your Merchant Services Provider as
instructed by them. If you have general questions about the program or the process of
submitting Validation Documentation, please contact your Merchant Services Provider.

Compliance and validation are completed at your expense. By submitting Validation
Documentation to your Merchant Services Provider, you represent and warrant that you are
authorized to disclose the information contained therein to your Merchant Services Provider
and to American Express, and are providing the Validation Documentation without violating any
other party's rights.

Merchants Not Compliant with PCI DSS

If you are not compliant with the PCI DSS, then you must submit one of the following
documents:

»  AnAttestation of Compliance (AOC) including “Part 4. Action Plan for Non-Compliant
Status”

»  APCI Prioritized Approach Tool Summary and Attestation of Compliance (PASAOC)
*  AProject Plan Template (available from your Merchant Services Provider)

Each of the above documents must designate a remediation date, not to exceed twelve (12)
months following the document completion date, in order to achieve compliance. You must
submit the appropriate document(s) to your Merchant Services Provider. You shall provide
your Merchant Services Provider with periodic updates of your progress toward remediation
under the "Action Plan for Non-Compliant Status".

For the avoidance of all doubt, Merchants that are not compliant with PCI DSS are not STEP
eligible.

Non-Validation Fees and Termination of Agreement

American Express and your Merchant Services Provider have the right to impose non-
validation fees and terminate the Agreement if you do not fulfill these requirements or fail to
submit the mandatory Validation Documentation by the applicable deadline.

Your Merchant Services Provider will notify you separately of the applicable deadline for each
annual and quarterly reporting period.

If your Merchant Services Provider does not receive your mandatory Validation
Documentation, then your Merchant Services Provider may have the right to terminate the
Agreement in accordance with its terms as well as impose non-validation fees on you.
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8.7.3 Periodic Validation of STEP-eligible Merchants

Merchants that are compliant with PCI DSS may also, at American Express' discretion, qualify
for American Express' STEP if they deploy certain additional security technologies throughout
their Card processing environments.

Merchants may be STEP eligible only if the Merchant has not experienced a Data Incident in the
previous twelve (12) months and if 75% of all merchant Card transactions are performed using:

+  EMV -on an active Chip-Enabled Device having a valid and current EMVCo
(www.emvco.com) approval/certification and capable of processing AEIPS compliant Chip
Card Transactions, or

*  Point-to-Point Encryption (P2PE) — communicated to the Merchant's processor using a
PCI-SSC-approved or QSA-approved Point-to-Point Encryption system.

If you are classified as a STEP-eligible Merchant, you may submit a declaration of the status of
your compliance with the PCI DSS, in the form which is available through your Merchant
Services Provider (Annual STEP Attestation) instead of other Validation Documentation. It
must be performed by you and certified by your chief executive officer, chief financial officer,
chief information security officer, or principal. You must complete the process by submitting
the STEP Attestation annually to your Merchant Services Provider (See Section 8.7, "Periodic
Validation of Merchant Systems", Action 3).

8.8 Reserved

8.9 Disclaimer

AMERICAN EXPRESS HEREBY DISCLAIMS ANY AND ALL REPRESENTATIONS, WARRANTIES,
AND LIABILITIES WITH RESPECT TO THESE DATA SECURITY REQUIREMENTS, THE PCI DSS,
THE EMV SPECIFICATIONS, AND THE DESIGNATION AND PERFORMANCE OF QSAs, ASVs,
OR PFIs (OR ANY OF THEM), WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE,
INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. Issuers are not third-party beneficiaries under these Data Security Requirements.

For further information about American Express Data Security requirements, please visit
Www.americanexpress.com.mx/dsr

For information about PCI Security Standards, LLC:
+  PCl Data Security Standards

«  Self Assessment Questionnaire

«  List of Qualified Security Assessors

»  List of Approved Scanning Vendors

+  List of PCI Forensic Investigators

www.pcisecuritystandards.org
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9.1 Introduction

You work hard to protect the interests of your business and Cardmembers. Unfortunately,
fraudulent Card use can undermine your best efforts. Millions of dollars are lost each year
because of such fraud.

American Express offers a full suite of tools and programs that can help to mitigate the chances
of fraud on American Express Cards and reduce this cost to your business.

Some Merchants may not be eligible to participate in the full suite of fraud tools and fraud
liability shift programs offered. Additionally, American Express may, in our sole discretion,
immediately suspend or terminate a Merchant from using any fraud tool or participation in any
fraud liability shift program and American Express may suspend or terminate any fraud tool or
fraud liability shift program at any time.

This chapter of the Merchant Operating Guide offers fraud mitigation tips for both Card Present
and Card Not Present Transactions. Contact your Merchant Services Provider for information
related to fraud mitigation tools and resources that may be available for your use.

9.2 Transaction Process

Our primary strategy for combating fraudulent Card use is to address it at the point of
Authorization. To accomplish this, we work with Merchants and their Merchant Services
Providers to implement best practices and fraud mitigation tools.

While fraud usually is thought of as a deceptive act at the point of sale, detection can actually
occur during any stage in the Transaction process. For this reason, "fraud detection", as
depicted in the following graphic, applies throughout the entire Transaction process.

FRAUD DETECTION

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.
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9.3 Strategies for Deterring Fraud

Implementing multiple layers of fraud protection to help secure your business is
recommended. These layers may include a combination of your point of sale procedures and
controls as well as implementation of fraud mitigation tools.

Layers of Protection

Your first layer for mitigating fraud is to follow the Card acceptance policies and procedures, as
outlined in Chapter 4, "Transaction Processing". Other fraud mitigation strategies that you
choose to implement may include any combination of:

* recognition of suspicious behaviors or circumstances that may signal fraudulent activity

+ implementation of fraud mitigation tools that take advantage of American Express' risk
controls to identify fraudulent activity

+ additional risk models or controls that you can develop internally or obtain externally from
third parties

Merchant Internal
Controls

Scrutiny of Card
Security Features

Fraud Mitigation
Tool #1

Fraud Mitigation
Tool #3, 4, 5, etc.

American Express is committed to working with you and your Merchant Services Provider to
deploy tools that can help reduce the likelihood that fraudulent Charges will be Approved. The
implementation and use of the strategies and tools detailed in this section, however, does not
guarantee that (i) the person making the Charge is the Cardmember, (ii) the Charge is in fact
valid or bona fide, (iii) you will be paid for the Charge, or (iv) you will not be subject to a
Chargeback.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 58
disclosed to third parties without the express prior written consent of American Express.



Merchant Operating Guide - Mexico

AMERICAN EXPRESS

The following illustration compares data captured during a standard Card Not Present Charge
(left) with the amount of data that can be captured when fraud mitigation tools are
implemented (right).

DATA CAPTURED
Card Not Present Charge: Card Not Present Charge:
Standard Our Suite of Fraud Mitigation Used
Card: 37XXXXXXXXX2009 Card: 37XXXXXXXXX2009
Amount: $257 Name: C.F. Frost
Merchant: Internet Merchant XXXXXXXX01 Amount: $257

Merchant: Internet Merchant XXXXXXXX01
CID Number: XXXX

AAV: 2213 E Main

AAV Name: C.F. Frost

AAV Phone: 814-880-1234

Email: cffrost@ispprovider.net

IP Address: 122.22.15.18

Host Name: PHX.QW.AOL.COM

Ship to Address: Granjas Esmeralda, 252
Iztapalapa, Mexico DF 09810

Ship to Phone: 415.555.5555

Ship to Country: Mexico

9.4 Card Acceptance Policies

A critical component in your overall fraud mitigation strategy is to follow your Merchant
Services Provider's operating instructions, including our Card acceptance procedures as
defined in Chapter 4, "Transaction Processing". These procedures can also serve as a your first
line of defense against potential fraud. The additional layers of fraud mitigation mentioned
previously can supplement this line of defense.

9.5 Card Security Features

AMERICAN EXF,'B

In many cases, the physical appearance of the Card will offer the most obvious clues of
fraudulent activity.

American Express Card security features are designed to help you assess whether a Card is
authentic or has been altered. Ensure that all of your personnel are familiar with our Card's
security features so they can identify potentially compromised Cards.

The following picture is just one example of an American Express Card as a number of different
Cards are offered. These are some things you must look for:

1. Pre-printed CID Numbers usually appear above the Card Number, on either the right or the
left edge of the Card.

2. All American Express Card Numbers start with "37" or "34." The Card Number appears
embossed on the front of the Card. Embossing must be clear, and uniform in sizing and
spacing. Some Cards also have the Card Number printed on the back of the Card in the
signature panel. These numbers, plus the last four digits printed on the Charge Record,
must all match.

3. Do not accept a Card outside the Valid Dates.
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Further Information

The four-digit CID Number is
located on the front of the Card
where the three-digit CSC is
located on the back of the Card.
These codes are considered
Card security features and can
validate that the Card is present
for a Charge. You should prompt
your customers for the four-digit
CID Number.

951
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4. Only the person whose name appears on an American Express Card is entitled to use it.
Cards are not transferable.

5. Some Cards contain a holographic image on the front or back of the plastic to determine
authenticity. Not all American Express Cards have a holographic image.

6. Some Cards have a Chip on which data is stored and used to conduct a Charge.

7. The signature on the back of the Card must match the Cardmember's signature on the
Charge Record, and must be the same name that appears on the front of the Card. The
signature panel must not be taped over, mutilated, erased, or painted over. Some Cards
also have a three-digit Card Security Code (CSC) number printed on the signature panel.

Note: The security features for Prepaid Cards and Travelers Cheques are listed in
Section 9.7, "Prepaid Card Security Features" and Section 9.9, "Travelers Cheque
and Gift Cheqgue Security Features".

Compromised Card Security Features

In this example of an altered Card, the signature panel has been painted white under the
signature. In addition, the Card Number has been erased from the back panel.

Do not accept a Card if:

Altered Magnetic Stripe
+  The Magnetic Stripe has been altered or destroyed.

*  The Card Number on the front of the Card does not match the number printed on the back
(when present), or the last four digits printed on the Charge Record (or both).

Altered Front of the Card

+  The Card Number or Cardmember name on the front of the Card appears out of line,
crooked, or unevenly spaced.

»  Theink on the raised Card Number or Cardmember name is smudged or messy.

*  The Card Number or Cardmember name is not printed in the same typeface as the
American Express typeface.

Altered Back of the Card

+  The Card Number printed on the back of the Card (when present) is different from the
Card Number on the front.

*  The Card Number on the back of the Card (when present) has been chipped off or covered
up.

»  The signature panel has been painted-out, erased, or written over.

Altered Appearance of the Card

*  There are "halos" of previous embossing or printing underneath the current Card Number
and Cardmember name.

» Aportion of the surface looks dull compared with the rest of the Card. Valid American
Express Cards have a high-gloss finish.

+ The Card has a bumpy surface or is bent around the edges.
*  You suspect any Card security features have been compromised.
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+  The Card appears physically altered in any way.

If you suspect Card misuse, follow your internal store policies, and, if directed to do so, call your
Merchant Services Provider and state that you have a Code 10. Never put yourself or your
employees in unsafe situations, nor physically detain or harm the holder of the Card.

Often, you can look closely at Cards to determine if they're altered or counterfeit. As another
layer in your internal fraud prevention program, educate yourself and all your personnel on how
to identify a potentially altered Card.

9.6 Recognizing Suspicious Activity

No single factor by itself is
indicative of risk; however, when
a combination of factors is
present during a Transaction,
additional scrutiny is warranted.
If you have any doubts of
suspicious activity call in a
Code 10.

Diligently scrutinizing behaviors and circumstances can help prevent you from being victimized
by fraud.

As a prudent Merchant, you must always be aware of circumstances that may indicate a
fraudulent scheme or suspicious behaviors that may flag a fraudulent customer.

Suspicious Behavior

A suspicious situation may arise, causing you to question the authenticity of the Card, or the
legitimacy of the person presenting it. Any single behavior may not be risky. However, when
customers exhibit more than one of the following behaviors, your risk factor may increase:

+ larger-than-normal Transaction dollar amounts,

» orders containing many of the same items,

» orders shipped to an address other than a billing address,

+ orders using anonymous/free email domains,

+ orders sent to postal codes or countries where you show a history of fraudulent claims,
« orders of a "hot" product (i.e., highly desirable goods for resale),

+ customeris afirst-time shopper,

+ customer is purchasing large quantities of high-priced goods without regard to color, size,
product feature, or price,

» customer comes in just before closing time and purchases a large quantity of goods,
»  customer wants to rush or overnight the order,

« customer has a previous history of Disputed Charges,

»  customeris rude or abusive toward you; wanting to rush or distract you,

»  customer frequents your Establishment to make small purchases with cash, then returns
to make additional purchases of expensive items with a Card.

If you suspect Card misuse, follow your internal store policies, and immediately call your
Merchant Services Provider with a Code 10. Never put yourself or your employees in unsafe
situations, nor physically detain or harm the holder of the Card.

9.7 Prepaid Card Security Features

You are responsible for following all our Prepaid Card acceptance procedures in Section 4.19
"Processing Prepaid Cards". Although there are a number of unique Prepaid Cards, all Prepaid
Cards share similar features, except that:

*  Prepaid Cards may or may not be embossed, and
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+  The following features may appear on the front or back of the Card (or a combination of

both):
©ss0 )
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1. The American Express logo generally appears in the bottom right corner.

2. The words PREPAID or INCENTIVE will generally be shown above the American
Express logo.

3. Cards pre-loaded with funds may show the dollar amount or the total points
(reloadable Cards generally will not show a number).

The CID Number will appear usually above the Card Number or above the logo.
The Card Number appears on the Card.
The Valid Date or Expiration Date appears on the Card.

No ok

The recipient's name or company name may appear on the Card; otherwise a generic
"Recipient" or "Traveler" may appear, or this area might be blank.

9.8 Recognizing Suspicious Activity for Prepaid Cards

American Express recommends that you follow the procedures in the preceding Section 9.6
"Recognizing Suspicious Activity" in addition to being vigilant for the following suspicious
behaviors related specifically to Prepaid Cards:

»  Customer frequently makes purchases and then returns goods for cash. (To avoid being
the victim of this scheme, you should follow your internal store procedures when you
cannot issue a Credit on the Card used to make the original purchase.)

»  Customer uses Prepaid Cards to purchase other Prepaid Cards.

+  Customer uses large numbers of Prepaid Cards to make purchases.

9.9 Travelers Cheque and Gift Cheque Security Features

We offer a variety of cheque Even though American Express' Travelers Cheques and Gift Cheques offer more convenience

verification solutions to help you and security, counterfeit products circulate worldwide. You must verify all cheque products
avoid accepting fraudulent presented at your Establishment and contact the Travelers Cheque/Gift Cheque Customer
cheque products. For more Service with questions or suspicions.
details about Authorization ) ) ) o
solutions, contact us via email at One of the easiest and most effective tests to determine authenticity is the smudge test:
t@conlineAuthorizations 1. Turn the cheque over (non-signature side).
~aC2R.COM. 2. Locate the denomination on the right side of the cheque. Wipe a moistened finger across
the denomination. The ink should not smudge.
3. Wipe a moistened finger across the denomination on the left side of the cheque. The ink
should smudge.
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The following shows an example of a smudge test:

left side smudges right side does not smudge
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For Travelers and Gift Cheque acceptance procedures, see Section 4.20, "Processing
Travelers/Gift Cheques". American Express also recommends that you follow the procedures in
the preceding Section 9.6, "Recognizing Suspicious Activity" to assist you in the mitigation of
fraud.

As another layer of protection, there are a number of security features inherent in American
Express' Travelers Cheque and Gift Cheque products. Following are a few security features to
help you recognize an authentic Cheque.

Centurion Portrait Watermark
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9.10 Fraud Mitigation Tools

Fraud mitigation tools are available for both Card Present and Card Not Present Transactions to
help verify that a Charge is valid. These tools help you mitigate the risk of fraud at the point of
sale, but are not a guarantee that (i) the person making the Charge is the Cardmember, (ii) the
Charge is in fact valid or bona fide, (iii) you will be paid for the Charge, or (iv) you will not be
subject to a Chargeback.

For optimal use of the tools, it is critical that:

» you comply with the applicable sections of the Technical Specifications (see Section 2.5
"Compliance with the Technical Specifications"), and

« you provide high quality data in the Authorization request.

American Express offers strategies and tools for preventing fraud. For more information about
what you and your business can do, review the tools listed below and contact your Merchant
Services Provider to determine what tools are supported.
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9.10.1

Card
|dentification
(CID)
Verification
Tool

You request the
four-digit CID
number printed on
the Card from the
Cardmember and
send it with the
Authorization
request to the
Issuer.

Issuer compares
the CID number
provided with that
on file for the Card
and, based on the
comparison,returns
a match code to
you.

Helps to ensure that
the person placing
the order actually
has the Card in his
or her possession
andis not using a
stolen Card
Number.

Contact your
Merchant Services
Provider

Card Not Present Fraud Tools

Automated
Name and
Address

Verification

You request name
and address
information from the
Cardmember at the
point of sale, and
provide this
information
electronically during
Authorization,
through your POS
terminal.

Issuer compares the
name and address
information you
provided with
Cardmember's
billing records and
provides a response
code indicating full,
partial, or no match.

Helps Issuer
evaluate
Cardmember
identity by
comparing
informationprovided
by the Cardmember
at the point of sale
with Cardmember
billing information
not available on the
Card.

Contact your
Merchant Services
Provider

Email
Verification

You request email
address from the
Customer at the
point of sale, and
provide this
information
electronically
during an
Authorization.

Issuer compares
the email address
you provided with
email addresses
on file at American
Express and
returns a match
result.

Email Address
Verification helps
evaluate
Cardmember
identity by
comparing
information
provided by the
customer during
the check-out
process with
Cardmember
information not
available on the
Card.

Contact your
Merchant Services
Provider

Merchant Operating Guide - Mexico

Billing Phone

Number
Verification

You request billing
phone number
fromthe Customer
at the point of sale,
and provide this
information
electronically
during an
Authorization.

Issuer compares
the phone number
you provided with
Cardmember
billing phone
number and
returns a match
result.

Billing Phone
Number
Verification helps
evaluate
Cardmember
identity by
comparing
information
provided by the
customer during
the check-out
process with
Cardmember
information not
available on the
Card.

Contact your
Merchant Services
Provider

Enhanced

Provides additional
data elements in
Authorization
requests describing
the transaction and
enabling a more
informed
Authorization
decision.

Helps mitigate fraud
before a Transaction
is authorized by
analyzing key data
elements submitted
with Authorization
requests.

Data elements
include shipping
address, transaction
origin, and airline
ticket details.

Contact your
Merchant Services
Provider
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9.10.2 Card Present Fraud Tools

Card
|dentification

(CID) Track 1 Chip Terminal ID Code 10
Verification

Tool

You request the POS terminal Chip technology Captures a A special phrase you
four-digit CID captures data uses an embedded numeric identifier  use to indicate to your
number printed on encoded in the microchip to uniquely assigned  Merchant Services
the Card from the  Track 1 of the encrypt card to each POS device Provider that you have
Cardmemberand  Magnetic Stripe information, and sends ittothe suspicions concerning
send it with the and sends ittothe making it more Issuer with each the Cardmember, the
g Authorization Issuer with the difficult for Authorization Card, the CID, and/or
== request to the Authorization unauthorized users request. the circumstances of
g‘ Issuer. request. to copy or access the sale.
4l Issuer compares  Issuer compares the data. Data can
("B the CID number information in only be accessed
Q provided with that  track to when the Card is
on file for the Card  information onfile insertedintoa
and, based onthe  andsends approval Cchip-enabled
comparison, decision. terminal.
returns a match
code to you.
Helps to ensure Can signal Provides enhanced Helps detect high  Enables your Merchant
that the person tampering and protection against risk patterns of a Services Provider to
g making the alteration of the fraud from lost, particular POS speak with an
(oM purchase is not Card's Magnetic stolen, and device. American Express
E' using an altered or  Stripe. counterfeit Cards. Authorizer on a card
E duplicated Card. present transaction
they assess as high
risk.
Contact your Contact your Contact your Contact your If you suspect Card
Merchant Services Merchant Services Merchant Services Merchant Services misuse, follow your
Provider Provider Provider Provider internal store policies,
'E and, if directed to do
) so, call your Merchant
E Services Provider with
Q aCode 10
o Authorization Request.
§ Only pick up a Card if
(®) directed to do so by
= your Merchant
% Services Provider or
I the Issuer. Never put
yourself or your
employees in unsafe
situations.
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10.1

Introduction

As a Merchant, you understand the hard work and dedication it takes to keep a business
running. At American Express, we also work hard to maintain our business and uphold our
reputation as a world-class global payments and network company. Part of our regimen is to
evaluate Merchants to ensure compliance with our policies and procedures, in addition to
assessing any potential risk to our business.

10.2 Prohibited Merchants

Some Merchants are not eligible (or may become ineligible) to accept the Card. American
Express may terminate Card acceptance (including immediate termination without prior
notice) if we determine or have reason to believe, in our sole discretion, that you meet any of
the following criteria:

» Participation as a Merchant on our Network or acceptance of Cards (or both) by you or any
of your Establishments may cause us not to be in compliance with Applicable Laws,
regulations, or rules.

*  You do not have a verifiable physical address and can only be reached by telephone.

*  You or any of your Establishments are involved (or knowingly participate or have
participated) in a fraudulent or illegal activity.

*  You or any of your Establishments are identified as a sponsor of international terrorism as
warranting special measures due to money laundering concerns, or as non-cooperative
with international anti-money laundering principles or procedures.

Additionally, American Express may terminate acceptance of Cards by you or any of your
Establishments if:

*  You are listed on the U.S. Department of Treasury, Office of Foreign Assets Control,
Specially Designated Nationals and Blocked Persons List (available at www.treas.gov/
ofac).

*  You are listed on the U.S. Department of State's Terrorist Exclusion List (available at
www.state.gov).

*  You are located in or operating under license issued by a jurisdiction identified by the U.S.
Department of State as a sponsor of international terrorism, by the U.S. Secretary of the
Treasury as warranting special measures due to money laundering concerns, or as
noncooperative with international anti-money laundering principles or procedures by an
intergovernmental group or organization of which Mexico is a member.

»  Your verifiable physical address is not located in Mexico.

*  You or any of your Establishments fall into one of the following categories and/or accept
Transactions for the prohibited activities displayed in the following table:

Airlines & air carriers All airline and air carrier merchants, 3000-3300;
(including charter airlines) including charter airlines. 4511
Bail/bail bond A sum of money paid by a criminal =

defendant to be released from jail
under the condition that they appear
for court appearances. This does
not include a bail bond fee (MCC
9223).
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Bankruptcy services A company or agency that is in the =
business of recovering money owed
on delinquent accounts or
supporting the bankruptcy process.

Bullion Bulk metal in bars or ingots. =
Examples include:

« Gold, silver, platinum, palladium
bullion

+ Gold, silver, platinum, palladium
bars

* Precious metals

Car rental agencies Branded car rental agencies (e.g., 3351-3441
Avis, Budget, Hertz).

Cash at Point of Sale/Cash on Cash-like transactions from financial 6010

Card and non-financial institutions. 6011
6051

Check cashing/guarantee A business that provides customers =

with a way to turn a check into cash
without having to rely on a bank
account.

Child pornography An individual or entity providing or =
associated with the visual depiction
of a minor engaged in obscene or
sexually explicit conduct, whether
made or produced by electronic,
mechanical, or other means.

Collection agencies A company that lenders use to 7322
recover funds that are past due.

Commercial leasing A business that conveys land, real =
estate, equipment, or other property
to another for a specified time in
return for regular periodic payment.
Examples include commercial real
estate and commercial vehicles,
such as trucks and marine vessels.
This does not include residential
Real Estate Agents and Managers -

Rentals (MCC 6513).
Credit financing A merchant that provides financing 6010
to customers, earning revenue on 6011
that financing via fees and/or 6012
interest. 6051
Credit restoration A service aimed at improving credit =

ratings by disputing errors and
outdated claims with credit bureaus.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 68
disclosed to third parties without the express prior written consent of American Express.



AMERICAN EXPRESS

Prohibited Category

Debt repayment (past due or

defaulted)

Door-to-door sales

Escort services

Foreign exchange

Gambling

Investments

Licensed insolvency
practitioners

This document contains sensitive, confidential and trade secret information, and must not be
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A company collecting payment of 7322
overdue debt.

Unsolicited individual (who may go 5963
from door to door) selling goods

and/or services with immediate

payment expected.

A business, agency, or person who, =
for a fee, provides or offers to provide
a companion.

A business or financial institution 6051
that has the legal right to exchange
one currency for another currency.

The wagering of money or something 7800
of value on an event with an 7801
uncertain outcome, with the primary 7802
intent of winning money or material 7995
goods.

Examples include:

» Regulated (real money) betting,
including casino, poker, sports
betting, lottery tickets

« Advance-deposit wagering,
including horse/dog racing

» Fantasy sports

« Skill-based, pay-to-play games
that award monetary prizes

« Games of chance that are not
free to enter and award monetary
prizes

«  Government-owned and other
lotteries

« Gambling chips
+ Gambling credits

A purchase made for speculative =
purposes, or with the intent of future

profit or appreciation. Examples

include, but are not limited to

securities (stocks, bonds,

commodities, and mutual funds)

wine with delivery that exceeds one

(1) year from purchase, and

investment on futures.

A professional intermediary in =
insolvency procedures.
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Lodging — Hotels, Motels, Branded lodging establishments 3501-3999
Resorts (including "branded" (e.g., Best Western, Hilton,
Central Reservation Services) Marriott).

Marijuana-related businesses Any individual or entity that =
manufactures, processes,
distributes, or dispenses marijuana,
or byproducts or derivatives of
marijuana, whether for recreational
or medicinal purposes, and whether
or not subject to a governmental
licensing regime.

Marketplaces A business that brings together 5262
consumers and retailers selling a
range of goods or services under
different industry categories, on a
single e-commerce platform, undera
single brand used to identify itself to

consumers.

Mortgage payments A payment which includes principal 6012
and interest paid by borrower to 6051
lender of a home loan.

Multi-level marketing / A sales system that uses one or 5966

pyramid selling (also referred more of the following practices: 5967

to as Direct Marketing — + Participants pay money for the

Inbound/Outbound right to receive compensation for

Telemarketing) recruiting new participants.

» Aparticipant is required to buy a
specific quantity of products,
other than at cost price for the
purpose of advertising, before
the participant is allowed to join
the plan or advance within the
plan.

« Participants are knowingly sold
commercially unreasonable
quantities of the product or
products (this practice is called
inventory loading).

» Participants are not allowed to
return products on reasonable
commercial terms.

Online adult entertainment A business or entity that provides =
internet adult digital content.

Payday lending A company that lends customers =
money at high interest rates on the
agreement that the loan will be
repaid when the borrower receives
their next pay-check.
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Person-to-Person Payments

Postal Services —
Government Only

Prostitution

Real Estate Down Payments

Steamships & cruise lines
(incl. onboard cruise shops)

Telemarketing — travel related

Timeshares

Top-up wallet

Virtual currency/
cryptocurrency

Wire transfers in-person

A service that allows customers to
transfer funds from their bank
account or credit card to another
individual's account via the Internet
or a mobile device.

Government-owned postal offices
that provide a variety of services
such as accepting and processing
packages and mail for delivery and
selling postage stamps.

A person or business providing
sexual services in return for
payment.

An initial payment when the real
estate is bought on credit.

Steamship and cruise line
merchants.

A business that telemarkets travel
related products or services or other
travel arrangements.

Selling partial ownership of a
property for use as a holiday home,
whereby a Cardmember can buy the
rights to use the property for the
same fixed period annually.

Functionality that provides a Stored
Value Digital Facility (SVDF), a
feature that allows funds to be
loaded into a digital wallet for
subsequent payments, including
purchases of goods and services, at
single or multiple payment
acceptors. Using the Card to fund
purchases completed using a
payment credential provided by
other general purpose card networks
is also prohibited. This restriction
does not apply to funding Prepaid
Card purchase and loading.

Digital money not authorized or
adopted by a government. Issued
and controlled by its developers and
used and accepted among members
of a specific virtual community.

A business that specializes in the

6538

9402

6012
6051

4411

5962

7012

6051

4829

(not online) transfer of money from one location
to another.
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10.3 Monitoring

10.31

This list is not exhaustive and American Express may, in its sole discretion, consider other
prohibited merchant categories and modify this list accordingly.

Please contact your Merchant Services Provider for more information on prohibited merchant
categories and activities.

Mixed Business

If any segment of your or any of your Establishments business falls into any of the
aforementioned business types, you and your Establishments must not accept the Card for
those Transactions. If you or any of your Establishments accept the Card for these
Transactions, American Express will exercise Chargeback. American Express may also place
you or any of your Establishments in one of American Express' Chargeback programs, cancel
or disentitle acceptance of Cards by you or any of your Establishments, and/or request
termination of your merchant agreement with your Merchant Services Provider (or take any
combination of these actions).

After you become a Merchant on the Network, American Express monitors to identify potential
risks. American Express uses internal and third-party information when monitoring and looks
for, among other things:

» disproportionate Disputed Charges and Chargebacks,

*  Merchants that meet the High Risk Merchant criteria set forth in Subsection 10.3.1, "High
Risk Merchants",

* schemes to defraud American Express,

» legal, compliance, or other credit and fraud risks, and

» data submitted in compliance with the Technical Specifications.

American Express will monitor you for actions or behaviors (or both) which may put American
Express, Issuers, or Cardmembers at risk. Based on the results of American Express’

monitoring, American Express reserves the right to take action to mitigate its risk, including
one or more of the following (in American Express’ sole judgment):

+ requesting information about your finances and operations,

» instituting Card acceptance restrictions,

« exercising Chargeback, rejecting Charges, charging fees, or assessments,
*  requiring corrective action by the Merchant, or

+ terminating any Card acceptance privileges or suspending those privileges until the risk
has subsided.

High Risk Merchants

High Risk Merchants are those types of businesses that we determine put us at risk and/or
whose business has excessive occurrences of fraud.

If we determine, in our sole discretion, that you meet the criteria for one or more of the High
Risk Merchant categories, we may place you in a Chargeback program and/or terminate Card
acceptance.

We consider you to be "high risk" if you meet at least one criterion in the following table:*
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High risk industry Your type of business has had historically high occurrences of fraud
and Disputed Charges with us or as compared to other similarly
situated Merchants (or both). Examples of high risk industries
include: internet electronic delivery and aggregators.

Performance You have recent high occurrences of fraud that present an excessive
risk to us. You have had high occurrences of fraud and/or high fraud
amounts for a number of consecutive months.

Canceled derogatory Your Agreement was canceled due to unsatisfactory activity.

Fictitious You accept Cards fraudulently.

Prohibited You are not eligible to accept the Card on the American Express
Network. For prohibited criteria see Section 10.2. "Prohibited
Merchants".

* This list is not exhaustive and American Express may, in its sole discretion, consider other
criteria as high risk and modify this list accordingly.

10.3.2 Fraudulent, Deceptive, or Unfair Business Practices, lllegal Activities, or Prohibited
Uses of the Card

If we determine or have reason to believe, in our sole discretion, that you engage or have
engaged (or knowingly participate or knowingly have participated) in any of the activities listed
in the following table; in any scheme that defrauds American Express, Issuers, and/or our
Cardmembers; or in business practices that we deem fraudulent, deceptive, and/or unfair, we
may take corrective action on you, which may include but is not limited to:

+ placement in a Chargeback program,
« exercising Chargeback or rejecting Charges, or

+ termination of the Agreement (including immediate termination without prior notice to
you) or disentitlement of Card acceptance.

Factoring occurs when Transactions do not represent bona fide sales
of goods or services at your Establishments (e.g., purchases at your
Establishments by your owners (or their family members) or
employees contrived for cash flow purposes).

Factoring

Collusion refers to activities whereby your employee collaborates
with another party to conduct fraudulent Transactions. It is your
responsibility to set appropriate controls to mitigate such activity as
well as to have monitoring systems to identify such activity.

Collusion

Marketing fraud occurs when mail, telephone, or Internet Order

. solicitations are used for fraudulent or deceptive purposes (e.g., to
WEIGCHIRTERIN 1t valid Cardmember Information for fraudulent Transactions, or
to charge unauthorized sales to a valid Card account).

Identity theft is the assumption of another person's identity to gain
|dentity theft access to their finances through fraudulent Merchant setup or
fraudulent Transactions.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 73
disclosed to third parties without the express prior written consent of American Express.



Merchant Operating Guide - Mexico

AMERICAN EXPRESS

Loy If American Express determines, or has reason to believe, in
”legal activities, American Express' sole discretion, that you engage or have engaged
fraudulent (or knowingly participate or knowingly have participated) in

(Other than fraudulent, deceptive, or unfair business practices, or accepted the
marketing), Card to facilitate, directly or indirectly, illegal activity of any kind, and
unfair or without waiving American Express' other rights and remedies,
dece ptive American Express has the right to terminate Card acceptance.
business If American Express finds that the Transaction involved a prohibited
practices, or use of the Card (see Section 3.3, "Prohibited Uses of the Card"),
prohibited B{SEI American Express may apply the corrective actions listed above.

of the Card

This list is not exhaustive and does not reflect all circumstances under which American Express
may act to protect the interest of American Express.
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111 Introduction

This chapter describes how American Express processes Chargebacks and Inquiries.

Highlights of this chapter include:

» adiscussion of the American Express Disputed Charge process,

» areview of Chargeback and Inquiry reasons,

* anoverview of the American Express Chargeback policies, and

+ tips for avoiding Chargebacks and Inquiries, and preventing fraud.

11.2 Transaction Process

Charges may be disputed for a variety of reasons. In general, most Disputed Charges stem
from:

+  Cardmember dissatisfaction with some aspect of the purchase, (e.g., a failure to receive
the merchandise, duplicate billing of a Charge, incorrect billing amount),

+ anunrecognized Charge where the Cardmember requests additional information, or

» actual or alleged fraudulent Transactions.

If a Cardmember disputes a Charge, American Express opens a case. We may also open cases
when Issuers or the Network initiates disputes. If a case is opened, we may initiate a
Chargeback to you immediately or send you an Inquiry.

You must not suggest or require Cardmembers to waive their right to dispute any Transaction.

DATA SECURITY

TRANSACTION PROCESS*

A dispute
caseis
opened

FRAUD DETECTION

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

11.3 Disputed Charge Process

11.3.1 Mapping out the Disputes Process

Most disputes begin when a Cardmember contacts American Express with a question or
problem with a specific Transaction. Disputes can be complicated. This step-by-step flowchart
can help make the process clearer, so you know what to expect if a Charge is disputed.
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A CHARGE IS DISPUTED

it &
|

American Express will work directly with the Cardmember and try to resolve the case
before sending an Inquiry or Chargeback notice.

INQUIRY

If American Express cannot resolve

the dispute with readily available
information, then American @
Express will send an Inquiry notice

to your Merchant Services Provider.

Your Merchant Services Provider

will send the Inquiry notice to
you requesting supporting

eeeeeeee YOour Merchant eeccecee
Services Provider will
let you know applicable

UPFRONT CHARGEBACK

If the Cardmember provides
f\ American Express with enough
'éj information, then American
Express will send a Chargeback
notice to your Merchant Services
Provider.

Your Merchant Services Provider

will send the Chargeback notice
to you requesting supporting

documents. time frames for documents.
responding to notices
CASE CHARGEBACK REVERSAL CHARGEBACK
RESOLVED A Chargeback will be Areversal may be STANDS
The case may be processed if your reply processed if you The Chargeback
resolved in your favor :'Z::r(]esiyggccﬁnttihser is not rpggnfsiéze stands if your reply
if you provide the : supporting is insufficient; or is

requestedinformation
and supporting
documents within the
time frame specified.

With respect to a Disputed Charge:

documents within

the time frame
specified.

not received ontime.

*  You may receive an Inquiry from your Merchant Services Provider prior to a Chargeback

being exercised, or

»  Prior to receiving an Inquiry, you may receive a Chargeback if it is determined that
sufficient information is available to resolve the Disputed Charge in favor of the

Cardmember.

American Express has Chargeback rights:

+ whenever Cardmembers bring Disputed Charges, as described in this section, or have
rights under Applicable Law or contract to withhold payments,

* incases of actual or alleged fraud relating to Charges,

+ if you do not comply with the Agreement (including omitting any Transaction Data from
Charge Submissions), even if your Merchant Services Provider and/or American Express
had notice when you were paid by your Merchant Services Provider for a Charge that you
did not so comply and even if you obtained Authorization for the Charge in question, or

+ as provided elsewhere in the Agreement.

Contact your Merchant Services Provider for additional information and guidance regarding
Disputed Charges and Chargebacks.
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11.4 How We Chargeback

We may Chargeback by (i) deducting, withholding, recouping from, or otherwise offsetting
against our payment to your Merchant Services Provider for a Charge you submitted; or (ii)
reversing a Charge for which we have not paid you. Our failure to demand payment does not
waive our Chargeback rights.

Your Merchant Services Provider may have additional rights and remedies with respect to
Disputed Charges. Please contact your Merchant Services Provide for more information on
their Chargeback procedures.

11.5 Tips for Avoiding Chargebacks

Inquiries can be expensive and time consuming for all parties involved. Follow these general
steps and you may avoid unnecessary Inquiries and Chargebacks:

Keep track of all Charge Records.
Issue Credits immediately after determining that a Credit is due.

Disclose all terms and conditions of your sale/return/exchange/cancellation policies at the
point of sale, on all Charge Records and customer receipts, and on your website.

Contact your Merchant Services Provider to make sure the name that you provide in your
Submission matches your business name.

Submit Charges only after goods have been shipped or services have been provided.

Advise Cardmembers when goods or services will be delivered or completed, and always
advise the Cardmember of any delays.

Obtain a Cardmember's agreement in writing whenever completing a service or work
order.

Encourage Cardmembers at the point of sale to contact your business directly should
there be any problems with their purchase. Include your telephone number or web address
and an appropriate description of goods or services purchased in your Submission.

Inform Cardmembers of your business name that will appear on their billing statement.
Provide a cancellation number when applicable.

Remind the Cardmember to retain any documents you have provided, along with shipping
information when applicable.
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12.1 Introduction

This chapter states additional policies and procedures applicable to Merchants classified in
specific industries. All other provisions and requirements of the Agreement apply to these
Merchants as well. To the extent possible, the provisions of this Chapter 12, "Specific
Industries" and the other provisions of the Merchant Operating Guide shall be interpreted to
give each their full effect. However, if a conflict is deemed to exist between them, then the
provisions of this Chapter 12, "Specific Industries" shall govern.

12.2 Auto Dealers

This section applies to Merchants classified in an auto dealer industry.

The following requirements will apply to Charges for the down payment or the entire purchase
price of new and used motor vehicles.

You may accept the Card for down payment of a motor vehicle, subject to the following
provisions:

*  You must not submit a Charge for the down payment price of a used motor vehicle unless
and until you have obtained the Cardmember's approval in writing on the agreement/bill of
sale setting forth the terms of the sale, including down payment price, and your
cancellation policy.

* Inaddition to other Chargeback rights, American Express also has Chargeback rights for
any portion of the Charge for the down payment price of a used motor vehicle which is
disputed by the Cardmember, if such Disputed Charge cannot be resolved in your favor
based upon unambiguous language contained in the written agreement/bill of sale.

*  Should a Cardmember exercise his or her right to rescind the written agreement/bill of
sale during any rescission period set forth in the Cardmember's agreement with you or at
law, you shall submit a Credit to your Merchant Services Provider promptly.

» Ifyouare classified as an auto dealer of used motor vehicles exclusively, the down payment
must not exceed 50% of the full purchase price of the motor vehicle.

+  Ifthe Cardmember denies making or authorizing the Charge, American Express will have
Chargeback rights for such Charge in addition to its other Chargeback rights.

You may also accept the Card for the entire purchase price of a new or used motor vehicle,
subject to the following provisions:

*  You are classified as an auto dealer of new or new and used motor vehicles (i.e., your
dealership sells new motor vehicles exclusively or both new and used motor vehicles).

*  The amount of the Charge does not exceed the total price of the motor vehicle after
deduction of applicable discounts, taxes, rebates, cash down payments, and trade-in
values.

*  You must not submit a Charge for the entire purchase price of a new or used motor vehicle
unless and until you have a written agreement/bill of sale signed by the Cardmember
setting forth the terms of the sale, including purchase price, delivery date and your
cancellation policy.

* Inaddition to other Chargeback rights, American Express also has Chargeback rights for
any portion of the Charge for the entire purchase price of a new or used motor vehicle
which is disputed by the Cardmember, if such Disputed Charge cannot be resolved in your
favor based upon unambiguous language contained in the written agreement/bill of sale.

»  Should a Cardmember exercise his or her right to rescind the written agreement/bill of
sale during any rescission period set forth in the Cardmember's agreement with you or at
law, you shall submit a Credit to your Merchant Services Provider promptly.
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+ Ifthe Cardmember denies making or authorizing the Charge and you have not transferred
title or physical possession of the motor vehicle to the Cardmember, American Express will
have Chargeback rights for such Charge in addition to its other Chargeback rights.

12.3 Business-to-Business (B2B)/ Wholesale Distribution

If you are classified in the business-to-business (B2B) or wholesale distribution industries, and
it is determined that you are not in the Telecommunications industry, then notwithstanding the
prohibition in Section 3.3, "Prohibited Uses of the Card", you may accept the Card for overdue
amounts to the extent that acceptance of overdue amounts is a common practice in your
industry and does not constitute an attempt to obtain payment from the Cardmember whose
prior methods of payment have been difficult to collect or uncollectable. An indicator of such
difficulty, for example, may be the fact that you have sent an overdue customer account to
collections.

For the purposes of Section 6.5, "Submission Requirements — Electronic", a Charge submitted
by your Establishments classified in the foregoing industries will be deemed "incurred" on the
date the Cardmember indicates to you that the Cardmember will pay for the goods or services
purchased with the Card, so long as:

+ thisisacommon practice in your industry, and

« does not constitute an attempt to obtain payment from the Cardmember when prior
methods of payment have been difficult to collect or uncollectable.

Notwithstanding the restriction in Section 6.5, "Submission Requirements — Electronic”, you
must not submit any Charge until the goods have been shipped or services have been provided
to the Cardmember. To the extent that you have clearly disclosed your intentions to the
Cardmember and the Cardmember agrees, then you may submit the following types of
Charges to your Merchant Services Provider before you ship the goods to the Cardmember:

+  Charges representing deposits on custom and special orders (so long as you comply with
Applicable Law) or goods not in inventory at the time the order is placed.

»  Charges representing advance, partial, or full payment for goods that the Cardmember
requests you to ship at a later date.

12.4 Charitable Donations

If it is determined that you are a non-profit organization incorporated or registered under

Applicable Law, and recognized as an Entity qualifying for tax exemption, then:

*  You must provide your Merchant Services Provider, on request, documentation of such tax
exempt status (e.g., tax-exempt status must be published in the section of "Authorized
Charities Directory" at Servicio de Administracién Tributaria (SAT) web page at http://
www.sat.gob.mx.

*  You may accept the Card for charitable donations that:

= aretax deductible to the payor as a charitable contribution, or

* include the receipt of an item or service of value (such as a meal or admission to an
event or other incentive) where at least a portion of the amount is tax-deductible to
the payor as a charitable contribution.

12.5 E-Commerce Businesses
If you are operating a website or e-commerce business, you must include the following website
information display requirements on your website:

» Anaccurate description of the goods/services offered, including the currency type for the
Transaction. Transaction currency must be in Mexican Pesos.
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*  Your physical address in Mexico.

* Anemail address and a telephone number for customer service disputes.
*  Return/refund policy.

» Adescription of your delivery policy (e.g., No COD, No overnight).

+ Adescription of your security practices (e.g., information highlighting security practices
you use to secure Transactions on your systems, including Transactions conducted on the
Internet).

+  Astatement of known export restrictions, tariffs, and any other regulations.

A privacy statement regarding the type of personal information collected and how the
information is used. Additionally, you must provide to customers the option to decline being
included in marketing campaigns or having their personal information included on lists sold to
third parties.

12.6 Government/Utilities/Education

12.7

Insurance

This section applies to Merchants classified in the government, utilities, or certain education
industries (i.e. higher education, private school-kindergarten to grade 12).

Customers should feel free to use all forms of payment that you accept without being penalized
for choosing a particular form of payment. To promote consumer choice, you are generally
prohibited from imposing any restrictions, conditions, or disadvantages when the Card is
accepted that are not imposed equally on all Other Payment Products. See Section 3.2
"Treatment of the American Express Brand".

You must not impose a higher convenience fee, whether in the form of a flat fee or as a
percentage of the final Transaction amount, on Charges than you impose on Other Payment
Products, except for automated clearing house funds transfers, cash, and checks. American
Express views discrimination against Cardmembers as a breach of the Agreement.

If you are classified in the government, utilities, or education sectors, you may assess
convenience fees on Charges, provided that they comply with the other requirements of this
section.

You must clearly disclose the amount of convenience fees to the customer, which may include
itemization on the customer receipt, invoice, or confirmation email, and give the customer the
opportunity to cancel the Charge if the customer does not want to pay the convenience fee.

Any explanation, verbal or written, describing why the convenience fee is being assessed or
how it is calculated, must characterize the convenience fee as an assessment to cover your
administrative costs, and not as an assessment to cover your cost of accepting the Card.

Your Merchant Services Provider can only assess a convenience fee when it accepts the Card
for the foregoing Charges in compliance with the requirements of this section.

This section contains provisions specific to Merchants classified in the insurance industry.

American Express undertakes no responsibility on your behalf for the collection or timely
remittance of premiums. American Express will not be subject to any liability, under any
circumstances, for any claim arising from, or related to, any insurance policy you issued. You
must indemnify, defend, and hold harmless American Express and its Affiliates, successors,
assigns, and Issuers, from and against all damages, liabilities, losses, costs, and expenses,
including legal fees, to Cardmembers (or former Cardmembers) arising or alleged to have
arisen from your termination or other action regarding their insurance coverage.
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12.8 Internet/Online Pharmacies

If you are classified or it is otherwise determined that you are an internet/online pharmacy
Merchant that accepts the Card for sales of prescription medications (as defined by Applicable
Law) in the Card Not Present environment:

*  You must be certified by the Verified Internet Pharmacy Practice Sites program of the
National Association of Boards of Pharmacy (www.nabp.net), or

*  You or your authorized representative must attest that you comply with the licensing and
inspection requirements of (i) federal, state, and/or provincial laws and the jurisdiction in
which you are located and (ii) each jurisdiction to which you dispense pharmaceuticals.

Upon request, you or your Merchant Services Provider must promptly provide documentation
that you fulfill the foregoing requirements. Failure to provide this documentation promptly may
result in the cancellation or disentitlement of Card acceptance privileges.

Specific procedures exist for Transaction processing by internet/online Merchants. These
procedures appear in Section 4.7, "Processing a Card Not Present Charge".

12.9 Oil/Petroleum

If you are classified in the oil and petroleum industry, your Merchant Services Provider may
place you in the Fraud Full Recourse Program if you accept Charges originating at a CAT gas
pump. For information about Customer Activated Terminals, see Section 4.6, "Customer
Activated Terminals".

129.1 Requirements
You must:

+  Obtain a unique Merchant Number from your Merchant Services Provider for your CAT gas
pump sales. If you conduct any other business at your Establishment (e.g., convenience
store sales, car washing services), you must obtain a unique Merchant Number for those
lines of your business.

+  Submit dealer location data along with each Authorization request and each Submission
file. Dealer location data consists of your business:

= dealer number (store number)

=  name
= street address
= City

= postal code
12.9.2 Recommendations

American Express has implemented several policies and fraud prevention tools to assist in
combating fraud at the gasoline pump. Work with your Merchant Services Provider for
additional information on these policies and to determine which fraud prevention tools are
supported.

American Express recommends that you:

+  Set apre-Authorization request of $100 at your CAT gas pumps.

»  For higher Charges such as diesel, adjust the pre-Authorization amount to accommodate
the higher Charges.

«  Setyour CAT gas pumps to shut off when they reach the pre-Authorization amount.

* Request aseparate Authorization for purchases that exceed the original pre-Authorization
amount.
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12.10 Online/Mail Order Tobacco Retail

If you are classified or it is otherwise determined that you are an online or mail order (or both)
tobacco or e-cigarette Merchant, then you must provide the website address of the online store
from which you sell your tobacco products. If your website facilitates tobacco sales, you may be
required on request to provide an executed and notarized Affidavit of Compliance with Laws -
Online/Mail Order Tobacco. Failure to provide this documentation promptly may result in the
cancellation or disentitlement of Card acceptance privileges. American Express may monitor
your website. Contact your Merchant Services Provider for additional information.

12.11 Rental Establishments

This section applies to Merchants classified in the Rental Establishments industries.

Customers should feel free to use all forms of payment that you accept without being penalized
for choosing a particular form of payment. To promote consumer choice, Merchants are
generally prohibited from imposing any restrictions, conditions, or disadvantages when the
Card is accepted that are not imposed equally on all Other Payment Products. See Section 3.2
"Treatment of the American Express Brand". You must not impose a higher convenience fee,
whether in the form of a flat fee or as a percentage of the final Transaction amount, on Charges
than you impose on Other Payment Products, except for automated clearing house funds
transfers, cash, and checks.

If you are classified as a Rental Establishment, you may assess convenience fees on Charges,
provided that you comply with the other requirements of Chapter 4, "Transaction Processing"
and this section, as follows:

*  You must clearly disclose the amount of convenience fees to the customer, which may
include itemization on the customer receipt, invoice, or confirmation email, and give the
customer the opportunity to cancel the Charge if the customer does not want to pay the
convenience fee.

+ Any explanation, verbal or written, describing why the convenience fee is being assessed,
or how it is calculated, must characterize the convenience fee as an assessment to cover
your administrative costs and not as an assessment to cover your cost of accepting the
Card.

Your Merchant Services Provider can only assess a convenience fee when it accepts the Card
for Charges in compliance with the requirements of this section.

12.12 Travel Industries

Additional policies and procedures are applicable to Merchants classified in the lodging and
vehicle rental industries. In addition, the Assured Reservations Program is available to
Merchants in the lodging, trailer park/campground, vehicle, aircraft, bicycle, boat, equipment,
motor home, and motorcycle rentals (see Subsection 12.12.3, "Assured Reservations").

12121 Lodging

This section applies to Merchants classified in the lodging industry. The Assured Reservations

and CARDeposit® programs allow certain Charges to be submitted that would otherwise not be
allowed by American Express.

12.12.1.1 Assured Reservations — Lodging

Assured Reservations means a Cardmember's accommodation is guaranteed by you to be held
until the published check-out time on the date following the scheduled arrival date, as indicated
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CARDeposit Program

A program that permits
Cardmembers to charge the
payment of an Advance
Payment Charge to their Cards
when a deposit is required.

by the Cardmember when making the Assured Reservation. You must honor Assured
Reservations.

Lodging Merchants may submit "no show" charges, if they comply with the provisions of the
Assured Reservations Program and the Cardmember does not use or cancel the reservation in
accordance with program requirements.

Your Assured Reservations Program responsibilities include the following:

*  When accepting an Assured Reservation, you must advise the Cardmember that, if the
Cardmember does not claim the Assured Reservation, or cancel it within the time specified
in your stated reservation policy, the Cardmember may be charged for one (1) night's
lodging plus applicable taxes. If the Cardmember does not claim the Assured Reservation
or cancel in accordance with your stated reservation policy, you may bill the Cardmember
for a "no show" Charge.

« Ifthe Cardmember cancels an Assured Reservation, you must provide a cancellation
number to the Cardmember and maintain a record of the cancellation number.

*  Usethe proper "no show" indicator, when submitting a "no show" Charge. If you are unsure
of how to transmit using this code, contact your Merchant Services Provider.

If you do not honor the Assured Reservations Program requirements your obligation to the
Cardmember is the following:

»  Payforone (1) night's accommodation at a comparable property, located nearby.

»  Pay for transportation to the alternate location.

+  Pay for a three (3)-minute telephone call.

»  Use good faith efforts to forward all communications to the Cardmember at the alternate
location.

Failure to meet the previously-mentioned obligations may result in a Chargeback if the
Cardmember disputes a "no show" Charge.

If American Express receives disproportionate numbers of Disputed "no show" Charges, you
must work with your Merchant Services Provider to reduce the number of disputes. If such
efforts fail to reduce the number of disputes, you may be placed in a Chargeback program.

12.12.1.2 CARDeposit Program
As a lodging Merchant, if you require room deposits, you must participate in the CARDeposit

program. You must accept the Card for payment of CARDeposits. Your CARDeposit program
responsibilities include the following:

»  Follow all requirements for an Advance Payment Charge, as described in Section 4.14
"Advance Payment Charges".

* Upon arrival, the Cardmember must show the Card. If the Cardmember does not have the
Card, other identification must be shown.

+  Ensure the Charge Record contains the words "CARDeposit" on the Cardmember
signature line or, for Charge Records submitted electronically, the appropriate indicator on
the Charge Data. If you are unsure of how to submit the Charge using the appropriate
indicator, contact your Merchant Services Provider.
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CARDeposit Program

A program that permits
Cardmembers to charge the
payment of an Advance
Payment Charge to their Cards
when a deposit is required.

12.12.2

The CARDeposit is You must send a written cancellation notice showing the

canceled cancellation number to the Cardmember within three (3) business
days from the date of such cancellation. If a refund is due,
pursuant to your advance deposit cancellation policy, you must
include the appropriate indicator or submit a Credit form with the
words "CARDeposit Cancellation" on the Cardmember signature
line. If you are unsure of how to submit using the appropriate
indicator, contact your Merchant Services Provider.

An arrival date of a You must send the Cardmember a written confirmation of the
CARDepositis changed change within three (3) business days from the date the
reservation was changed.

You are unable tohonora Your obligation to the Cardmember includes the following:

CARDepositthatwasnot . voy must issue a Credit for the CARDeposit.

reviously canceled . .
P y * You must pay for accommodations at a comparable location

nearby, until the duration of the original reservation expires (up
to fourteen (14) nights) or until accommodations become
available at the original location, whichever occurs first.

* You must provide transportation to and from the alternate
location once a day until the original accommodations are
available.

* You must pay for one, three (3)-minute call to advise of the
move to the alternate location, and one, three (3)-minute call
to advise of the return to the original location.

12.12.1.3 Emergency Check-in

If a Cardmember whose Card is lost or stolen requests check-in, you must call your Merchant
Services Provider, request "Authorization for an Emergency Check-in," and follow the
instructions.

Vehicle Rentals

This section applies to Merchants classified in the vehicle rental industry. When Cardmembers
opt to pay for vehicle rentals (not to exceed four (4) consecutive months) on the Card, you
must comply with these procedures.

12.12.2.1 Prepayment on Vehicle Rentals

If you permit Cardmembers to make Charges with the Card for vehicle rentals where
Cardmembers elect to prepay for a vehicle rental over the phone, at the counter, and via your
company websites (not on any other third-party reservation system) (Prepaid Rental), you
must:

»  Follow all requirements for an Advance Payment Charge, as described in Section 4.14
"Advance Payment Charges".

+  Ensure that your vehicle rental contract with the Cardmember contains the terms and
conditions of said reservation and cancellation policies.

12.12.2.2 Assured Reservations — Vehicle Rentals
Assured Reservations means a Cardmember's reservation is guaranteed by you to be held until

the vehicle return time, as indicated by the Cardmember when making the Assured
Reservation. You must honor Assured Reservations.
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Merchants should provide the
Cardmember with written
documentation containing all of
the Capital Damages details
(e.g., incident report, damage
estimate, photographs of the
damages) when the Charge is
submitted.

Vehicle Rental Merchants may submit "no show" charges, if they comply with the provisions of
the Assured Reservations Program and the Cardmember does not use or cancel the
reservation in accordance with program requirements. See Subsection 12.12.3, "Assured
Reservations" for details.

12.12.2.3 Capital Damages

If a Cardmember voluntarily opts to use the Card to pay for property damage to a rented
vehicle (Capital Damages), you may accept the Card, provided you have complied with all of the
following conditions for payments of such items:

The Card was used for the vehicle rental at the time the vehicle was checked out.

*  You must provide in writing, to the Cardmember, an itemized list and description of specific
damages which have occurred.

Prior to submitting a Charge, you must obtain the Cardmember's agreement in writing* to:

= Accept responsibility for the Capital Damages, and
=  Select American Express as the payment method for the Capital Damages, and

= Accept the total estimated amount for which the Cardmember may be responsible,
and that the final billed amount can be up to 15% more than the estimated amount.
No amounts in excess of 115% of the disclosed amount shall be charged to the
Cardmember's Card, without the express prior written consent of the Cardmember.

* The Cardmember’s acknowledgment must be made after the damages have occurred
and without any threat or duress.

*  You must obtain Authorization for the amount of the Capital Damages each time a Capital
Damages Charge is submitted.

*  Oneach occasion the Cardmember has chosen to use the Card for Capital Damages, you
must prepare a Charge Record separate from the Charge Record for the rental. You must
adhere to all requirements outlined in Chapter 4, "Transaction Processing" for the
completion of the Charge Record. In addition, you must observe the following:

= After the exact amount of the Capital Damages has been determined and the Charge
is ready for Submission, you must provide the Cardmember with an itemized notice of
damages; insert the amount of the Capital Damages on the Charge Record (in no
event in excess of the estimated amount plus 15% agreed to by the Cardmember in
writing).

=  For Charge Records submitted on paper or by other non-electronic means, you must
write "Capital Damages" on the signature line; for electronic Submission you must
provide the indicator. For instructions on how to provide the indicator, contact your
Merchant Services Provider.

* In addition to the other Chargeback rights contained in the Agreement, American
Express may exercise its Chargeback rights with respect to any Charge for Capital
Damages which is not submitted in accordance with all the procedures contained
within the Agreement, including the provisions of this Subsection 12.12.2.3, "Capital
Damages".

You must never include the following in an Authorization Request or in a Charge Submission:

+ Losses due to theft of the vehicle, or
»  Loss of revenue incurred by you due to loss of use of the rental vehicle in question.
12.12.2.4 Capital Damages to Rental Vehicles — Documentation

You must comply with requests from the Cardmember or the Cardmember’s insurance
adjustor to supply documentation related to the capital loss incident, if applicable.
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12.12.3

Assured Reservations Program

The Assured Reservation
Program allows Cardmembers
to contact a participating
property or rental agency to
make an Assured Reservation
and guarantee the reservation
by giving their American Express
Card. The Assured Reservation
Program is available to the
following industries: hotel, trailer
park/campground, vehicle,
aircraft, bicycle, boat,
equipment, motor home, and
motorcycle rentals.

This document contains sensitive, confidential and trade secret information, and must not be

Assured Reservations
Assured Reservations means:

«  Foraccommodation reservations (including hotel and trailer park/campground): a
Cardmember's accommodation is guaranteed by you to be held until the published check-
out time on the date following the scheduled arrival date, as indicated by the Cardmember
when making the Assured Reservation.

«  For vehicle, aircraft, bicycle, boat, equipment, motor home, and motorcycle rentals: a
Cardmember's reservation is guaranteed by you to be held until the return time, as
indicated by the Cardmember when making the Assured Reservation.

You must honor Assured Reservations. You may submit "no show" Charges, if you comply with
the provisions of the Assured Reservations Program and the Cardmember does not use or
cancel the reservation in accordance with program requirements.

Your Assured Reservations Program responsibilities include the following:

*  When accepting an Assured Reservation, you must advise the Cardmember that, if the
Cardmember does not claim the Assured Reservation, or cancel it within the time specified
in your stated reservation policy, you may bill the Cardmember for a "no show" Charge as
follows:

=  Foraccommodation reservations (including hotel and trailer park/campground): one
(1) night's accommodation plus applicable taxes.

=  Forvehicle, aircraft, bicycle, boat, equipment, motor home, and motorcycle rentals:
one (1) day’'s rental or the daily/hourly incremental equivalent of the rental rate agreed
upon in the rental agreement, plus applicable taxes.

« Ifthe Cardmember cancels an Assured Reservation, you must provide a cancellation
number to the Cardmember and maintain a record of the cancellation number.

*  Usethe proper "no show" indicator, when submitting a "no show" Charge. If you are unsure
of how to transmit using this code, contact your Merchant Services Provider.

If you do not honor the Assured Reservation Program requirements, you must provide
comparable accommodations, and/or services, when reasonably available, at no additional
cost to the Cardmember, in accordance with the rental agreement. Merchants classified in the
Lodging industry are also subject to the requirements set forth in Subsection 12.12.1.1,
"Assured Reservations — Lodging".

Failure to satisfy the previously-mentioned obligations may result in a Chargeback if the
Cardmember disputes a "no show" Charge.

If a disproportionate numbers of Disputed "no show" Charges are received, you must work to
reduce the number of disputes. If such efforts fail to reduce the number of disputes, you may
be placed in a Chargeback program.
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Glossary of Terms

Advance Payment Charge
A Charge for which full payment is made in advance of Merchant providing the goods and/or
rendering the services to the Cardmember.

Affiliate

Any Entity that controls, is controlled by, or is under common control with either party,
including its subsidiaries. As used in this definition, "control" means the possession, directly or
indirectly, of the power to direct or cause the direction of the management and policies of an
Entity, whether through ownership of voting securities, by contract, or otherwise. For the
avoidance of doubt, but not by way of limitation, the direct or indirect ownership of more than
50% of (i) the voting securities or (ii) an interest in the assets, profits, or earnings of an Entity
shall be deemed to constitute "control" of the Entity.

Agency
Any Entity or line of business that uses Merchant's Marks or holds itself out to the public as a
member of Merchant's group of companies.

Aggregated Charge
A Charge that combines multiple small purchases or refunds (or both) incurred on a Card into a
single, larger Charge before submitting the Charge for payment.

Agreement

The merchant processing agreement or sponsored merchant agreement, the American
Express Merchant Operating Guide, and any accompanying schedules and exhibits, collectively,
between Merchant and its Merchant Services Provider.

American Express
American Express Company (Mexico) S.A. de C.V.

American Express Brand

The American Express name, trademarks, service marks, logos, and other proprietary designs
and designations and the imagery owned by American Express or an American Express
Affiliate and the goodwill associated with all of the foregoing and with all the goods and services
now and in the future provided, marketed, offered, or promoted by American Express or an
American Express Affiliate.

American Express Card or Cards

(i) any card, account access device, or payment device or service bearing an American Express
or an American Express Affiliate's Marks and issued by an Issuer or (ii) a Card Number. Card
also includes any card or other account access device or service issued by a Third Party Issuer
and bearing such Third Party Issuer's name or Marks but not the Marks of American Express.
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American Express Network or Network
The Network of Merchants that accept Cards and the operational, service delivery, systems,
and marketing infrastructure that supports this Network and the American Express Brand.

Applicable Law

(i) any law, statute, regulation, ordinance, or subordinate legislation in force from time to time
to which Merchant or its Merchant Services Provider is subject, (ii) the common law as
applicable to them from time to time, (iii) any court order, judgment, or decree that is binding
on them, and (iv) any directive, policy, rule, or order that is binding on them and that is made or
given by a regulator or other government or government agency of any Territory, or other
national, federal, commonwealth, state, provincial, or local jurisdiction.

Application-initiated Transaction

ATransaction initiated by an electronic device (including but not limited to, a mobile telephone,
tablet, or wearable device) utilizing a merchant software application within the electronic
device.

Approval/Approved
A message granting an Authorization in response to a request for Authorization from a
Merchant, consisting of an Approval or other indicator.

Assured Reservation Program

A program that allows Cardmembers to contact a participating property or rental agency to
make an Assured Reservation and guarantee the hotel reservation by giving their American
Express Card. The Assured Reservation Program is available to the following industries: hotel,
trailer park/campground, vehicle, aircraft, bicycle, boat, equipment, motor home, and
motorcycle rentals.

Authorization/Authorized
The process by which a Merchant obtains an Approval for a Charge in accordance with the
Agreement.

Bank Account
An account that Merchant holds at a bank or other financial institution.

Batch
A group of Transactions, submitted to your Merchant Services Provider, usually on a daily
basis.

Card—See American Express Card or Cards.

Card Data

Includes the following elements: Cardmember name, Card Number, Expiration Date, Charge
date, the amount of the Charge, the Approval, description of goods and services, Merchant
name, Merchant address, Merchant Number and if applicable the Establishment number,
Cardmember signature (if obtained), 'No Refund' if you have a no refund policy, and all other
information as required from time to time by your Merchant Services Provider, American
Express, or Applicable Law.

Card Identification (CID) Number
A four-digit number printed on the Card. See Section 5.9, "Card Identification (CID) Number"
for additional information.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 90
disclosed to third parties without the express prior written consent of American Express.



Merchant Operating Guide - Mexico

AMERICAN EXPRESS

Card Not Present Charge
A Charge for which the Card is not presented at the point of sale (e.g., Charges by mail,
telephone, fax, or the internet).

Card Number
The unique identifying number that the Issuer assigns to the Card when it is issued.

Card Present Charge
A Charge for which the physical Card and Cardmember are present at the point of sale,
including In-Person Charges and Charges made at CATs.

CARDeposit Program

A program that permits Cardmembers to charge the payment of an Advance Payment Charge
to their Cards when a deposit is required. See Subsection 12.12.1.2, "CARDeposit Program" for
additional information.

Cardmember (also referred to as Card Member)
An individual or Entity (i) that has entered into an agreement establishing a Card account with
an Issuer or (ii) whose name appears on the Card.

Cardmember Information
Any information about Cardmembers and Transactions, including, but not limited to,
Transaction Data, and Cardmember name, addresses, Card Numbers, and CID Numbers.

Charge

A payment or purchase made on the Card.

Charge Data
Data to be included in Submissions of Charge Records.

Charge Record

A reproducible (both paper and electronic) record of a Charge that complies with American
Express' requirements and contains the Card Number, Transaction date, dollar amount,
Approval, Cardmember signature (if applicable), and other information.

Chargeback

When used as a verb, means (i) your Merchant Services Provider's reimbursement from you for
the amount of a Charge charged back to you, or (ii) your Merchant Services Provider's reversal
of a Charge for which it has not paid you; when used as a noun, means the amount of a Charge
subject to reimbursement from you or reversal.

Chip
An integrated microchip embedded on a Card containing Cardmember and account
information.

Chip Card

A Card that contains a Chip and could require a PIN as a means of verifying the identity of the
Cardmember or account information contained in the Chip, or both, (sometimes called a
"smart Card", an "EMV Card", or an "ICC" or "integrated circuit Card" in American Express'
materials).

Chip Card Data

The information contained in the Chip on a Chip Card that is used to process Transactions.
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Code 10
A phrase that a Merchant communicates to its Merchant Services Provider to alert of a possible
suspicious Card and/or Transaction. Code 10 situations usually occur during Authorization.

Collusion

Any Transaction, activity, or agreement conducted by a Merchant or its agent with another
party, including another Merchant or a Cardmember, which the Merchant knew or should have
known was not legitimate, or carried out in violation of Chapter 10, "Risk Evaluation".

Compelling Evidence

Additional types of documentation provided by the Merchant to demonstrate the Cardmember
participated in the Transaction, received goods or services, or benefited from the Transaction.
Please contact your Merchant Services Provider for additional information regarding
Compelling Evidence.

Consumer Device Cardholder Verification Method (CDCVM)
An Issuer approved, American Express recognized Cardholder Verification Method whereby the
Cardmember's credentials are verified on a Mobile Device.

Contactless

Technology enabling a Card or Mobile Device embedded with a radio frequency component
(currently, Expresspay) to communicate with a radio frequency-enabled POS System to initiate
a Transaction. See also Expresspay.

Covered Parties

Any or all of your employees, agents, representatives, subcontractors, processors, Service
Providers, providers of your point-of-sale (POS) equipment or systems, or payment processing
solutions, Entities associated with your American Express merchant account, and any other
party to whom you may provide Cardholder Data or Sensitive Authentication Data (or both)
access in accordance with the Agreement.

Credit
The amount of the Charge that Merchant refunds to Cardmembers for purchases or payments
made on the Card.

Credit Record
Arecord of Credit that complies with American Express' requirements.

Customer Activated Terminal (CAT)
An unattended POS System (e.g., gasoline pump, vending machine, check-out kiosk).

Data Security Requirements (DSR)

The American Express data security policy for Merchants, as described in Chapter 8
"Protecting Cardmember Information" of the Merchant Operating Guide and is also made
available to Merchants at www.americanexpress.com.mx/dsr.

Debit Card

Any Card that accesses a demand deposit, current, savings, or similar account, excluding any
Card bearing a Third Party Issuer's name or Marks without the Marks of American Express. A
Transaction is settled from the accessed account. A Debit Card is not a Prepaid Card.

Decline
A message denying the Merchant's request for Authorization.
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Delayed Delivery Charge
A single purchase for which Merchant must create and submit two separate Charge Records.
The first Charge Record is for the deposit or down payment and the second Charge Record is
for the balance of the purchase.

Digital Goods or Services
Digital merchandise or services downloaded or accessed via Internet or another file transfer
process (e.g., movies, applications, games, virus scanning software).

Digital Wallet Application-initiated Transaction
An Application-initiated Transaction that is initiated by a digital wallet within a Mobile Device.

Digital Wallet Contactless-initiated Transaction
A contactless Transaction initiated by a digital wallet within a Mobile Device via the contactless
interface.

Digital Wallet Magnetic Secure Transmission Transaction
Atype of Digital Wallet Payment where a Transaction is initiated by a digital wallet within a
Mobile Device via the magnetic stripe reader within a POS system.

Digital Wallet Payment

A Digital Wallet Contactless-initiated Transaction, Digital Wallet Application-initiated
Transaction, and/or Digital Wallet Magnetic Secure Transmission (MST) Transaction conducted
via a digital wallet, operated by an American Express approved third party wallet provider that
resides on a Mobile Device.

Disputed Charge

A Charge about which a claim, complaint, or question has been brought.

E-commerce
Electronic commerce is the buying or selling of physical or Digital Goods or Services using the
Internet or an electronic network.

E-commerce Transaction

The purchasing of physical or Digital Goods or Services using the Internet, an application, or
electronic network on either a personal computer or Mobile Device including, but not limited to,
Internet Transactions or Digital Wallet Application-initiated Transactions.

Entity
A corporation, partnership, sole proprietorship, trust, association, or any other legally
recognized entity or organization.

Establishments
Any or all of your and your Affiliates' locations, outlets, websites, online networks, and all other
methods for selling goods and services, including methods that you adopt in the future.

Estimated Authorization
An Authorization for an estimated amount that differs from the final submission amount.

Estimated Lodging Charge
The estimated amount of Charges based on the room rates and the number of days the
Cardmember expects to stay, plus taxes and other known incidental amounts.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 93
disclosed to third parties without the express prior written consent of American Express.



Merchant Operating Guide - Mexico

AMERICAN EXPRESS

Estimated Vehicle Rental Charge
The rental rate multiplied by the rental period reserved by the Cardmember, plus taxes and any
known incidental amounts.

Expiration Date
The month and year on which a Card expires (sometimes referred to as "valid thru" or "active
thru" date).

Expresspay
An American Express program that enables Contactless transactions.

Floor Limit
A monetary threshold for a single Charge, at or above which Merchant must obtain an
Authorization before completing the Charge.

Fraud Full Recourse Program
One of American Express' Chargeback programs.

High Risk Merchant

A Merchant designation indicating that certain fraud Transactions conducted at the Merchant
may be issued as a Chargeback to the Merchant under American Express' Fraud Full Recourse
Program.

Immediate Chargeback Program
One of American Express' Chargeback programs.

In-Person Charge

A Card Present Charge excluding Charges made at CATs (e.g., a Charge taken at a Merchant
attended retail location where the Card is swiped, read by a contactless reader, inserted into a
Chip Card reader, or manually key-entered).

Inquiry

A request for information about a Disputed Charge.

Internet Electronic Delivery

The delivery of Digital Goods or Services purchased on the internet via an internet or an
electronic network download or another file transfer process (e.g., images or software
download).

Internet Order

Card payment information that is taken via the World Wide Web, online (usually via a website
payment page), email, intranet, extranet, or other similar network in payment for merchandise
or services.

Introductory Offer

Afree or reduced cost trial, promotion, or other similar offer for a limited period of time that
allows Cardmembers to try a product or service before the Card is billed for the regular price of
the product or service.

Issuer
Any Entity (including American Express and its Affiliates) licensed by American Express or an
American Express Affiliate to issue Cards and to engage in the Card issuing business.
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Magnetic Stripe
A stripe on the back of a Card that contains Cardmember and account information in machine
readable form.

Marks
Names, logos, service marks, trademarks, trade names, taglines, or other proprietary designs
or designations.

Merchant

Any seller of goods or services, non-profit, or government Entity that enters into an agreement
with a Merchant Services Provider wherein the seller agrees to (i) permit any Cardmember to
charge purchases of goods and services at or with such Merchant by means of the Card and (ii)
transfer Transactions to American Express through Merchant Services Provider. Sponsored
Merchants shall be included within the meaning of Merchants.

Merchant Account
An account established by Merchant Services Provider upon entering into an Agreement with a
Merchant.

Merchant Category Code
The four (4) digit code used to identify the industry in which the Merchant is doing business.

Merchant Number
The unigue merchant identification number (or MID) provided by Merchant Services Provider
to Merchant for submitting transactions.

Merchant Operating Guide
The American Express Merchant Operating Guide, which is available at
www.americanexpress.com.mx/guia-comercio.

Merchant Services Provider

An Entity authorized under the American Express OptBlue® Program to accept Charges from a
Merchant pursuant to an Agreement or a Payment Aggregator authorized to accept Charges
from a Merchant. These services may include, but are not limited to, processing transactions,
facilitating authorizations on purchases, and capturing data, merchant accounting, backroom
operations (e.g., chargebacks and detecting fraud), provision of point of sale equipment,
solutions, or systems, sales, or customer service.

Mobile Device

An Issuer approved and American Express recognized electronic device (including, but not
limited to, a mobile telephone, tablet, or wearable device) that is enabled to initiate a Digital
Wallet Payment Transaction.

Mobile Point of Sale (MPOS)

A generic term for a system comprising of a commercial off-the-shelf mobile computing device
with cellular or Wi-Fi data connectivity (such as a phone, tablet, or laptop) that may be used in
conjunction with a Card-reading peripheral to accept contact and/or Contactless Transactions.

Network—See American Express Network or Network.

No PIN Program
A program that allows an Establishment to not request a signature or PIN from Cardmembers.
See Section 4.17, "No PIN Program" for additional information.
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Other Payment Products
Any charge, credit, debit, stored value, prepaid, or smart cards, account access devices, or
other payment cards, services, or products other than the Card.

Partial Immediate Chargeback Program
One of American Express' Chargeback programs.

Payment Aggregator
A provider of Payment Services (formerly referred to as “Payment Service Provider” or “PSP”
and sometimes called an “aggregator” or “master merchant”).

Payment Services

The provision of payment services in connection with Transactions between Cardmembers and
Sponsored Merchants whereby the Entity providing such services (and not the Sponsored
Merchant), is the Merchant of record, submits Transactions under its Merchant Number and
receives payment from us for Charges (among other things).

Personal Identification Number (PIN)
A secret code for use with one or more American Express Network, Acquirer, or Issuer systems
that is used to authenticate the user (e.g., a Cardmember) to that system.

Point of Sale (POS) System

An information processing system or equipment, including a terminal, personal computer,
electronic cash register, contactless reader, Mobile Point of Sale (MPOS), or payment engine or
process, used by a Merchant, to obtain Authorizations or to collect Transaction Data, or both.

Prepaid Card
A Card that is marked "Prepaid" or bearing such other identifiers used by American Express
from time to time.

Proof of Delivery
A courier receipt which proves that the goods were delivered to the complete and valid shipping
address provided by the Cardmember when the purchase was made.

Property Damage Fee

An additional sum of money that may be charged to a Cardmember in relation to property
damage that has been sustained to the rental accommodation (or property therein) or rental
equipment (or part thereof) during the stay or rental period for which the Merchant is able to
demonstrate the genuine costs incurred or required to repair or replace the property or
equipment.

Recurring Billing
An option offered to Cardmembers to make recurring Charges automatically on their Card
(e.g., membership fees to health clubs, magazine subscriptions, and insurance premiums).

Rental Establishments
Long-term rentals used as primary residences.

Reloadable Prepaid
A Prepaid Card whereby once funds are depleted, it can be reloaded by adding funds to the
Card.
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Rights-holder
A natural or legal person or Entity having the legal standing and authority to assert a copyright
or trademark right.

Settlement
The process by which your Merchant Services Provider compiles your debits and credits to
calculate a net amount that will be applied to your Bank Account.

Split Tender
The use of multiple forms of payment (e.g., prepaid products, cash, American Express Card)
for a single purchase.

Submission
The collection of Transaction Data sent to American Express.

System Outage
The interruption of either Merchant or Network systems or services (e.g., computer system
failure, telecommunications failure, or regularly scheduled downtime).

Technical Specifications

The set of mandatory, conditional, and optional requirements related to connectivity to the
Network and electronic Transaction processing, including Authorization and Submission of
Transactions (sometimes called "specifications" in American Express' materials), which
American Express may update from time to time.

Telecommunications
Communication services, including personal communication services; cellular, paging, long
distance, etc.

Third Party Issuer
Athird party Card Issuer whose Cards are accepted by the Merchant under the Agreement.

Token
A surrogate value that replaces the Card Number.

Transaction
A Charge or Credit completed by the means of a Card.

Transaction Data

All information required by American Express, evidencing one or more Transactions, including
information obtained at the point of sale, information obtained or generated during
Authorization and Submission, and any Chargeback.

Transmission
A method of sending Transaction Data to American Express whereby Transaction Data is
transmitted electronically over communication lines.

Transmission Data

The same as Card Data except for the requirements to include: Cardmember name, Expiration
Date, the Cardmember's signature (if obtained); and the words "No Refund" if the Merchant
has a no refund policy.

URL

Uniform Resource Locator, a term used to identify an internet address.
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Valid Dates
The dates on the Card that indicate the first and last date the Card can be used to make
purchases.

We, our and us
American Express Company (Mexico) S.A. de C.V.

You and your
The individual or Entity that executes the Agreement with a Merchant Services Provider
(sometimes called the "Merchant" or "Establishment" in this Merchant Operating Guide).
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Summary of Changes

Change Bars

Change bars are vertical lines in the left margin that identify revised, added, or removed text. All changes in the
Merchant Operating Guide are indicated with a change bar as shown here:

Summary of Changes Table

Important updates are listed in the following table and are also indicated in the Merchant Operating Guide with a
change bar.

apter ection/supbsection Description o ange

Chapter 1, "Introduction” Section 1.4, "Changes in the Merchant || Clarified language.
Operating Guide"

Chapter 2, "Doing Business Subsection 2.5.1, "Merchant Category | Updated MCC requirements.

with American Express" Codes"
Subsection 2.5.2, "Compliance with Clarified language.
Payment Product Terms and
Conditions"
Chapter 4, "Transaction Section 4.8, "Charge Records" « Clarified Charge Record requirements.
Processing” + Added exclusion for split shipment Transactions.
Section 4.18, "Recurring Billing Clarified Recurring Billing requirement.
Charges"
Section 4.19, "Processing Prepaid Added Prepaid Cards' requirements.
Cards"
Section 4.22, "Split Shipment Added requirements for split shipment Transactions
Transactions" section.
Chapter 5, "Authorizations” Section 5.5, "Estimated Authorization” ' Increased the Estimated Authorization percentage from
20% to 30% for restaurant and bars.
Chapter &, "Protecting Section 8.2, "Definitions” Updated definitions.
Cardmember Information"
Section 8.3, "Targeted Analysis Revised existing policy around Targeted Analysis
Program (TAP) Cardholder Data Program (TAP).

Compromise"
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Chapter Section/Subsection Description of Change

va uation Section 10.£, Pronibited Merchants | erc ants ‘lll moditiea Inaustries.

ubsection Iz.1z.1, LoAgIing Relocated estimated Authorization language to

Section 5.5, "Estimated Authorization".

upsection 1£.12.2, _venicle xentals

ossary of lerms Added/modified detinitions.
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1.1 About American Express

American Express was established more than 160 years ago and has undergone remarkable
changes over the years. One characteristic has remained constant, however: our commitment
to the core values of our founders. American Express is guided by a value system that is
steadfastly focused on doing business in more than 130 countries around the globe with trust
and integrity, delivering quality products and services to our valued customers.

The American Express Network operates worldwide, including in Territories where Applicable
Law, or other considerations, may require that certain of our Affiliates or licensees act as
Acquirers.

The Network also supports millions of Merchants globally and processes a vast number of
Transactions daily, forging relationships between Cardmembers and Merchants. We help build
the businesses of millions of Merchants, from neighborhood shops to multinational
corporations.

1.2 About the Merchant Operating Guide

121

We are pleased to provide the American Express Merchant Operating Guide. It offers best
practices, helpful tips, and available tools to assist your businesses. You can be more
successful if you have access to and understand Card acceptance policies and procedures.

To serve all Merchants consistently, we require them to operate under the Merchant Operating
Guide.

This Merchant Operating Guide sets forth the policies and procedures governing your
acceptance of the American Express® Card. It is a part of, and is hereby incorporated by
reference into, the Merchant Agreement with your Merchant Services Provider ("the
Agreement"). You agree to be bound by and accept all provisions in the Merchant Operating
Guide (as changed from time to time) as if fully set out in the Agreement and as a condition of
your agreement to accept the Card.

You should consult with your Merchant Services Provider for further information about any
policy or procedure contained in the Merchant Operating Guide.

Intended Audience for this Guide

This Merchant Operating Guide is intended for use by Merchants that have entered into a legally
binding Agreement with a Merchant Services Provider based in Mexico to accept the American
Express® Card. While not an exhaustive list, qualifying Merchants:

» are physically located and maintain a bank account at a financial institution in Mexico;

+ havean estimated annual American Express Charge volume of less than MXN $3,000,000;
and,

+ transactin Mexican currency (MXN) only and receive payment from its Merchant Services
Provider into a local bank account.

1.3 Organization of the Merchant Operating Guide

Information boxes like this one
are displayed throughout the
Merchant Operating Guide to
highlight important information
such as definitions, fraud alerts,

The American Express Merchant Operating Guide is designed to meet the needs of busy
Merchants. The content is organized into:

+ global policies that apply to your Establishment, and
»  country-specific policies that apply to your Establishments located in the specific country

helpful tips, and further listed.
information.
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You should read the global
policies together with any
country-specific policies that
follow. The two sections are
organized one after the other,
making it easier to read and find
the information you need.

In the event of any conflict between the global policies and country-specific policies, the
requirements of the country-specific policies take precedence. In the event of any conflict
between the Agreement and Applicable Law, the requirements of law govern.

The Merchant Operating Guide follows the flow of the Transaction process—from Card
acceptance, to Authorization, to Submission, to Settlement, to Disputed Charges, to
Chargebacks. To make it easier for you to locate the information you need quickly, the
Merchant Operating Guide was designed with the following functionality:

» Important information is identified throughout the Merchant Operating Guide using the
information boxes to the left of the main text.

+  Point-and-click links to and from chapters are identified by blue underlined text when
viewing the Merchant Operating Guide online.

« Atable of contents and comprehensive glossary are provided in the Merchant Operating
Guide.

+ Capitalized terms used in the Merchant Operating Guide have the meanings ascribed to
them in the Glossary of Terms. In addition, certain specialized terms also appear and are
defined in the chapter or section in which they are used.

« Allamounts referenced herein are stated in Mexican Pesos.

1.4 Changes in the Merchant Operating Guide

141

142

American Express reserves the right to make changes to the Merchant Operating Guide in
scheduled changes and at any time in unscheduled changes as set forth in Subsection 1.4.1
"Scheduled Changes" and Subsection 1.4.2, "Unscheduled Changes" below. You agree to
accept all'such changes (and further to abide by the changed provisions of the Merchant

Operating Guide)asa-cendition-ofyourasreementtoaccepttheCare: except where Applicable

Law takes precedence.

Scheduled Changes

The Merchant Operating Guide is published+a-electrenicformatona-seheduied-basis; twice
each year, in April and October. You may obtain the latest version of the Merchant Operating
Guide by visiting www.americanexpress.com.mx/guia-comercio, or by contacting your
Merchant Services Provider.

+ arelease of scheduled changes, to be published every April, with-whier changes that shall
take effectin the following October oron such other date as we set forth in -(er—m—a—l-a-ter%—

Merchant Operat/ng Gurde and

+ arelease of scheduled changes, to be published every October, with-whieh changes that-
shal-t take effect in the followmg Apr|| oron such other date as we set forth |n-éer—+n-a-lat-e9-

Merchant Operat/ng Gurde

Where a scheduled change is to take effect during the period between two editions of the
Merchant Operating Guide, we will-sha# also include the change in the edition of the Merchant
Operating Guide covering the period during which the change shall take effect, noting the
effective date of the changetthereir.

Unscheduled Changes
American Express may also-reservresthershtane-hereby-rotifies ot thatweraay: change the

provisions of the Merchant Operating Guide in separate unscheduled releases at any time
which shall-

Previsiens-changecrtRseheduledreleaseseenerathy take effect ten (10) days after notice to

you and your Merchant Services Provider éunless another effective date is specified in the
noticey.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 3
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2.1 Introduction

At American Express, we feel privileged to do business with Merchants like you and want to
help make the process of accepting Cards as simple as possible. The Merchant Operating Guide
explains the policies and procedures related to accepting American Express Cards. It also
highlights some of the services and tools that can help your business. This chapter outlines
some general concepts that relate to doing business with American Express.

2.2 Benefits of Accepting the American Express Card

The decision you have made to accept the American Express Card demonstrates a
commitment to the millions of Cardmembers who carry the Card. Accepting the Card allows
you to:

«  offer your customers the convenience of paying with American Express Cards, and

+ improve retention by allowing customers with recurring Charges to pay automatically.

2.3 Merchant Information

Incorrectinformation may result
in servicing issues. For example,
if your business name changes
and American Express is not
notified, your customers may
not recognize the Charge on
their statements. This could
result in Disputed Charges.
Please contact your Merchant
Services Provider if your
business information changes.

You agree that, upon providing contact information to your Merchant Services Provider,
American Express may send you commercial marketing messages, including information on
products, services, and resources available to your business. These messages may be sent to
the mailing address, phone numbers, email addresses, or fax numbers you provide. If you
provide a wireless phone number, you agree that American Express may contact you at that
number and the communication American Express sends may include autodialed short
message service (SMS or "text") messages or automated or prerecorded calls. If you provide a
fax number, you agree that American Express may send you fax communications. American
Express may otherwise use and share your information for business purposes and as
permitted by Applicable Law. American Express uses reasonable administrative, technical, and
physical security measures to protect Merchant information consistent with the sensitivity of
the information.

You may opt out of receiving American Express commercial marketing communications about
products and services by contacting your Merchant Services Provider directly via inbound
telephone, email, website, or any other means identified by your Merchant Services Provider, or
by exercising any opt-out option that American Express may describe or offer in emails, SMS
messages, faxes, or other communications. If you have opted-out, you may continue to receive
important transactional or relationship communications from American Express. In addition,
you may continue to receive marketing communications from American Express while
American Express updates its records to reflect your opt-out choice.

2.4 Use of Third Parties

As a Merchant, you make decisions and choices on behalf of your business each and every day.
Some Merchants choose to deal directly with us for all aspects of the Transaction process;
others enlist the assistance of various third parties to provide them with services. These third
parties are your Covered Parties and may include:

*  Merchant Services Provider/Service Providers/processors,
»  Terminal Providers,

* Vendors, and

+  Other agents contracted to operate on your behalf.

You may retain, at your expense, such third parties; however, you remain financially and
otherwise liable for all obligations (including confidentiality obligations and compliance with

This document contains sensitive, confidential and trade secret information, and must not be October 2021 5
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the Technical Specifications), services, and functions they perform under the Agreement for
you, such as the technical requirements of authorizing and submitting Transactions to us, as if
you performed such obligations, services, and functions.

You are responsible and liable for all problems and expenses caused by your Merchant Services
Provider and/or third parties, including any Settlement payments misdirected to other parties
because of the misprogramming of your Point of Sale (POS) System by your Merchant Services
Provider and/or third parties.

2.5 Compliance with the Technical Specifications

251

If you are unsure of the MCC
assigned to you, please contact
your Merchant Services
Provider. We also recommend
that you review your
Authorization and Submission
data periodically to ensure it
accurately represents your
industry classification. If it is not
accurate, please contact your
Merchant Services Provider.

2.5.2

This document contains sensitive, confidential and trade secret information, and must not be

Avast number of Transactions traverse, and are processed by, the American Express Network.
Merchants, processors, Terminal Providers, and others must conform to the American Express
Technical Specifications in order to connect to and transact on the Network.

Each Authorization request and Transaction, including data contained therein, must comply
with the American Express Technical Specifications, any other (or different) requirements of
our local operating centers and Applicable Law. We reserve the right to modify the American
Express Technical Specifications or requirements of our local operating centers.

You must ensure that you and any third parties you enlist to facilitate Transaction processing
comply with the American Express Technical Specifications (valid and accurate data must be
provided for all data elements in accordance with the American Express Technical
Specifications).

Contact your Merchant Services Provider for further information about complying with these
specifications.

Merchant Category Codes

You must use the Merchant Category Code (MCC) that most closely represents your industry
classification. If you have multiple, clearly distinct businesses, then those businesses should be
segmented across the appropriate MCCs and Merchant Numbers. If you have multiple
businesses, but a distinction between them is not clear or cannot reasonably be determined,
then you should use the MCC which most closely represents your business’s primary industry
classification.

You must make sure your MCCs are accurate and provide the appropriate MCC in all
Authorizations and Submissions. If the MCC used in the Submission does not match the MCC
of the corresponding Authorization, you agree to remediate the mismatch as soon as possible,
at your own expense and in accordance with any instructions you may receive from us or your
Merchant Services Provider. Failure to comply with MCC data requirements may result in the
assessment of non-compliance fees. Please work-#e+k withlyour Merchant Services Provider if
you have questions related to your MCC assignment.

Compliance with Payment Product Terms and Conditions

We offer various payment processing solutions and products. If you choose to utilize one or
more such products, you and your Merchant Service Provider must comply with the
corresponding terms and conditions, which we may update from time to time, and which are
available at www.americanexpress.com/merchantspecs. In the event of any conflict between
the terms and conditions of the payment processing product and the Merchant Operating
Guide, the terms and conditions of the payment processing product will prevail. All products
and services may not be available to all Merchants.

October 2021 6
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2.6 Establishment Closing

If you close any of your Establishments, you must follow these guidelines:

»  Notify your Merchant Services Provider and follow their guidelines for notification of
Establishment closing.

*  Your policies must be conveyed to the Cardmember prior to completion of the Charge and
printed on the copy of a receipt or Charge Record the Cardmember signs. See Section 4.11
"Return and Cancellation Policies" for additional information.

+ If youare not providing refunds or exchanges, post notices indicating that all sales are final
(e.g., at the front doors, by the cash registers, on the Charge Record and on your websites
and catalogs).

»  Your return and cancellation policies must be clearly disclosed at the time of sale.

»  For Advance Payment Charges or Delayed Delivery Charges, you must either deliver the
goods or services for which you have already charged the Cardmember or issue Credit for
any portion of the Charge for which you have not delivered the goods or services.

2.7 \Verification and Disclosure of Information

You acknowledge that when you provide information to your Merchant Services Provider that
such information may be disclosed and shared with your Merchant Services Provider's agents,
subcontractors, Affiliates, and other parties, including American Express, industry
organizations, and reporting agencies, for any purpose permitted by Applicable Law.

You further acknowledge that, by entering into the Agreement with your Merchant Services
Provider, you provide permission to obtain or disclose information in connection with the
Agreement, release and waive any right or Claim arising out of or related to such disclosure,
including defamation Claims, even if the information that is disclosed is incorrect or
incomplete. You acknowledge that your business name and the name of your principals may be
reported to the MATCH™ (Member Alert to Control High Risk Merchants) listing maintained by
MasterCard. You hereby specifically consent to the reporting, and waive and hold American
Express and your Merchant Services Provider harmless from all Claims and liabilities you may
have as a result of such reporting.

2.8 Permitted Uses of Merchant Information

For the purpose of communicating your acceptance of the Card, American Express may use
your name, address (including website addresses or URLs), customer service telephone
numbers, and/or industry classification in any media at any time. The information is based on
that what you have provided to your Merchant Services Provider or that is otherwise publicly
available.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 7
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3.1 Card Acceptance

You must accept the Card as payment for goods and services sold
(other than those goods and services prohibited under

Section 3.3, "Prohibited Uses of the Card"), or (if applicable) for
charitable contributions made, at all of your Establishments,
except as expressly permitted by Applicable Law. You are jointly
and severally liable for the obligations of your Establishments
under the Agreement.

By accepting the Card at your Establishment, you are providing
your customers with convenience and flexibility in the choice of
payment methods offered.

3.2 Treatment of the American Express Brand

Youmay issue policies related to For the past 160 years, American Express has built a brand that is synonymous with trust,

customer identification, and integrity, security, quality, and customer service. American Express works diligently to uphold
define minimum Charge its reputation, and restrict Merchants from engaging in activities that would harm American
amounts, subject to Applicable Express' business or brand.

Law and your Agreement with

your Merchant Services Except as expressly permitted by Applicable Law, you must not:

Provider.

» indicate or imply that you prefer, directly or indirectly, any Other Payment Products over
the Card,

+  try todissuade Cardmembers from using the Card,
«  criticize orimischaracterize the Card or any of American Express' services or/programs,

+ trytopersuade or prompt Cardmembers to use any Other Payment Products or any other
method of payment (e.g., payment by check),

+ impose any restrictions, conditions, disadvantages, or fees when the Card is accepted that
are not imposed equally on all Other Payment Products, except for electronic funds
transfer, cash or check,

»  suggest or require Cardmembers to waive their right to dispute any Transaction,

* engage in activities that harm American Express' business or the American Express Brand
(or both),

+  promote any Other Payment Products (except your own private label card that you issue
for use solely at your Establishments) more actively than you promote the Card, or

«  convert the currency of the original sale Transaction to another currency when requesting
Authorization or submitting Transactions (or both).

3.21 Treatment of the American Express Marks

Whenever payment methods are communicated to customers, or when customers ask what
payments are accepted, you must indicate your acceptance of the Card and display American
Express' Marks (including any Card application forms provided to you) as prominently and in
the same manner as any Other Payment Products.

American Express' corporate logo, the “American Express® Blue Box” logo, is the strongest
visual symbol of American Express' image. The “Blue Box" represents and reinforces the high
quality service and values of American Express. The appropriate version of the “Blue Box" logo
must be displayed on all point-of-purchase materials and signs. The following guidelines apply
to your use of the “Blue Box" logo in communications:

+  Maintain at least 1/3 “X" (where “X" is equal to the height of the Blue Box Logo) between
the Logo and any accompanying element

This document contains sensitive, confidential and trade secret information, and must not be October 2021 9
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+  The “Blue Box" logo minimum size is 3/8" and 1/2" is the preferred size.

+  The “Blue Box" logo must always be shown in the pre-approved "American Express blue"
or, in one- or two-color communications, black.

You must not use American Express' Marks in any way that injures or diminishes the goodwill
associated with the American Express Mark, nor in any way (without American Express'’ prior
written consent) indicate that American Express endorses your goods or services. You shall
only use American Express' Marks as permitted by the Agreement and shall cease using
American Express' Marks upon termination of the Agreement.

For additional guidelines on the use of American Express' Marks, contact your Merchant
Services Provider.

3.3 Prohibited Uses of the Card

An example of selling something
that infringes the rights of a
Rights-holder, is the sale of
counterfeit goods.

You must not accept the Card for any of the following:
* adult digital content sold via Internet Electronic Delivery,

+ amounts that do not represent bona fide sales of goods or services (or, if applicable,
amounts that do not represent bona fide charitable contributions made) at your
Establishments; for example, purchases at your Establishments by owners (or their family
members) or employees contrived for cash flow purposes, or payments that you have
accepted in order to advance cash to Cardmembers in connection with the Transaction,

+ amounts that do not represent bona fide, direct sales by your Establishment to
Cardmembers made in the ordinary course of your business,

» cash or cash equivalent; for example, purchases of gold, silver, platinum, and palladium
bullion and/or bars (collectible coins and jewelry are not prohibited), or virtual currencies
that can be exchanged for real currency (loyalty program currencies are not prohibited),

»  Charges that the Cardmember has not specifically approved,

+  costs or fees over the normal price of the goods or services (plus applicable taxes) that the
Cardmember has not specifically approved,

+ damages, losses, penalties, or fines of any kind, except as provided in Section 4.21
"Property Damage to Accommodations and Other Rentals"land Subsection 12.12.2.4.
"Capital Damages",

+ gambling services (including online gambling), gambling chips, gambling credits, or lottery
tickets,

unlawful/illegal activities, fraudulent business transactions or when providing the goods or
services is unlawful/illegal (e.g., unlawful/illegal online internet sales of prescription
medications or controlled substances; sales of any goods that infringe the rights of a
Rights-holder under laws applicable to American Express, you, or the Cardmember),

« overdue amounts or amounts covering returned, previously dishonored or stop-payment
checks (e.g., where the Card is used as a payment of last resort),

+ amounts that represent repayment of a cash advance including, but not limited to, payday
loans, pawn loans, or payday advances,

+ sales made by third parties or Entities conducting business in industries other than yours,
or

«  otheritems of which American Express or your Merchant Services Provider notifies you.
You must not use the Card to verify your customer's age.

For more information on prohibited industries, and on how American Express monitors such
uses of the Card, see Chapter 10, "Risk Evaluation".

This document contains sensitive, confidential and trade secret information, and must not be October 2021 10
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3.4 Prohibited Merchants

Some Merchants, and/or some of their Establishments, are not eligible (or may become
ineligible) to accept the Card. Such Merchants or Establishments will be denied the privilege to
accept the Card if it is determined that they meet one or more of the criteria for a prohibited
Merchant, including the criteria set forth in Chapter 10, "Risk Evaluation”. For additional
information regarding Prohibited Merchants, contact your Merchant Services Provider directly.

3.5 Treatment of American Express Cardmember Information

Remember, if the Agreement
terminates, Cardmember
Information can only be retained
according to the Payment Card
Industry Data Security Standard
(PCI DSS), which is available at
www.pcisecuritystandards.org.

Any and all Cardmember Information is confidential and the sole property of the Issuer,
American Express or its Affiliates.

Except as otherwise specified, you must not disclose Cardmember Information, nor use nor
store it, other than to facilitate Transactions at your Establishments in accordance with the
Agreement. For more information, see Section 4.4, "Completing a Transaction at the Point of
Sale".

For more information about protecting Cardmember Information, see Chapter 8, "Protecting
Cardmember Information”.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 11
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4.1

Introduction

In today's marketplace, point of sale Transactions encompass a wide variety of customer
options, including:

. in-store Transactions

. internet/e-commerce Transactions

*  Application-initiated Transactions

+  phone/mail order Transactions

»  Customer Activated Terminal (CAT) Transactions

This chapter of the Merchant Operating Guide addresses Transaction processing and offers
specific procedures and guidelines for dealing with various Transaction types. It covers Card
Present, Card Not Present, the acceptance of Prepaid Cards, and more. In all situations, you

should consult with your Merchant Services Provider's instructions for Transaction processing
for additional information and guidance.

4.2 Transaction Process

The first step in understanding the Card acceptance process is to understand the American
Express Transaction process.

The following graphic illustrates the high level phases that occur throughout the Transaction
process. We will refer to this Transaction process at various points throughout the Merchant
Operating Guide.

DATA SECURITY

TRANSACTION PROCESS*

by =

L]
Cardmember Merchant Merchant Merchant Cardmember Adispute
utilizes Card obtains submits Services receives caseis
for payment Authorization Charge for Provider billing opened
Settlement settles with statement
Merchant

FRAUD DETECTION

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

4.3 American Express Payment Options

In an ongoing commitment to offering a variety of products, American Express Issuers deliver a
wide range of payment options.

Payment options available in your area may include:
Credit and Charge Cards

*  Charge Cards and standard Credit Cards
+  Cash Rewards Cards

This document contains sensitive, confidential and trade secret information, and must not be October 2021 13
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+  Small Business and Corporate Cards

*+  Many more

Additional products and services

*  Prepaid Cards

» Travelers Cheques

+  Gift Cheques

»  Contactless (both physical Cards and Mobile Devices)

4.4 Completing a Transaction at the Point of Sale

When Cardmembers make an
Application-initiated
Transaction or pay using other
mobile phone or tablet
application based payments
(which Cardmembers may have
created by providing
Cardmember Information when
the account was established),
the Transaction Data collected
to facilitate the Card Not Present
Charge has already been
provided directly by the
Cardmember. In this scenario,
you are not required to have the
Cardmember re-enter the
Transaction Data.

Transaction Data

All information required by
American Express evidencing
one or more Transactions,
including information obtained
at the point of sale, information
obtained or generated during
Authorization and Submission,
and any Chargeback.

All valid Transactions begin with a Cardmember's purchase at the point of sale. Whether the
physical Card is used to facilitate a Card Present Charge, or the Cardmember provides his or
her Cardmember Information over the phone, via mail order, or the internet, the Transaction
must not be completed without the Card and/or information provided by the Cardmember.

To accept the Card for Charges at your Establishments, at the point of sale, you must:

+ clearly and conspicuously, disclose all material terms of sale prior to obtaining an
Authorization, and

+ clearly and conspicuously inform Cardmembers at all points of interaction (e.g., sales
conducted in person, over the internet, mobile or via mail or telephone order) what Entity
is making the sales offer, so that the Cardmember can clearly distinguish you from any
other party involved in the interaction (e.g., a vendor of goods or provider of services you
may engage, or another Merchant seeking to conduct business with the Cardmember).

The Transaction Data you collect to facilitate the Charge must be, or have been, provided
directly to you by the Cardmember.

You must not accept or have accepted Transaction Data from, nor shall you provide or have
provided Transaction Data to, any third parties other than your Covered Parties. If you fail to
comply with this requirement, you may be assessed non-compliance fees and/ or have your
Card acceptance privileges at your Establishments suspended or disentitled.

4.5 Processing an In-Person Charge

American Express offers a
variety of fraud prevention
solutions that can be enabled at
the point of sale. Contact your
Merchant Services Provider for
information related to fraud
prevention solutions that may
be available for your use.

This document contains sensitive, confidential and trade secret information, and must not be

In-Person Charges refer to Charges in which the Card and Cardmember are present at the point
of sale. An example of this is when a Cardmember presents a Card to the Merchant at a retail
store.

For all In-Person Charges, the Card must be presented. There are several ways in which an In-
Person Charge can be conducted. The steps taken vary according to how the following two
types of In-Person Charges are conducted:

+ electronic Charges
«  key-entered Charges

October 2021 14
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451

Only the person whose name
appears on an American
Express Card s entitled to useit.
Cards are not transferable.

Electronic Charges

Electronic POS Systems automatically capture required information from the Card so it can be
used to request Authorization for the Charge. Electronic charges can be conducted in a variety
of ways depending on the type of Card presented.

+  Magnetic Stripe Cards — contain Cardmember and Card account information on the stripe
on the back of the Card, or in a contactless Chip embedded in the Card.

»  Chip Cards — contain a Chip on which data is stored (including Cardmember and Card
account information), which the POS System can read in order to guide the processing of
the Transaction.

+  Mobile Devices — An Issuer approved and American Express recognized electronic device
(including but not limited to, a mobile telephone, tablet, or wearable device) that is enabled
to initiate a Digital Wallet Payment Transaction.

Some Magnetic Stripe, Chip Cards, and Mobile Devices may be read over the contactless
interface of the POS System. The Charge Record is then created from the information captured
during the electronic Charge.

You must work with your Merchant Services Provider if you have questions about your POS
System’s capabilities.

4.5.1.1 Magnetic Stripe Card Charges

When presented with a Card at the point of sale, you must:

1. Verify that the Card is not visibly altered or mutilated (see Chapter 9, "Fraud Prevention"
for additional information),

2. Capture Magnetic Stripe data by swiping the Card (unless the Charge was already initiated
by waving the contactless Chip Card in close proximity to the POS System as described in
Subsection 4.5.1.3, "Contactless Chip Card Charges"),

3. Obtain an Authorization Approval,

4. \Verify the Card's Expiration Date,

5. Match the Card Number and the Expiration Date on the Card to the same information on
the Charge Record, and

6. Ensure the name that prints on the Charge Record matches the name on the front of the
Card.*

7. If you choose or are required by Applicable Law to obtain a Cardmember signature, see
Subsection 4.5.1.2.1, "Obtaining Signature for In-Person Charges".

* Except when the Cardmember name is not captured on the Charge Record or for Prepaid
Cards that do not show a name on their face.

If you encounter an In-Person Transaction that raises concern, refer to Subsection 4.5.3.
"Actions for In-Person Charges" and proceed accordingly.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 15
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In the case of Chip and PIN
Transactions, if the PIN is not
validated, you may be liable for
Chargebacks unless your
Establishment and the Charge
qualify for the No PIN Program
(see Section 4.17, "No PIN

Program".

4.5.1.2 Contact Chip Card Charges

When presented with a Chip Card to be inserted into a Chip Card reader, you must:

1. Verify that the Card is not visibly altered or mutilated (see Chapter 9, "Fraud Prevention"
for additional information).

2. Capture Chip Card Data by inserting the Card into the Chip Card reader.

The POS System will advise Cardmembers to enter their PIN (a Chip and PIN Charge) or
complete the Transaction without a PIN. You can also set your POS System to prompt the
Cardmember to sign for the Charge (a Chip and signature Charge). See

Subsection 4.5.1.2.1, "Obtaining Signature for In-Person Charges".

For Chip and PIN Charges: Cardmembers will enter their PIN into the POS System using
the keypad. If the Chip and PIN Charge is unable to be completed due to a technical
problem, the POS System will show an error message. Follow the procedures for a swiped
Charge in Subsection 4.5.1.1, "Magnetic Stripe Card Charges". Failure to validate the PIN,
when required, can render you liable for Chargebacks if the Cardmember disputes the
Charge. Validating a PIN may not be required if your Establishment and the Charge qualify
for the No PIN Program (see Section 4.17, "No PIN Program" for additional information).

3. Obtain an Authorization Approval.
4. \Verify the Card's Expiration Date.

5. Match the Card Number and the Expiration Date on the Card to the same information on
the Charge Record, and

6. Ensure the name that prints on the Charge Record matches the name on the front of the
Card.*

7. If you choose or are required by Applicable Law to obtain a Cardmember signature, see
Subsection 4.5.1.2.1, "Obtaining Signature for In-Person Charges".

* Except when the Cardmember name is not captured on the Charge Record or for Prepaid
Cards that do not show a name on their face.

If your POS Systems have not been upgraded to accept and process Chip and PIN Cards, and a
Chip Card is presented, American Express may exercise Chargeback for counterfeit, lost,
stolen, or non-received fraud. Contact your Merchant Services Provider for additional
information regarding your POS System'’s capabilities.

If your POS Systems have been so upgraded and a Chip Card is presented:

«  American Express may exercise Chargeback for lost, stolen, and non-received fraud if a
Chip and PIN Card is presented and the Charge is facilitated as a Chip and Signature
Charge.

«  American Express will not exercise Chargeback for counterfeit, lost, stolen, or non-
received fraud if, due to a technical problem with the terminal, you are unable to complete
the Charge as a Chip Card Charge.

If you upgrade your POS System for Chip and PIN acceptance for Other Payment Products,
then you must comply with the Technical Specifications and other requirements American
Express makes available.

If you are presented with a Chip Card and manually key the Transaction, you may be subject to
counterfeit, lost/stolen and non-received fraud Chargebacks.

4.5.1.2.1 Obtaining Signature for In-Person Charges

If you choose or are required by Applicable Law to obtain signature on a manual
imprint, printed, or electronic Card Present Charge, you must:

1. Obtain signature and verify that the signature is identical to the name on the
Card* and

This document contains sensitive, confidential and trade secret information, and must not be October 2021 16
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Mobile Devices do not have the
same security features as a
traditional plastic Card. For
instance, the screens on the
Mobile Device may not display all
the digits of the Card Number
and expiration date, or the
Cardmember name. Likewise,
there may not be a CID visible on
the handset screen.

2. Compare the signature (when obtained) on the Charge Record with the signature
on the Card.

* Except when the Cardmember name is not captured on the Charge Record or for
Prepaid Cards that do not show a name on their face.

4.5.1.3 Contactless Chip Card Charges

Some Chip Card Charges involve transmission of payment information when the Card is waved
in close proximity to a contactless reader. Merchants that choose to accept Contactless
payments must comply with the current American Express contactless POS System
requirements. Work with your Merchant Services Provider if you have questions related to
Contactless Chip Card acceptance.

When presented with a Chip Card to be read via a contactless reader, you must:

1. Capture Magnetic Stripe or Chip Card Data using the contactless reader, and
2. Obtain an Authorization Approval.

For contactless Charges that are $100 or less, a signature is not required. Section 4.17,"No PIN
Program" does not apply to these Charges. For contactless Charges that are $100 or less, your
Merchant Services Provider will not exercise a counterfeit, lost, stolen, or non-received fraud
Chargeback provided that Magnetic Strip or Chip Card Data was captured and an authorization
approval was obtained.

For Charges above $100, or if any of the following exclusions apply, follow the Card acceptance
procedures outlined in either Subsection 4.5.1.1, "Magnetic Stripe Card Charges",
Subsection 4.5.1.2, "Contact Chip Card Charges", or Subsection 4.5.1.4, "Digital Wallet

Payments".

Exclusions:

«  Prohibited Merchants or prohibited Transactions (or both) as defined in Chapter 10, "Risk
Evaluation". See Section 3.3, "Prohibited Uses of the Card".

+  High Risk Merchants as defined in Section 10.3.1, "High Risk Merchants".
*  Merchants placed in American Express' Fraud Full Recourse Program.
4.5.1.4 Digital Wallet Payments

Digital wallets within a Mobile Device facilitate Transactions as follows:

»  For aDigital Wallet Contactless-initiated Transaction, the Mobile Device completes a Card
Present Charge by waving the device in close proximity to a contactless-enabled POS
System.

»  For aDigital Wallet Magnetic Secure Transmission Transaction, the Mobile Device
completes a Card Present Charge by waving the device in close proximity to the magnetic
swipe-enabled POS System.

«  ForaDigital Wallet Application-initiated Transaction, the Mobile Device completes a Card
Not Present Charge (typically made online) using a software application within the Mobile
Device and not the contactless payment application.

When presented with a Mobile Device for a Card Present Charge, you should:

1. Capture Magnetic Stripe or Chip Card data by having the Cardmember wave the Mobile
Device in close proximity to the contactless reader or magnetic swipe-enabled POS
System. If you choose to accept contactless payments, you should consult with your
Merchant Services Provider to ensure compliance with the current American Express
contactless POS System requirements.

2. Obtain an Authorization Approval.

3. If you choose or are required by Applicable Law, obtain a signature, see
Subsection 4.5.1.2.1, "Obtaining Signature for In-Person Charges".

This document contains sensitive, confidential and trade secret information, and must not be October 2021 17
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45.2

Only the person whose name
appears on an American Express
Card is entitled to use it. Cards
are not transferable.

In-Person Charges that must be
key-entered because the
Magnetic Stripe cannot be read
are more likely to be fraudulent.
See Chapter 9, "Fraud
Prevention" to learn how to
inspect the Card and for
procedures to follow when you
suspect fraud. Transactions that
are manually key-entered when
a Chip Cardis presented may be
subject to counterfeit, lost/
stolen and non-received
Chargebacks in the event of a
fraud dispute. To minimize your
risk of Chargebacks, avoid
manually key-entered
Transactions whenever
possible.

This document contains sensitive, confidential and trade secret information, and must not be

4. If applicable, have the Cardmember complete a Consumer Device Cardholder Verification
Method (CDCVM) on contactless initiated Transactions.

5. Continue to include an indicator in the Authorization that the Transaction is a contactless
Transaction, if applicable.

6. If aMobile Device initiated Transaction cannot be processed for any reason, you should
request that the Cardmember provide the companion physical Card and complete the
Transaction by following the relevant Card acceptance procedures outlined in:

*  Subsection 4.5.1.1, "Magnetic Stripe Card Charges", or
e Subsection 4.5.1.2, "Contact Chip Card Charges".

For Application-initiated Transactions, you should follow Card Not Present Charge policy as
described in Section 4.7, "Processing a Card Not Present Charge".

For a Transaction to be recognized as Digital Wallet Application-initiated Transaction, you
should:

1. Consult with your Merchant Services Provider to arrange for certification for Digital Wallet
Application-initiated Transactions.

2. Include appropriate indicators in the Authorization and Submission that the Transaction is
a Digital Wallet Application-initiated Transaction (see Section 2.5, "Compliance with the
Technical Specifications").

Key-Entered Charges

There are instances when you may need to key-enter an In-Person Charge. This occurs most
often when the POS System cannot read the Card.

If the Card cannot be read electronically, and you wish to key-enter the Transaction, then you
must:

1. Verify that the Card is not visibly altered or mutilated,

Key-enter the data,

Obtain an Authorization Approval,

Verify the Card's Expiration Date,

Match the Card Number and the Expiration Date on the Card to the same information on
the Charge Record, and

Validate the Card's presence by taking an imprint of the Card (the imprint is for your
records). Failure to validate the Card's presence by taking an imprint of the Card can
render you liable for Chargebacks if the Cardmember disputes the Charge.

O A W

o

* Except when the Cardmember name is not captured on the Charge Record or for Prepaid
Cards that do not show a name on their face.

You may still be subject to other fraud Chargebacks, including counterfeit, lost, stolen, and non-
received for manually key-entered Transactions.

You may also validate the Card's presence by performing Card Identification (CID) verification.
See Subsection 9.10.1, "Card Not Present Fraud Tools" for additional information.

Key-entered Charges that occur when a Chip Card is presented are subject to Chargeback for
counterfeit, lost, stolen and non-received fraud.

Contact your Merchant Services Provider for additional guidance or to obtain information on
fees assessed on Key-entered Charges.
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The following table describes the course of action required during an In-Person Transaction

process:

The Card is obviously altered or counterfeit.

The Cardmember is attempting to use the
Card outside of its Valid Dates.

Note: Cards are valid through the last day of
the month on the front of the Card.

It appears that someone other than the
Cardmember is attempting to use the Card.

The signature does not match the name on
the Card.

You are unable to obtain Authorization
electronically.

The/Authorization is Declined.

The customer presents an unsigned Card.

The customer's signature on the Charge
Record does not appear to match the
customer's signature on the Card.

The Card Numbers and Valid Dates on the
Card do not match the Charge Record.

The name on the Charge Record does not
match the name on the Card (except in the
case of a Prepaid Card which may not show a
name on its face).

The appearance of the Card, or the actions of
the customer appear suspicious.

Do not accept the Card.

Do not accept the Card. Advise the
Cardmember to contact the customer service
number on the back of the Card.

Do not accept the Card. Indicate that the
Cards are non-transferable and that only the
Cardmember is permitted to use the Card.

Contact your Merchant Services Provider with
a Code 10.

Contact your Merchant Services Provider to
obtain an Authorization.

Do not accept the Card and follow your
internal policies for handling various
Authorization responses. See Section 5.8
"Possible Authorization Responses".

An unsigned Card is invalid. Show customer
that the Card is not signed. Ask the customer
to sign the Card and also request photo
identification (ID) such as a valid driver's
license or passport to compare the
signatures.

Contact your Merchant Services Provider with
a Code 10, or if you prefer, simply decline to
accept the Card.

This document contains sensitive, confidential and trade secret information, and must not be
disclosed to third parties without the express prior written consent of American Express.
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46 Customer Activated Terminals

Charges for purchases at Customer Activated Terminals (CATs) will be accepted provided you
meet the requirements for Charge Records as detailed in Section 4.8, "Charge Records" as well
as comply with the Technical Specifications (see Section 2.5, "Compliance with the Technical
Specifications"). You must also follow any additional requirements in order for us to accept
Charges for purchases at your CATs. Please contact your Merchant Services Provider for
additional information on CAT requirements.

You must include:

»  Full Magnetic Stripe data stream or Chip Card Data in all Authorization requests, and
» aCAT indicator on all/Authorization requests and Submissions.

4.7 Processing a Card Not Present Charge

In situations where goods are
ordered through a Card Not
Present channel and the goods
are picked up at a physical
location by the Cardmember, we
recommend that you ask to see
the Card used to make the
purchase, obtain a Cardmember
signature on the pick-up form,
and obtain proof verifying the
Cardmember's identity before
releasing the goods. For other
Fraud Prevention strategies, see
Chapter 9, "Fraud Prevention".

This document contains sensitive, confidential and trade secret information, and must not be

Mail orders, telephone orders, and Internet Orders increase your business opportunities, but
such Card Not Present Charges do not provide you the opportunity to inspect the physical
Card. For these Card Not Present Charges, fraud might be difficult for you to detect.

You must:

® @D

Obtain Cardmember Obtain an Submit the
Information as Authorization Charge to
described below Approval American Express

For Card Not Present Charges, you must create a Charge Record as described in Section 4.8
"Charge Records". The information you must obtain in order to proceed with the Transaction
includes:

«  Card Number or Token, and

+  Card or Token Expiration Date.

In addition, it is recommended that you ask for:

* name as it appears on the Card,

»  Cardmember's billing address, and

» ship-to address, if different from the billing address.

American Express has the right to Chargeback for any Card Not Present Charge that the
Cardmember denies making or authorizing. American Express will not Chargeback for such

Charges based solely upon a Cardmember claim that he or she did not receive the disputed
goods if you have:

+  verified the address to which the goods were shipped was the Cardmember's full billing
address, and

»  provided Proof of Delivery signed by the Cardmember or an/authorized signer of the Card
indicating the delivery of the goods or services to the Cardmember's full billing address.

October 2021 20
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If you ship goods to an alternate
address, we recommend that
you keep arecord of this. Then
you can show a record of
previous undisputed
Transactions which were
shipped to this address.

4.8 Charge Records

American Express will not be liable for actual or alleged fraudulent Transactions over the
internet and American Express will have the right to Chargeback for those Charges.
For Internet Orders, you must:

* use any separate Merchant Numbers established by your Merchant Services Provider for
Internet Orders in all your requests for Authorization and Submission of Charges, and

+  provide your Merchant Services Provider written notice of any change in your internet
address, in accordance with your Merchant Services Provider's instructions.

Additionally, if a Disputed Charge arises involving a Card Not Present Charge that is an Internet
Electronic Delivery Charge, American Express may exercise Chargeback for the full amount of
the Charge.

Ensure that your Proof of Delivery includes a courier receipt with the following information at
minimum:

» date merchandise was delivered,

«  full name of recipient, and

»  full shipping address (e.g., suite or apartment number, city, state/province, zip/postal
code, country).

When providing Proof of Delivery, a signature from the Cardmember or an authorized signer of
the Card is not required.

Contact your Merchant Services Provider for additional information and guidance on
processing Card Not Present Charges.

You must create a Charge Record for every Charge. For each Charge submitted electronically,
you must create an electronically reproducible Charge Record, that complies with the Technical
Specifications. See Section 2.5, "Compliance with the Technical Specifications".

The Charge Record (and a copy of the customer's receipt) must disclose the Authorization
Approval code and your return and/or cancellation policies. See Section 4.11, "Return and
Cancellation Policies" for additional information.

If the Cardmember wants to use different Cards for payment of a purchase, you may create a
separate Charge Record for each Card used. However, if the Cardmember is using a single Card
for payment of a purchase, you must not divide the purchase into more than one Charge, nor
create more than one Charge Record gxcept in the case of Split Shipment Transactions. See
Section 4.22, "Split Shipment Transactions".

For all Charge Records, you must:

1. Submit the Charge to your Merchant Services Provider for payment.

2. Retain the original Charge Record (as applicable) and all documents evidencing the
Charge, or reproducible records thereof, for twenty-four (24) months. See Chapter 8
"Protecting Cardmember Information" for additional information.

3. Provide a copy of the Charge Record to the Cardmember.

You may be able to create more than one Charge Record if the purchase qualifies for a Delayed
Delivery Charge. See Section 4.16. "Delayed Delivery Charges".

This document contains sensitive, confidential and trade secret information, and must not be October 2021 21
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Pursuant to Applicable Law, truncate the Card Number and Rocco's Pizza
do not print the Card's Expiration Date on the copies of 123 Brighton Beach Ave
. 1-800-867-5309
Charge Records delivered to Cardmembers. Truncated Card
Number digits must be masked with replacement characters Emp: Rg: 1 Printed: 12:06 PN
n nnxn n n
§uch as"x," "¥" or "#," and not blank spaces or numbers. Here ard Type: AMEX XXKKKKOGOOX1002 XX/ XX
is an example of a Charge Record with a truncated Card Authorization Code: 592052
Reference Number: 1002
Number. Date: 10/2/2015 12:06 PN
AMOUNT : $10.50
TIP:
TOTAL:
Signature

I agree to pay the above total
according to the card holder agreement

Chk# 19

4.9 Processing a Credit

A Credit may occur when a Merchant processes a refund for purchases or payments made on
the Card.

Follow these steps to issue a Credit:

1. Create aCredit Record.

2. Compare the last four digits on the Charge Record against the Card presented (when
applicable).

3. Have the Cardmember sign the Credit Record (optional).

4. Provide a copy of the Credit Record to the Cardmember.

You must submit Credits to your Merchant Services Provider within seven (7) days of
determining that a Credit is due and create a Credit Record that complies with your Merchant
Services Provider's requirements (see Section 4.10, "Credit Records" for additional
information). You must not issue a Credit when there is no corresponding Charge, nor issue a
Credit in exchange for cash or other consideration from a Cardmember.

You must submit all Credits under the Merchant Number of the Establishment where the
Charge originated.

A Credit must be issued in the currency in which the original Charge was submitted to your
Merchant Services Provider.

You must issue Credits to the Card used to make the original purchase; however, if the Credit is
for the return of a gift by someone other than the Cardmember who made the original
purchase, apply your usual refund policy.

If the Cardmember indicates that the Card on which the purchase was originally made is no
longer active or available, do the following:

»  Forall Cards except Prepaid Cards, advise the Cardmember that you must issue the Credit
to that Card. If the Cardmember has questions, advise him or her to call the customer
service number on the back of the Card in question.

« Iftheinactive or unavailable Card is a Prepaid Card, apply your usual refund policy for
returns.

Contact your Merchant Services Provider for additional information and guidance on
processing Credits.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 22
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4.10 Credit Records

You must create a Credit Record for any Credit that you issue. For each Credit submitted
electronically, you must create an electronically reproducible Credit Record, and the Credit
must comply with the Technical Specifications. See Section 2.5, "Compliance with the
Technical Specifications”.

If you submit Credits on paper, you must create a Credit Record containing all of the following
required data:

«  full Card Number and Expiration Date (pursuant to Applicable Law), and if available,
Cardmember name,

+ the date the Credit was issued,

+ the amount of the Credit,

» your Establishment name and address and, if applicable, store number, and
* your Merchant Number.

For all Credit Records, you must:

1.  Submit the Credit through your Merchant Services Provider.

2. Retainthe original Credit Records (as applicable) and all documents evidencing the
Transaction, or reproducible records thereof, for twenty-four (24) months from the date
you submitted the corresponding Credit.

3. Provide a copy of the Credit Record to the Cardmember.

The retention time frame for Credit Records is twenty-four (24) months from the date you
submitted the corresponding Credit to your Merchant Services Provider.

Pursuant to Applicable Law, truncate the Card Number and do not print the Card's Expiration
Date on copies of Credit Records delivered to the Cardmember.

Contact your Merchant Services Provider for additional information and guidance on
submission of Credit Records.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 23
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4.11

Post your return, exchange, and
cancellation policies in various
places at your Establishment,
including:

* signs near the cash
registers,

» onthe Charge Record/
sales slip the customer
signs,
in any contract the
Cardmember signs, and

« interms and conditions of
purchase on your website
with "l accept"
functionality.

Forexample, if your return policy
is that the customer can return
merchandise accompanied by a
receipt for a full refund within
thirty (30) days of the purchase,
ensure this policy is coded to
printonallreceipts and copies of
Charge Records.

It is recommended that you
submit Credits the day the
cancellation is received from the
Cardmember.

4111

Anexample of a prepaid product
return policy that is different
from your standard return policy
is if you allow returns or
exchanges on store
merchandise but sales of
prepaid products are final.

Return and Cancellation Policies

Your return and cancellation policies must be fair and clearly disclosed at the time of sale in
compliance with Applicable Law. Your policies must be conveyed to the Cardmember prior to
completion of the Charge and printed on a copy of a receipt, Charge Record, or otherwise
provided to a Cardmember in writing.

You must not give cash refunds to Cardmembers for goods or services they purchase on the
Card, unless required by Applicable Law. Your refund policy for purchases on the Card must be
at least as/favorable as your refund policy for purchases made with Other Payment Products or
other payment methods.

Return Policy recommendations:

Provide clear return instructions for your customers, including the following information:
»  customer service telephone number,

» reference number for the return,

«  expected processing time for the Credit, and

« return address, preferably on a pre-formatted shipping label (if applicable).

Cancellation Policy recommendations:

Document cancellation policy and terms and conditions on the contract the Cardmember
signs, or on your website, as applicable. Provide Cardmember with a cancellation number that
can be tracked in your records.

Return Policy for Prepaid Products

This section applies to Merchants who accept the Card for the purchase of any prepaid product
(Prepaid Cards, non-American Express branded stored value or gift cards, or both). If your
return policy for the purchase of prepaid products is different from your standard return policy,
notwithstanding the requirements listed in Section 4.11, "Return and Cancellation Policies", you
must ensure that such prepaid product-specific return policy is clearly disclosed to the
Cardmember at the time of purchase and also coded to print on all receipts and copies of
Charge Records you provide to Cardmembers.

4.12 Processing Transactions for Specific Industries

4.13 Reserved

This document contains sensitive, confidential and trade secret information, and must not be

Most policies and procedures in the Merchant Operating Guide are applicable to all Merchants,
regardless of industry. Some Merchants classified in specific industries, however, are subject to
additional policies and procedures. These policies and procedures are contained in Chapter 12
"Specific Industries".
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4.14 Advance Payment Charges

Advance Payment Charge

A Charge for which full payment
is made in advance of a
Merchant providing the goods
and/orrendering the services to
a Cardmember.

Purchases involving Advance
Payment Charges generally
carry a higher level of risk than
other Charges, due to the fact
that goods and services are not
provided at the time the Charge
is processed.

Check your Merchant Services
Provider's policies for
withholding settlement for part
or all of such Charges until it is
determined that the risk has
diminished.

To minimize your risk of a
Disputed Advance Payment
Charge, always:

» clearly disclose all
reservation, sales,
cancellation, and refund
policies (see Section 4.11
"Return and Cancellation
Policies"), and

» retain a copy of the
Cardmember's written
consent, including a
detailed description and
expected delivery date of
the goods and/or services
to be provided in a format
that easily allows you to
respond to an Inquiry.

This document contains sensitive, confidential and trade secret information, and must not be

You must follow these procedures if you offer Cardmembers the option or require them to
make Advance Payment Charges for the following types of goods and/or services:

Custom-orders (e.g., orders for goods to be manufactured to a customer's specifications)
Entertainment/ticketing (e.g., sporting events, concerts, season tickets)

Tuition, room and board, and other mandatory fees (e.g., library fees) of higher educational
institutions

Travel-related services (e.g., tours, guided expeditions)

For an Advance Payment Charge, you must:

State your full cancellation and refund policies, clearly disclose your intent and obtain
written consent from the Cardmember to bill the Card for an Advance Payment Charge
before you request an Authorization. The Cardmember's consent must include:

= hisor her agreement to all the terms of the sale (including price and any cancellation
and refund policies), and

= adetailed description and the expected delivery date of the goods and/or services to
be provided.

Obtain an Authorization Approval.

Complete a Charge Record. If the Advance Payment Charge is a Card Not Present Charge,
you must also:

= ensure that the Charge Record contains the words "Advance Payment" (see
Section 4.8, "Charge Records"), and

= within twenty-four (24) hours of the Charge being incurred, provide the Cardmember
written confirmation (e.g., email or facsimile) of the Advance Payment Charge, the
amount, the confirmation number (if applicable), a detailed description and expected
delivery date of the goods and/or services to be provided and details of your
cancellation/refund policy.

If you cannot deliver goods and/or services (e.g., because custom-ordered merchandise
cannot be/fulfilled), and if alternate arrangements cannot be made, you must immediately
issue a Credit for the full amount of the Advance Payment Charge which cannot be fulfilled.

In addition to other Chargeback rights, American Express may exercise Chargeback for any
Disputed Advance Payment Charge or portion thereof if, in American Express' sole discretion,
the dispute cannot be resolved in your favor based upon unambiguous terms contained in the
terms of sale to which you obtained the Cardmember's written consent.
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415 Aggregated Charges — Internet

Aggregated Charge

A Charge that combines
multiple small purchases or
refunds (or both) incurred on a
Card into a single, larger Charge
before submitting the Charge
for payment.

To minimize your risk of a

Disputed Charge with

Aggregated Charges, always:

+ confirmtothe Cardmember
the Aggregated Charge
amount and individual
purchase details (and/or
refund as applicable) at
check-out, and

+ in the email confirmation,
advise where the
Cardmember can find
additional information
about their purchases
(and/or refunds as
applicable).

If you are classified in an internet industry, you may process Aggregated Charges provided the
following criteria are met:

Clearly disclose your intent and obtain written consent from the Cardmember that their
purchases or refunds (or both) on the Card may be aggregated and combined with other
purchases or refunds (or both) before you request an Authorization.

Each individual purchase or refund (or both) that comprises the Aggregated Charge must
be incurred under the same Merchant Number and on the same Card.

Obtain a/pre-Authorization of no more than/USD $15/(fifteen United States Dollars) or its
equivalent in local currency . See Section 5.13, "Authorization Time Limit" for additional
information.

Create a Charge Record for the full amount of the Aggregated Charge. For more
information on Charge Records, see Section 4.8, "Charge Records".

The amount of the Aggregated Charge must not exceed USD $15 or the amount for which
you obtained pre-Authorization.

Submit each Charge Record in accordance with Section 6.5, "Submission Requirements —
Electronic”. For the purposes of Section 6.5, "Submission Requirements — Electronic”, a
Charge will be deemed "incurred" on the date of the first purchase (and/or refund as
applicable) that comprises the Aggregated Charge.

Provide the Cardmember with an email containing:

= the date, amount, and description of each individual purchase (and/or refund as
applicable) that comprises the Aggregated Charge, and

= the date and the amount of the Aggregated Charge.

416 Delayed Delivery Charges

To minimize your risk of a
Disputed Charge with Delayed
Delivery Charges, always:

+ clearlydisclose all sales and
refund policies (see
Section 4.11, "Return and
Cancellation Policies"), and

+ retain a copy of the
Cardmember's written
consent in a format that
easily allows you to respond

To accept the Card for Delayed Delivery Charges, you must:

Clearly disclose your intent and obtain written consent from the Cardmember to performa
Delayed Delivery Charge before you request an Authorization,

Obtain a separate/Authorization Approval for each of the two Delayed Delivery Charges on
their respective Charge dates,

Clearly indicate on each Delayed Delivery Charge Record that the Charge is either for the
deposit or for the balance of the Delayed Delivery Charge,

Submit the Delayed Delivery Charge Record for the balance of the purchase only after the
goods have been shipped, provided or services rendered,

Submit each Delayed Delivery Charge Record in accordance with Section 6.5, "Submission

to an Inquiry. . . ) —— -
Requirements — Electronic". For the purposes of Section 6.5, "Submission Requirements —
Electronic", the Charge will be deemed "incurred":
= for the deposit — on the date the Cardmember agreed to pay the deposit for the
purchase.
= forthe balance — on the date the goods are shipped, provided or services are
rendered.
*  Submit and Authorize each Delayed Delivery Charge under the same Merchant Number,
and
+  Treat deposits on the Card no differently than you would treat deposits on all Other
Payment Products.
This document contains sensitive, confidential and trade secret information, and must not be October 2021 26
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4.17 No PIN Program

The No PIN Program does not You may participate in American Express' No PIN Program. The No PIN Program allows
provide protection against all Merchants not to request a signature or a PIN from Cardmembers on the Charge Record.
Chargebacks. Evenif an
Establishment and Charge
qualify under the No PIN
Program, you may still be
subject to Chargeback for

To qualify for the No PIN Program, both the Establishment and each Charge must meet the
following criteria:

Merchant criteria:

reasons unrelated to your failure If you are classified in an industry that accepts In-Person Charges, then you may participate in
to obtain a PIN from the the No PIN Program with the exception of the following categories:

Cardmember at the point of sale.

Consult with your Merchant *  Merchants who do not conduct In-Person Charges (i.e., internet, mail order or telephone
Services Provider for more order).

information about Disputed «  Prohibited Merchants or prohibited Transactions (or both) as defined in Chapter 10, "Risk
Charges and Chargebacks. Evaluation". See also Section 3.3, "Prohibited Uses of the Card".

» HighRisk Merchants (e.g., internet electronic services or nightclubs/lounges) as defined in
Section 10.3.1, "High Risk Merchants".

*  Merchants placed in American Express' Fraud Full Recourse Program.

Charge criteria:
+  The amount or Charge must meet the established threshold.

*  The Charge submission must include the appropriate indicator to reflect that the Card and
the Cardmember were present at the point of sale.

+  The Charge submission must include a valid Approval.

Under the No PIN Program, American Express will not exercise Chargeback for such Charges
based solely on your Establishment's failure to obtain the Cardmember's PIN at the point of
sale.

If disproportionate amounts or number of Disputed Charges are received under the No PIN
Program, you must work to reduce the amount or number of Disputed Charges. If such efforts
fail, American Express may place you in a Chargeback program and your Merchant Services
Provider and/or American Express may modify participation in the No PIN Program or revoke
or terminate your participation in the No PIN Program.

Note: Obtaining Cardmember signature on Card Present Transactions is optional to complete a
Charge Record, and at your discretion, unless required by Applicable Law.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 27
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418 Recurring Billing Charges

To minimize your risk of
Chargeback with Recurring
Billing Charges, always:

* ensure updates are applied
in a timely manner when
notified of Cardmember
cancellation or Card Number
update, and

+ obtainexpressconsent from
the Cardmember to
continue billing after the end
date of the contract.

For more tips on reducing
Chargebacks, see Chapter 11
"Chargebacks and Inquiries".

Recurring Billing is an option offered to Cardmembers to make recurring Charges
automatically on their Card. The Recurring Billing Charges are for a product or service the
Cardmember agrees to pay periodically and automatically (e.g., membership fees to health
clubs, magazine subscriptions, and insurance premiums).

If you offer Cardmembers the option to make Recurring Billing Charges, you must:

« obtain the Cardmember's express consent for you to bill the Card before submitting the
first Recurring Billing Charge, and

+ notify the Cardmember that he or she can cancel such consent at any time and provide
contact details for .canceling recurring billing.

In addition to other Chargeback rights, American Express may exercise Chargeback for any
Charge which does not meet the requirements listed in this section. American Express may
also exercise Chargeback, prior to sending you an Inquiry, if you process Recurring Billing
Charges after having previously been notified that the Cardmember has canceled their consent
for Recurring Billing Charges.

The method you use to secure such consent must contain a disclosure that you may receive
updated Card account information from the Issuer.

Before submitting a Recurring Billing Charge, you must obtain Authorization and complete a
Charge Record (see Section 4.8, "Charge Records"), except with the words "signature on file," if
applicable, on the signature line and the appropriate electronic descriptor on the Charge
Record. You must flag all requests for Authorization with a Recurring Billing indicator. For
complete Authorization requirements, see Chapter 5, "Authorizations".

If the Agreement terminates for any reason, then you must notify all Cardmembers for whom
you have submitted Recurring Billing Charges that you no longer accept the Card.

You must/fulfill Cardmembers' requests that you discontinue the Recurring Billing Charges
immediately and provide cancellation numbers to Cardmembers as proof of the cancellation.

The cancellation of a Card constitutes immediate cancellation of that Cardmember's consent
for Recurring Billing Charges. You will not be notified of such cancellation, nor will your
Merchant Services Provider or American Express have any liability to you arising from such
cancellation.

If a Card is/canceled, or if a Cardmember cancel consent to Recurring Billing Charges, you are
responsible for arranging another form of payment (as applicable) with the Cardmember.

You must retain evidence of consent to receive updated Card account information from the
Issuer for twenty-four (24) months from the date you submit the last Recurring Billing Charge.

If you offer Cardmembers the option to make Recurring Billing Charges, you must:
» ensure that your process for cancellation of Recurring Billing is simple and expeditious,

» clearly and conspicuously disclose all material terms of the option, including, if applicable,
an initial notice of recurring billing, and the fact that Recurring Billing will continue until the
option is.canceled by the Cardmember,

«  within twenty-four (24) hours of incurring the first Recurring Billing Charge, provide the
Cardmember written confirmation (e.g., email or facsimile) of such Charge, including all
material terms of the option and details of your cancellation/refund policy, and

+  where the material terms of the option change after submission of the first Recurring
Billing Charge, promptly notify the Cardmember in writing of such change and obtain the
Cardmember's express written consent to the new terms prior to submitting another
Recurring Billing Charge.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 28
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418.1 Introductory Offers

If you offer Cardmembers an option to make Recurring Billing Charges that include an
Introductory Offer, you must comply with all requirements set forth in this Section 4.18
"Recurring Billing Charges" policy in addition to the following requirements:

»  Clearly and conspicuously disclose all material terms of the Introductory Offer to the
Cardmember, including a simple and expeditious cancellation process that allows the
Cardmember to cancel before submitting the first Recurring Billing Charge.

*  Obtain the Cardmember's express consent to accept the terms and conditions of the
Introductory Offer.

+  Send Cardmember a confirmation notification in writing upon enrollment in the
Introductory Offer.

+  Send Cardmember a reminder notification in writing before submitting the first Recurring
Billing Charge, that allows the Cardmember a reasonable amount of time to cancel.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 29
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4.19 Processing Prepaid Cards

A GIFT

FOR YOU

Prepaid Cards are available for a variety of uses: gifting, travel, incentive, etc. All American
Express Prepaid Cards show the American Express "Blue Box" logo either on the face or back of
the Prepaid Card. Prepaid Cards may or may not be embossed. Most Prepaid Cards can be
used for both in-store and online purchases.

Prepaid Cards are valid through the date on the Card. Swipe or insert the Card at the point of
sale just like any other Card. A Prepaid Card must be tendered for an amount that is no greater
than the funds available on the Card.
* Instruct Cardmembers that, before making a purchase, they may check their remaining
funds by:
= calling the twenty-four (24) hour, toll-free number on the back of the Card,
= checking online, or
= using the mobile app offered by their Issuer (where available).
»  Because Prepaid Cards are pre-funded, if you receive a Decline when seeking
Authorization, ask the customer to go online, use their mobile app, or call the toll-free

number on the back of the Card to confirm that the purchase price does not exceed the
available funds on the Prepaid Card.

» Ifthe Prepaid Card does not have enough funds to cover the purchase price, process a
Split Tender Transaction or request an alternative form of payment -See-Seetion516-
R \uthorization Reau

*  You must create a Charge Record for a Prepaid Card as you would any other Card.

+  You may follow your policy on combining payment on Prepaid Cards with any Other
Payment Products or methods of payment. If the other payment method is an American
Express Card then you are required to follow all provisions of the Agreement.

»  Check with your Merchant Services Provider to determine if your POS System is set up for
Split Tender functionality.

For information about processing Prepaid Cards, call the customer service number on the back
of the Card in question.

4.20 Processing Travelers/Gift Cheques

American Express Travelers Cheques, Cheques for Two, and Gift Cheques are easy to accept
provided that the cheque is an authentic American Express Travelers Cheque. See
Subsection 4.20.1, "Acceptance Procedures".

Businesses can accept these cheques for payment. You can deposit Travelers Cheques,
Cheques for Two and Gift Cheques directly into your Bank Account as they never expire.

Travelers Cheques

American Express Travelers Cheques are a widely used and travel currency. If they are ever lost
or stolen, they can be replaced quickly and easily, almost anywhere in the world, usually within
twenty-four (24) hours.

Travelers Cheques come in various denominations and currencies.
Gift Cheques

American Express Gift Cheques function like Travelers Cheques, and are available in $10, $25,
$50, and $100 denominations only. Any Gift Cheque presented that is greater than $100 is
counterfeit. If you receive a Gift Cheque greater than $100, do the following:

»  Contact Travelers Cheque/Gift Cheque Customer Service at 1-866-296-5198.
» Donot accept it.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 30
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Write the word "VOID" across the front of the counterfeit Cheque.

For further information, see Chapter 9. "Fraud Prevention".

4.20.1

Acceptance Procedures

Accepting American Express Travelers and Gift Cheques is easy:

Watch your customer countersign in the lower left corner of the cheque, and compare the
countersignature to the signature in the upper left corner for American Express Travelers
Cheques and Gift Cheques. For Cheques for Two, the customer's countersignature must
match either one of the two signatures on top.

Validate Security Features — Validating these features will help reduce the acceptance of
counterfeit cheques. See Section 9.9, "Travelers Cheque and Gift Cheque Security

Features".

Obtainjauthorization — American Express recommends obtaining an authorization to
reduce the chances of accepting fraudulent cheques. American Express offers a variety of
authorization tools. See authorization methods in the following table to determine your

course of action:

The signature and countersignature are a
reasonable match (they look alike, but may
not be identical)

You suspect that the countersignature may
be false, or you did not watch the customer
countersign

The signatures are not the same, or if there is
a question regarding the validity of the cheque

You suspect that the Travelers cheque being
presented is fraudulent

Accept the cheque. There is no need to obtain
any identification.

Ask the customer to turn the cheque over and
sign again across the left-hand side (in the
same manner one typically endorses a
cheque). Then take the cheque and fold up
the bottom right-hand corner so that you can
compare the original signature with the new
one.

Call the Travelers Cheque/Gift Cheque
Customer Service at 1-866-296-5198.

Use any of the following methods to verify
that the cheque you are accepting is
authentic:

»  Perform a smudge test (see Chapter 9,
"Fraud Prevention" for details).

« Obtain online Authorization at
www.americanexpress.com/verifyamextc.

4.21

Property Damage to Accommodations and Other Rentals

If a Cardmember expressly consents to use the Card to pay for Property Damage Fees and/or
smoking fees to a rented accommodation or equipment, you may accept the Card, provided
you have complied with following conditions for payment for such fees, and we classify the

r

This document contains sensitive, confidential

ental as one of the following:
Lodging accommodations
Trailer parks and campground rental
Motor home rental
Boat rental
Bicycle rental

and trade secret information, and must not be

disclosed to third parties without the express prior written consent of American Express.
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+  Motorcycle rental

»  Equipment rental

Conditions for Payment for such fees:

+ The Card was used as the original payment method for the accommodations or rental.

*  You must provide in writing, to the Cardmember, an itemized list and description of the
property and/or smoke damage which has occurred.

»  Prior to submitting a Charge, you must obtain the Cardmember’s agreement in Writing1 to:
»  Accept responsibility for the fees associated with the property and/or smoke damage.

*  Select American Express as the payment method for the fees associated with the
property and/or smoke damage.

*  Accept the total amount for which the Cardmember is responsible, and that the final
billed amount can be up to 15% more than the estimated amount. No amounts in
excess of 115% of the disclosed amount shall be charged to the Cardmember’s Card,
without the express prior written consent of the Cardmember.

*  You must obtain Authorization for the amount of the fees associated with the property
and/or smoke damage each time a Charge is submitted.

*  You must prepare a Charge Record separate from the Charge Record for the rental or
lodging stay. You must adhere to all requirements outlined in Chapter 4, "Transaction
Processing" for completion of the Charge Record. In addition, you must observe the
following:

+  After the exact fee associated with the property and/or smoke damage has been
determined and the Charge is ready for Submission, you must provide the
Cardmember with an itemized summary; insert the amount on the Charge Record (in
no event in excess of the estimated amount plus 15% agreed to by the Cardmember).

» Inaddition to the other Chargeback rights contained in the Agreement, we may exercise
Chargeback rights with respect to any Charge for damages which is not submitted in
accordance with all the procedures contained within the Agreement, including the
provisions of this Section 4.21, "Property Damage to Accommodations and Other Rentals".

«  You must not include the following in an/Authorization Request or in a Charge Submission:
+  Losses due to theft of the equipment.
+  Losses due to theft of property or equipment from within a rental accommodation.
»  Loss of revenue due to the loss of use of the rental equipment or lodging
accommodations.

*  You must submit the Charge to us within 90 calendar days of check-out or rental return
date.

ll 4.22 Split Shipment Transactions

A split shipment Transaction occurs when a Cardmember makes a single purchase of multiple
individually priced goods and the goods are delivered to the Cardmember in multiple
shipments. Unit prices and items sold as a set must not be billed as separate Charges. You may
obtain a single Authorization and submit multiple Charge Records for the purpose of
completing a split shipment Transaction. The Authorization will be valid for up to seven (7) days
after the Authorization date. Section 5.4, "Authorization Time Limit".

To accept the Card for split shipment Transactions, you must:

«  State your full cancellation and refund policies;
» Advise the Cardmember of the Authorization amount that will be requested;

1. The Cardmember’s consent must be provided in writing after the damages have
occurred and without any threat or duress.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 32
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5.2 Transaction Process
helAuthorization process begins when you provide an/Authorization request to your Merchant

Services Provider. After requesting Authorization, you receive an Authorization response,

which you use, in part, to determine whether to proceed with the Charge.

_|

DATA SECURITY

TRANSACTION PROCESS*

A =l

&— [ J

Cardmember] Merchant Merchant Merchant Cardmember A dispute
I card obtains submits Services receives caseis
for payment Charge for Provider billing opened
Settlement settles with statement
Merchant

FRAUD DETECTION

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

ll 5.3 The Purpose of/Authorization

The purpose of an/Authorization is to provide you with information that will help you determine
whether or not to proceed with a Charge.
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An Authorization Approval does not guarantee that (i) the person making the Charge is the
Cardmember, (ii) the Charge is in fact valid or bona fide, (iii) you will be paid for the Charge, (iv)
you will not be subject to a Chargeback, or (v) the Charge you submit will not be rejected.

5.4 Authorization Time Limit

Authorization Approvals for Charges are valid for seven (7) days after the Authorlzatlon dater

méust—r—res You must obtam anew Approval n‘ you submlt the Charge to your Merchant Serwces
Provider more than seven (7) days after the original Authorization date.

For Charges of goods or services that are shipped or provided more than seven (7) days after
an order is placed, you must obtain an Approval for the Charge at the time the order is placed
and again at the time you ship or provide the goods or services to the Cardmember.

The new Approval must be included in the Charge Record. If either of the Authorization
requests is Declined, do not provide the goods or services or submit the Charge. If you do, you
will be subject to a Chargeback.

For Estimated Authorization time frames see Section 5.5, "Estimated Authorization".

5.5 Estimated Authorization

We recommend that you
perform an additional
Authorization as soon as the
Charge amount exceeds the
original Authorization by the
Estimated Authorization
percentage in the table in this
section as follows:

» ForAuthorizations obtained
intermittently — at least
once per day.

+ For Authorizations for
estimated amounts at the
point the amount of costs
incurred exceeds the
Authorization for estimated
amounts by more than
Estimated Amount
percentage.

For example, in the lodging
industry:

If the Authorization was for
$1,000, and the total of
purchases was no more than
$1,150, no further Authorization
is necessary. However, if the
total purchases were $1,200,
and you did not obtain additional
Authorization, then we have
Chargeback rights up to $50.

This document contains sensitive, confidential and trade secret information, and must not be

If you are classified or it is determined that you operate in one of the following industries, then
the following Estimated Authorization procedures apply where the final Charge amount is not
known at the time of Authorization.

You may only obtain an Estimated/Authorization in the industries listed below. Do not
overestimate the Authorization amount. You must obtain the Cardmember’s consent to such
estimated amount prior to requesting the Authorization.

You must submit the corresponding Charge as soon as you become aware of the full amount to
be charged. For any amount of the Charge that exceeds the amount for which you obtained an
Authorization you must obtain the Cardmember’s consent.

If the final amount of the Charge is:

* no greater than the amount for which you obtained Authorization plus the applicable
Estimate Authorization percentage listed below of that amount, no further Authorization is
necessary; or

« greater than the amount for which you obtained/Authorization by more than the applicable
Estimated Authorization percentage listed below of that amount, you must obtain a new
Authorization. If you fail to obtain such/Authorization, or your request for such
Authorization is declined, American Express will have Chargeback rights for the amount in
excess of the original Authorization amount plus the applicable Estimated Authorization
percentage of that amount. For the avoidance of doubt, American Express will have
Chargeback rights for the final amount of the Charge for reasons other than the failure to
obtain an approved Authorization.

An Estimated Authorization is valid for the applicable Estimated Authorization time frame
listed below. You must obtain a new Approval if you do not submit the Charge to us within the
Estimated Authorization time frame.

Estimated
Authorization Time
frame

Industry

ercentage

Grocery (Card Not Present)  15% Seven (7) days
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For example, in the lodging
industry:

If the Authorization was for
$1,000, and the total of
purchases was no more than
$1,150, no further Authorization
is necessary. However, if the
total purchases were $1,200,
and you did not obtain additional
Authorization, then we have
Chargeback rights up to $50.

5.6 Floor Limit
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Estimated

Industry

ercentage

Lodging (See 15% Duration of the stay plus
Subsection 12.12.1) seven (7) days
Restaurants and Bars* 30%-26% Seven (7) days

Retail (Card Not Present) 15% Seven (7) days

Taxicabs and Limousines 20% Seven (7) days

Vehicle Rentals (See 15% Duration of the rental
Subsection 12.12.2) agreement, plus seven (7)

days

* The Estimated Authorization percentage for Prepaid Card and Debit Card Charges at Restaurants
and Bars is 20%.

American Express maintains a zero-dollar Floor Limit on all Charges regardless of the amount.
If any one Charge, or series of Charges, made on the same day by any one Cardmember at the
Establishment, is equal to or greater than this Floor Limit, the Establishment must request

Authorizalion. ¥eeses-ebain-mr-AeHr et beaena-ssehases—recardlecs o Fregmaenak

olart — s foralC :
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5.7 Authorization Process

The
Cardmember
provides you
with the Card
or the Card
Information.

Cardmember

Upon receiving
the decision of
the Approval or
decline of the
request, you
will be able to
complete or
deny the
Transaction
and inform the
Cardmember.

LR 4
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The POS The Network The Issuer
System sends the Approves or
captures the Approval declines the
Card request to the request.
Information and Issuer.
transfers it to
the American
Express
Network.

ﬁ ﬁ

y - w -

F F
Transaction Network Issuer
The POS The American The Issuer
System displays Express communicates
the Approval or Network relays the Approval
decline of the the information ordecline back
request. back to the to the

POS System. American
Express
Network.

5.8 Possible Authorization Responses

Responses to your requests for Authorization are generated by Issuers and transmitted to you.
The following are among the most commonly generated responses to your request for
Authorization. The exact wording may vary so check with your Merchant Services Provider to
determine what Authorization responses will display on your equipment.

This document contains sensitive, confidential and trade secret information, and must not be
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W* What It Means

Approved The Charge is approved.

Partially Approved The Charge is approved. The Approval is for an amount less than the
(for use with Prepaid  value originally requested. The Charge must only be submitted for
Cards only) the approved amount. Collect the remaining funds due from the

Cardmember via another form of payment.

For Split Tender, you may follow your policy on combining payment
on Prepaid Cards with any Other Payment Products or methods of
payiment. See-SestiertleAdditioral-AetaerzatioaRleguiresiortst-

ferrreretntermatisnabestsplittender
Declined or Card Not  The Charge is not approved. Do not provide the goods or services or
Accepted submit the Charge.

Inform the Cardmember promptly that the Card has been Declined.
If the Cardmember has questions or concerns, advise the
Cardmember to call the customer service telephone number on the
back of the Card. Never discuss the reason for the Decline.

If you submit the Charge after receiving a Decline, American Express
may reject the Charge or you will be subject to a Chargeback. Fae-

Chammeispetassreved—De-ne—sdbrritthe-Charze—tyeu-

Pick up You may receive an Issuer point of sale response indicating that you
must pick up the Card. Follow your internal policies when you receive
this response. Never put yourself or your employees in unsafe
situations. Contact your Merchant Services Provider for further
information regarding a Pick Up Card response.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 39
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5.9 Obtaining an Electronic/Authorization

Failure to comply with the
American Express Technical
Specifications for Authorization
may impact your ability to
successfully process
Transactions. For example, we
may not be able to issue an
Authorization response or
process the Charge at
Submission (see Section 6.5
"Submission Requirements —
Electronic").

. otab : —

You must ensure that all Authorization requests comply with the Technical Specifications (see
Section 2.5, "Compliance with the Technical Specifications"). If the Authorization request does
not comply with the Technical Specifications, the Authorization was Declined, or for which no
Approval code was obtained, American Express may reject the Submission or American
Express may exercise a Chargeback-the-submisstiorrmay-berefectedoryorray-besublecttoa
Ghargebaek. Contact your Merchant Services Provider for information| about your obligations
to comply with the Technical Specifications.

If the Card is unreadable and you have to key-enter the Charge to obtain an Authorization then
you must follow the requirements for key-entered Charges. See Subsection 4.5.2, "Key-Entered
Charges" for additional information.

If you use an electronic POS System to obtain/Authorization, the Approval must be printed
automatically on the Charge Record.

Occasionally, obtaining an electronic/Authorization may not be possible (e.g., due to POS
System problems, System Outages, or other disruptions of an electronic Charge). In these
instances, please work with your Merchant Services Provider.

5.11 Card Identification (CID) Number

Card Identification (CID)
Number

CID is a four-digit number
printed on the face of the Card.

The Card Identification (CID) Number provides an extra level of Cardmember validation and is
part of the Authorization process. The CID Number is printed on the Card.

If, during the Authorization, a response is received that indicates the CID Number given by the
person attempting the Charge does not match the CID Number that is printed on the Card, re-
prompt the customer at least one more time for the CID Number. If it fails to match again,
follow your internal policies.

Note: CID Numbers must not be stored for any purpose. They are available for real time
Charges only. See Chapter 8, "Protecting Cardmember Information".

See Chapter 9, "Fraud Prevention" for more information on CID Numbers and CID Verification.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 40
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5.12 Authorization Reversal

It is a good practice to reverse an[Authorization for an Approved Charge if you do not intend to
submit a Charge to your Merchant Services Provider within the/Authorization time limits.[See"

Section 5.15, "Pre-Authorization"-See-Seetion543"AutherizationFime Hirmitt. You may reverse
an/Authorization for al corresponding Charge by:

initiating an/Authorization reversal message, or

Contacting your Merchant Services Provider for instructions on how to reverse an|

After a Charge Record has been submitted, anfAuthorization cannot be canceled or changed.
For example, if you make an error in a Charge but have already submitted the Charge Record,
you cannot systematically request a change in the Charge. You must instead, follow the
procedures for Processing a Credit, as defined in Section 4.9, "Processing a Credit".

.UI
=
w

515 Pre-Authorization

Alpre-Authorization is an/Authorization request that you submit in advance of providing the

goods or services, allowing you then to submit the Approved Charge (e.g., fuel pump CATs).

516 Additional-AuthorizationRequirements

This document contains sensitive, confidential and trade secret information, and must not be October 2021 4
disclosed to third parties without the express prior written consent of American Express.

=



Merchant Operating Guide - Mexico
AM ERICAN EXPRESS Authorizations :: Additional Authorization Requirements

muu
L

This document contains sensitive, confidential and trade secret information, and must not be October 2021 42
disclosed to third parties without the express prior written consent of American Express.



AMERICAN EXPRESS

Submissions

6.1
6.2
0.3
0.4
©.5
0.6
6./

Introduction

Transaction Process

Purpose of Submission

Submission Process

Submission Requirements — Electronic
Submission Requirements — Paper
How to Submit



Merchant Operating Guide - Mexico

AMERICAN EXPRESS

6.1 Introduction

Merchants are familiar with commitments that keep their business running smoothly. One
such commitment is to submit Transactions conducted at your Establishments to your
Merchant Services Provider for payment.

Since payment cannot occur until the Transactions are submitted, you are encouraged to
submit Transactions daily even though you have up to seven (7) days to do so.

See Section 4.5, "Processing an In-Person Charge" and Section 4.9, "Processing a Credit" for
additional information.

6.2 Transaction Process

Collect Transactions during the business day and submit them to us, through your Merchant
Services Provider, usually at the end of a day. If you have any Submission problems, contact
your Merchant Services Provider.

DATA SECURITY

TRANSACTION PROCESS*

N

—J

Merchant
submits
Charge for

7. A
\==E==%)

FRAUD DETECTION

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

6.3 Purpose of Submission

After we receive the Submission, we process it and settle with your Merchant Services Provider.
Your Merchant Services Provider will then settle directly with you in accordance with the
payment plan, speed of payment, and payment method, you have arranged with them.

Transactions will be deemed accepted on a given business day if processed by us before the
close of business.

Please contact your Merchant Services Provider for additional information on submitting
Transactions, processing cutoff times, and payment procedures.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 44
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6.4 Submission Process

After you collect the Transactions during your business day, we encourage you to submit them
to your Merchant Services Provider daily.

Merchant Services
Provider

Merchant Acquirer

Following the instructions displayed in your POS System, you can submit your Transactions to
be processed and Settled.

Payments cannot occur until the Transactions are Submitted, received, and processed through
your Merchant Services Provider.

6.5 Submission Requirements — Electronic

For additional information about
retaining information, see
Section 4.8, "Charge Records"
and Section 8.4, "Standards for
Protection of Cardmember
Information".

Besides impacting your
Transaction processing, failure
to comply with the Technical
Specifications may increase your
Disputed Charges. For instance,
for a Card Not Present Charge, if
you do not provide a customer
service telephone number or
webaddress, Cardmembers who
do not recognize Charges, may
initiate “no knowledge"” Inquiries
rather than contact you directly
to identify the Charge.

6.5.1

This document contains sensitive, confidential and trade secret information, and must not be

You must submit Transactions electronically in accordance with your Merchant Services
Provider's instructions.

When you transmit Charge Data and Transmission Data electronically, you must still complete
and retain Charge Records and Credit Records.

A Submission or Batch must comply with the American Express Merchant Operating Guide,
including the Technical Specifications (see Section 2.5, "Compliance with the Technical
Specifications"). Failure to follow these requirements could result in a rejection of your
Submission or Batch or delay in your payment (or both). If a Submission or Batch rejects, you
may not be paid until the Submission or Batch is corrected and resubmitted. You must work
with your Merchant Services Provider to correct the error, then resubmit. For Submissions
which fail to comply with the Technical Specifications, American Express has the right to
Chargeback.

You must submit Charges and Credits only in Mexican Pesos.

Charge Submissions

You must submit all Charges to your Merchant Services Provider within the Authorization
requests. Charges are deemed "incurred" on the date the Cardmember indicates to you that
they will pay for the goods or services purchased with the Card and for which you have received
an Authorization Approval. Charges must not be submitted to your Merchant Services Provider
until after the goods are shipped, provided, or the services are rendered. You must submit all
Charges under the Establishment where the Charge originated.

For Aggregated Charges, the Charge must be submitted within seven (7) days of the date of the
last purchase (and/or refund as applicable) that comprises the Aggregated Charge and for
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6.5.2

which you have received an Authorization Approval. See Section 4.15, "Aggregated Charges —
Internet" for additional information.

Delayed Delivery Charges and Advance Payment Charges may be submitted before the goods
are shipped, provided, or the services are rendered. See Section 4.16, "Delayed Delivery
Charges" and Section 4.14, "Advance Payment Charges" for additional information.

Credit Submissions

You must submit all Credits to your Merchant Services Provider upon determining that a Credit
is due. You must submit each Credit under the Establishment where the Credit originated.
Please contact your Merchant Services Provider for additional information regarding Credit
submission requirements.

6.6 Submission Requirements — Paper

6.7 How to Submit

Many POS Systems are
equipped with a "batch out" key
or similar functionality. Contact
your Merchant Services
Provider for information on the
best way to submit a batch.

If, under extraordinary circumstances, you need to submit Transactions on paper, you must do
so in accordance with instructions provided by your Merchant Services Provider.

In many cases, your POS System will submit an Authorization request, process the
Transactions, and automatically submit the Charge to your Merchant Services Provider.
Contact your Merchant Services Provider for additional information regarding/Transaction
submission requirements.
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7.1 Transaction Process

After we receive a Submission file, we begin the process of settling. Settlement of payment
from American Express will be made directly to your Merchant Services Provider.

DATA SECURITY

f TRANSACTION PROCESS* \
[@: =$
Merchant Cardmember
Services receives
Provider billing
settles with statement
\ Merchant /
\ FRAUD DETECTION /

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

7.2 Settlement Amount

All settlement activity to you is the responsibility of your Merchant Services Provider and any
questions or concerns should be directed to them for resolution.

7.3 Payment Errors or Omissions

Immediately notify your Merchant Services Provider of any error or omission in respect to your
transactions or other fees or payments for Charges, Credits, or Chargebacks.

74 Collecting from Cardmembers

You must not bill or collect from any Cardmember for any purchase or payment made on the
Card unless:

+  Chargeback was exercised for such Charge,
*  You have fully paid your Merchant Services Provider for such Charge, and
*  You otherwise have the right to do so.
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8.1 Data Security Requirements

As a leader in consumer protection, American Express has a long-standing commitment to
protect Cardholder Data and Sensitive Authentication Data, ensuring that it is kept secure.

Compromised data negatively impacts consumers, Merchants, and Issuers. Even one incident
can severely damage a company's reputation and impair its ability to effectively conduct
business. Addressing this threat by implementing security operating policies can help improve
customer trust, increase profitability, and enhance a company's reputation.

American Express knows that you share American Express' concern and requires, as part of
your responsibilities, that you comply with the data security requirements in the Agreement
with your Merchant Serwces Provider and these-the—A-meHeaH-E)epFess Data Securlty

These requirements apply to all your equipment, systems, and networks (and their
components) on which encryption keys, Cardholder Data, or Sensitive Authentication Data (or
a combination of each) are stored, processed, or transmitted.

8.2 Definitions

For the purposes of this Chapter 8. "Protecting Cardmember Information", the following
definitions apply:

Approved Scanning Vendors (ASVs) — An Entity that has been qualified by the Payment Card
Industry Security Standards Council, LLC to validate adherence to certain PCI DSS
requirements by performing vulnerability scans of internet facing environments. See

Section 8.7, "Periodic Validation of Merchant Systems".

Attestation of Compliance (AOC) — A declaration of the status of your compliance with the
PCI DSS, in the form provided by the Payment Card Industry Security Standards Council, LLC.

Attestation of Scan Compliance (AOSC) — A declaration of the status of your compliance with
the PCI DSS based on a network scan, in the form provided by the Payment Card Industry
Security Standards Council, LLC.

Card Number — The unique identifying number that the Issuer assigns to the Card when it is
issued.

Cardholder Data — Has the meaning given in the then-current Glossary of Terms for the
PCI DSS.

Cardholder Data Environment (CDE) — The people, processes, and technology that store,
process, or transmit cardholder data or sensitive authentication data.

Compromised Card Number — An American Express Card account number related to a Data
Incident.

Covered Parties — Any or all of your employees, agents, representatives, subcontractors,
processors, Service Providers, providers of your point-of-sale (POS) equipment or systems, or
payment processing solutions, Entities associated to your American Express merchant
account, and any other party to whom you may provide Cardholder Data or Sensitive
Authentication Data (or both) access in accordance with the Agreement.

Data Incident — An incident involving the compromise or suspected compromise of American
Express encryption keys, or at least one American Express Card account number, in which
there is:

»  unauthorized access or use of Encryption Keys, Cardholder Data, or Sensitive
Authentication Data (or a combination of each) that are stored, processed, or transmitted
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on your equipment, systems, and/or networks (or the components thereof) of yours or the
use of which you mandate or provide, or make available;

» use of such Encryption Keys, Cardholder Data, or Sensitive Authentication Data (or a
combination of each) other than in accordance with the Agreement; and/or

+ suspected or confirmed loss, theft, or misappropriation by any means of any media,
materials, records, or information containing such Encryption Keys, Cardholder Data, or
Sensitive Authentication Data (a combination of each).

Data Incident Event Window — The period that begins as of the date of compromise, if known,
or 365 days prior to the Notification Date if the actual date of compromise is not known. The
Data Incident Event Window ends 30 days after the Notification Date.

Data Security Requirements (DSR) — The American Express data security policy, as
described in Chapter 8, "Protecting Cardmember Information" of the Merchant Operating
Guide.

EMV®! Specifications — The specifications issued by EMVCo, LLC, which are available at
WWW.emvco.com.

Encryption Key — All keys used in the processing, generation, loading and/or protection of
Account Data. This includes, but is not limited to, the following:

*  Key Encrypting Keys: Zone Master Keys (ZMKs) and Zone PIN Keys (ZPKs)

*  Master Keys used in secure cryptographic devices: Local Master Keys (LMKs)

»  Card Security Code Keys (CSCKs)

*  PIN Keys: Base Derivation Keys (BDKs), PIN Encryption Keys (PEKs), and ZPKs

Forensic Incident Final Report Template — Means the template available from the PCI Security
Standards Council, which is available at www.pcisecuritystandards.org.

Issuer — Any Entity (including American Express and its Affiliates) licensed by American
Express or an American Express Affiliate to issue Cards and to engage in the Card issuing
business.

Level 1 Merchant — 2.5 million American Express Card Transactions or more per year; or any
Merchant that American Express otherwise deems a Level 1 Merchant.

Level 2 Merchant - 50,000 to 2.5 million American Express Card Transactions per year.
Level 3 Merchant - 10,000 to 50,000 American Express Card Transactions per year.
Level 4 Merchant - Less than 10,000 American Express Card Transactions per year.

Merchant — The Merchant and all of its affiliates that accept American Express Cards under a
Merchant processing agreement or sponsored Merchant agreement, the American Express
Merchant Operating Guide, and any accompanying schedules and exhibits, collectively,
between Merchant and its Merchant Services Provider.

Merchant Level — The designation assigned to Merchants related to their PCI DSS compliance
validation obligations, as described in Section 8.7, "Periodic Validation of Merchant Systems".

Notification Date — The date that American Express provides Issuers with final notification of a
Data Incident. Such date is contingent upon American Express' receipt of the final forensic
report or internal analysis and shall be determined in American Express' sole discretion.

1. EMV@®is aregistered trademark in the U.S. and other countries and an unregistered trademark
elsewhere. The EMV trademark is owned by EMVCo, LLC.
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Payment Application — Has the meaning given to it in the then-current Glossary of Terms for
Payment Card Industry Payment Application Data Security Standard, which is available at
www.pcisecuritystandards.org.

Payment Card Industry Data Security Standard (PCI DSS) — The Payment Card Industry
Data Security Standard, which is available at www.pcisecuritystandards.org.

Payment Card Industry Security Standards Council (PCl SSC) Requirements — The set of
standards and requirements related to securing and protecting payment card data, including
the PCI DSS and PA DSS, available at www.pcisecuritystandards.org.

PCI-Approved — A PIN Entry Device or a Payment Application (or both) that appears at the
time of deployment on the list of approved companies and providers maintained by the PCI
Security Standards Council, LLC, which is available at www.pcisecuritystandards.org.

PCI Forensic Investigator (PFI) — An Entity that has been approved by the Payment Card
Industry Security Standards Council, LLC to perform forensic investigations of a breach or
compromise of payment Card Data.

PCI PIN Security Requirements — The Payment Card Industry PIN Security Requirements,
which are available at www.pcisecuritystandards.org.

PIN Entry Device — Has the meaning given to it in the then-current Glossary of Terms for the
Payment Card Industry PIN Transaction Security Requirements, Point of Interaction Modular
Security Requirements, which is available at www.pcisecuritystandards.org.

Point of Sale (POS) System — An information processing system or equipment, including a
terminal, personal computer, electronic cash register, contactless reader, or payment engine or
process, used by a Merchant, to obtain/Authorizations or to collect Transaction data, or both.

Qualified Security Assessors (QSAs) — Entities that have been qualified by the Payment Card
Industry Security Standards Council, LLC to validate adherence to the PCI DSS. See
Section 8.7, "Periodic Validation of Merchant Systems".

Security Technology Enhancement Program (STEP) — American Express’ program in which
Merchants are encouraged to deploy technologies that improve data security. To qualify for
STEP, Merchants must not have had a Data Incident in the twelve (12) months prior to
submitting the Annual Attestation of Compliance and conducted at least 75% of all
Transactions using Point-to-Point Encryption or face to face Transactions using EMV Chip
Enabled Devices.

Self-Assessment Questionnaire (SAQ) — A self-assessment tool created by the Payment Card
Industry Security Standards Council, LLC, intended to evaluate and attest to compliance with
the PCI DSS.

Sensitive Authentication Data — Has the meaning given in the then-current Glossary of Terms
for the PCI DSS.

Cardholder data compromise in your Cardholder Data Environment (CDE). See Section 8.3
"Targeted Analysis Program (TAP) Cardholder Data Compromise".

I Targeted Analysis Program (TAP) — A program that provides early identification of a potential

Validation Documentation — The AOC rendered in connection with an Annual Onsite Security
Assessment or SAQ, the AOSC and executive summaries of findings rendered in connection
with Quarterly Network Scans, or the annual STEP Attestation.

Jl 8.3 Targeted Analysis Program (TAP)-GardhelderData-Gompromise-

I Cardholder Data compromises may be caused by data security gaps in your Cardholder Data
Environment (CDE). e : e
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SORRBLERASE Examples of Cardholder Data compromlse include, but are not limited to:

Common Point of Purchase (CPP): American Express Cardmembers report fraudulent
Transactions on their Card accounts and are identified and determined to have originated
from making purchases at your Establishments.

Card Data found: American Express Card and Cardholder Data found on the world wide
web linked to Transactions made at your Establishments.

Malware suspected: American Express suspects that your business is using software
infected with or vulnerable to malicious code.

TAP is designed to identify potential Cardholder Data compromises.

You must, and you must cause your Covered Parties to, comply with the following requirements
upon notification from American Express or your Merchant Service Provider, of a potential

Cardholder Data compromise ~YeurGardhotderBatacompromiseoblisationsare:

You must promptly review your CDE for data security gaps and remediate any findings.

»  You must cause your third-party vendor(s) to conduct a thorough investigation of your
CDE if outsourced.

You must provide a summary of action taken or planned after your review, evaluation, and/
or remediation efforts upon notification from American Express or your Merchant Services
Provider.

You must provide updated PCI DSS validation documents in accordance with Section 8.7
"Periodic Valldatlon of Merchant Systems"-Seettor-8-+/1Periocic-Vatidationef-Merchant

As applicable, you must engage a qualified PCI Forensic Investigator (PFI) to examine your
CDE if you or your Covered Party:

= Cannot resolve the Cardholder Data compromise within a reasonable period of time,
as determined by American Express, or

= Confirmthat a Data Incident has occurred and comply with the requirements set forth
in Sectlon 8.5, "Data InC|dent Mana,qement Obllgatlons" As-a-ppheable—yea—mast—

If you cannot meet these obligations, your Merchant Services Provider may have the right to
terminate the Agreement in accordance with its terms as well as impose non-validation fees on

you.

8.4 Standards for Protection of Cardmember Information

Remember if the Agreement
terminates, Cardholder Data can
only be retained according to the
PCI DSS which is available at
pcisecuritystandards.org

You must, and you must cause your Covered Parties, to:

store Cardholder Data only to facilitate American Express Card Transactions in accordance
with, and as required by, the Agreement,

comply with the current PCI DSS and other PCI SSC Requirements applicable to your
processing, storing, or transmitting of Cardholder Data or Sensitive Authentication Data
no later than the effective date for implementing that version of the applicable PCI SSC
Requirement, and

use, when deploying new or replacement PIN Entry Devices or Payment Applications (or
both), in attended locations, only those that are PCI-Approved.

You must protect all Charge Records and Credit Records retained pursuant to the Agreement in
accordance with these data security provisions; you must use these records only for purposes
of the Agreement and safeguard them accordingly. You are financially and otherwise liable to
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your Merchant Services Provider for ensuring your Covered Parties' compliance with this
Chapter 8, "Protecting Cardmember Information” (other than for demonstrating your Covered
Parties' compliance with this policy under Section 8.7, "Periodic Validation of Merchant
Systems" except as otherwise provided in this section).

8.5 Data Incident Management Obligations

Data Incident

Anincident involving
unauthorized access or use of
encryption keys, Cardholder
Data, or Sensitive Authentication
Data (or a combination of each)
that are stored, processed, or
transmitted on equipment,
systems, and/or networks (or
the components thereof).

You must notify your Merchant Services Provider immediately after discovery of a Data
Incident. In addition:

*  You must conduct a thorough forensic investigation of each Data Incident.

+  ForData Incidents involving 10,000 or more unique Card Numbers, you must engage a PCI
Forensic Investigator (PFI) to conduct this investigation within five (5) days following
discovery of a Data Incident.

»  Theunedited forensic investigation report must be provided to your Merchant Services
Provider in accordance with their time frame for completing such information.

*  You must promptly provide to your Merchant Services Provider all Compromised Card
Numbers. American Express reserves the right to conduct its own internal analysis to
identify Card Numbers involved in the Data Incident.

Forensic investigation reports must be completed using the current Forensic Incident Final
Report Template available from PCI. Such report must include forensic reviews, reports on
compliance, and all other information related to the Data Incident; identify the cause of the
Data Incident; confirm whether or not you were in compliance with the PCI DSS at the time of
the Data Incident, and confirm your commitment to prevent future Data Incidents by providing
a plan for remediating all PCI DSS deficiencies, and confirm your participation in the American
Express compliance program (as described below). Upon your Merchant Services Provider's
request, you shall provide validation by a QSA that the deficiencies have been remediated.

Notwithstanding the foregoing paragraphs of this Section 8.5, "Data Incident Management
Obligations":

*  American Express may, in its sole discretion, require you to engage a PFl to conduct an
investigation of a Data Incident for Data Incidents involving less than 10,000 unique Card
Numbers. Any such investigation must comply with the requirements set forth above in
this Section 8.5, "Data Incident Management Obligations", and must be completed within
the time frame required by American Express.

*  American Express may, in its sole discretion, separately engage a PFl to conduct an
investigation for any Data Incident and may charge the cost of such investigation to you.

You must work with your Merchant Services Provider and American Express to rectify any
issues arising from the Data Incident, including consultations about your communications to
Cardmembers affected by the Data Incident and providing (and obtaining any waivers
necessary to provide) to your Merchant Services Provider all relevant information to verify your
ability to prevent future Data Incidents in a manner consistent with the Agreement.

Notwithstanding any contrary confidentiality obligation in the Agreement, American Express
has the right to disclose information about any Data Incident to Cardmembers, Issuers, other
participants on the American Express Network, and the general public as required by
Applicable Law; by judicial, administrative, or regulatory order, decree, subpoena, request, or
other process; in order to mitigate the risk of fraud or other harm; or otherwise to the extent
appropriate to operate the American Express Network.
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8.6 Reserved
8.7 Periodic Validation of Merchant Systems

You must take the following actions to validate under PCI DSS annually and quarterly the status
of your equipment, systems and/or networks (and their components) on which encryption
keys, Cardholder Data, or Sensitive Authentication Data (or a combination of each) are stored,
processed or transmitted.

There are four actions required to complete validation:

Action 1 - Participate in American Express’ compliance program under this policy.

Action 2 — Understand your Merchant Level and Validation Requirements.

Action 3 — Complete the Validation Documentation that you must send to American Express.

Action 4 - Send the Validation Documentation to American Express through your Merchant
Service Provider.

Action 1 - Participate in American Express' Compliance Program under this Policy

Level 1 Merchants and Level 2 Merchants, as described below, must participate in American
Express’ PClI Compliance Program under this policy by providing the full name, email address,
telephone number, and physical mailing address of an individual who will serve as their general
data security contact. You must submit this information to your Merchant Services Provider.
You must notify your Merchant Services Provider if this information changes, providing
updated information where applicable. Your failure to provide such contact information may
result in the assessment of non-compliance fees. Please contact your Merchant Services
Provider for more information regarding its data security compliance requirements.

American Express may designate, at our sole discretion, certain Level 3 and Level 4 Merchants'
participation in American Express' compliance/program under this policy by sending them
written notice. Any such Merchant must enroll in the compliance program no later than ninety
(90) days following receipt of the notice.

Action 2 - Understand Your Merchant Level and Validation Requirements

Most Merchant Levels are based on the volume of Transactions submitted by all of your
Establishments. You will fall into one of the Merchant Levels specified in the following table.

This document contains sensitive, confidential and trade secret information, and must not be October 2021 55
disclosed to third parties without the express prior written consent of American Express.



Merchant Operating Guide - Mexico

AMERICAN EXPRESS

- Validation Documentation

Merchant On-Site
kﬁ\éilgl Assessment Self-Assessment STEP Attestation for
American Report on Questionnaire (SAQ) AND eligible Merchants
EXpress Compliance Quarterly Network Scan
Transactions (ROC)
Level 1/ Mandatory Not applicable Optional (replaces ROC)
2.5 million or
more
Level 2/ Optional SAQ mandatory (unless Optional (replaces SAQ
50,000to0 2.5 submitting an On-Site and network scan or
million Assessment) scan mandatory  ROC)

with certain SAQ types

Level 3/* Optional SAQ optional (mandatory if Optional (replaces SAQ
10,000 to required by American Express)  and network scan or
50,000 scan mandatory with certain ROC)
SAQ types
Level 4/* Optional SAQ optional (mandatory if Optional (replaces SAQ
10,000 or less required by American Express)  and network scan or
scan mandatory with certain ROC)
SAQ types

* For the avoidance of doubt, Level 3 and Level 4 Merchants need not submit Validation
Documentation unless required at American Express' discretion, but nevertheless must
comply with, and are subject to liability under all other provisions of these Data Security
Requirements.

American Express reserves the right to verify the accuracy and appropriateness of the PCI
validation documentation provided as needed, including by engaging, at American Express’
expense, a QSA or PFl of our choice.

Determine your Merchant Level and the Validation Documentation that you must send to
American Express.
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Validation Documentation

Visit pcisecuritystandards.org

for:

+ Lists of Qualified Security
Assessors (QSAs) and
Approved Scanning
Vendors (ASVs)

+  Self Assessment
Questionnaires (SAQs)

» The Attestation of
Compliance (AOC) and
Attestation of Scan
Compliance (AOSC)

Annual Onsite Security
Assessment

The annual onsite security
assessment is a detailed
onsite examination of your
equipment, systems, and
networks (and their
components) where
encryption keys, Cardholder
Data, or Sensitive
Authentication Data (or a
combination of each) are
stored, processed, or
transmitted. It must be
performed by:

e aQSA or

« youand attested by your
chief executive officer,
chief financial officer,
chief information
security officer, or
principal.

The annual onsite security

assessment must be

submitted annually to your

Merchant Services Provider

on the applicable AOC. To

fulfill validation obligations
under this policy, the AOC
must support compliance
with all requirements of the

PCI DSS and, upon request,

include copies of the full

report on compliance.

Annual Self Assessment
Questionnaire (SAQ)

The annual self assessment
is a process using the

PCI DSS SAQ that allows
self-examination of your
equipment, systems, and
networks (and their
components) where
encryption keys, Cardholder
Data, or Sensitive
Authentication Data (or a
combination of each) are
stored, processed, or
transmitted. It must be
performed by you and
certified by your chief
executive officer, chief
financial officer, chief
information security officer,
or principal. The AOC
section of the SAQ must be
submitted annually to your
Merchant Services Provider.
To fulfill validation
obligations under this policy,
the AOC section of the SAQ
must certify your
compliance with all
requirements of the

PCI DSS and include full
copies of the SAQ on
request.

Quarterly Network Scans

The quarterly network scan
is a process that remotely
tests your internet-
connected computer
networks and web servers
for potential weaknesses
and vulnerabilities. It must
be performed by an ASV. On
a quarterly basis, you must
complete and submit the
ASV Scan Report AOSC or
executive summary of
findings of the scan (and
copies of the full scan, upon
request) to your Merchant
Services Provider. The
AOSC or executive
summary must certify that
the results satisfy the

PCI DSS scanning
procedures, that no high risk
issues are identified, and
that the scan is passing or
compliant (all Merchants
except those who also
submit an Onsite Security
Assessment Report, and
STEP-eligible Merchants).
For the avoidance of doubt,
Quarterly Network Scans
are mandatory if required by
the applicable SAQ.

Action 3 - Complete the Validation Documentation that you must send to American

Express

Level 1, Level 2, and certain Level 3 and Level 4 Merchants must submit the Validation
Documentation marked "mandatory validation documentation" in the table in Action 2.

« LevellMerchants' Validation Documentation must include the AOC from the annual onsite
security assessment report.

«  Level 2 Merchants' Validation Documentation must include the AOC from the SAQ and the
AOSC or the executive summaries of findings of the Quarterly Network Scans, as
described in the table above. Level 2 Merchants may choose to submit the AOC from the
annual onsite security assessment report if preferred.

» Level 3 Merchants and Level 4 Merchants are not required to submit Validation

Documentation unless requested by American Express (but must comply with, and are

subject to liability under, all other provisions of this policy).

»  STEP-eligible Merchants may submit the STEP Annual Attestation in place of other

Validation Documentation.
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Action 4 - Send the Validation Documentation to American Express through your
Merchant Service Provider

All Merchants required to participate in the American Express PCI Compliance Program must
submit the Validation Documentation marked “mandatory” in the tables in Action 2.

You must submit your Validation Documentation to your Merchant Services Provider as
instructed by them. If you have general questions about the/program or the process of
submitting Validation Documentation, please contact your Merchant Services Provider.

Compliance and validation are completed at your expense. By submitting Validation
Documentation to your Merchant Services Provider, you represent and warrant that you are
authorized to disclose the information contained therein to your Merchant Services Provider
and to American Express, and are providing the Validation Documentation without violating any
other party's rights.

8.7.1 Merchants Not Compliant with PCI DSS

If you are not compliant with the PCI DSS, then you must submit one of the following
documents:

+  AnAttestation of Compliance (AOC) including “Part 4. Action Plan for Non-Compliant
Status”

»  APCI Prioritized Approach Tool Summary and Attestation of Compliance (PASAQOC)
»  AProject Plan Template (available from your Merchant Services Provider)

Each of the above documents must designate a remediation date, not to exceed twelve (12)
months following the document completion date, in order to achieve compliance. You must
submit the appropriate document(s) to your Merchant Services Provider. You shall provide
your Merchant Services Provider with periodic updates of your progress toward remediation
under the "Action Plan for Non-Compliant Status".

For the avoidance of all doubt, Merchants that are not compliant with PCI DSS are not STEP
eligible.

8.7.2 Non-Validation Fees and Termination of Agreement

American Express and your Merchant Services Provider have the right to impose non-
validation fees and terminate the Agreement if you do not fulfill these requirements or fail to
submit the mandatory Validation Documentation by the applicable deadline.

Your Merchant Services Provider will notify you separately of the applicable deadline for each
annual and quarterly reporting period.

If your Merchant Services Provider does not receive your mandatory Validation
Documentation, then your Merchant Services Provider may have the right to terminate the
Agreement in accordance with its terms as well as impose non-validation fees on you.

8.7.3 Periodic Validation of STEP-eligible Merchants

Merchants that are compliant with PCI DSS may also, at American Express' discretion, qualify
for American Express' STEP if they deploy certain additional security technologies throughout
their Card processing environments.

Merchants may be STEP eligible only if the Merchant has not experienced a Data Incident in the
previous twelve (12) months and if 75% of all merchant Card transactions are performed using:

+  EMV -on an active Chip-Enabled Device having a valid and current EMVCo

(www.emvco.com) approval/certification and capable of processing AEIPS compliant Chip
Card Transactions, or

*  Point-to-Point Encryption (P2PE) — communicated to the Merchant's processor using a
PCI-SSC-approved or QSA-approved Point-to-Point Encryption system.
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If you are classified as a STEP-eligible Merchant, you may submit a declaration of the status of
your compliance with the PCI DSS, in the form which is available through your Merchant
Services Provider (Annual STEP Attestation) instead of other Validation Documentation. It
must be performed by you and certified by your chief executive officer, chief financial officer,
chief information security officer, or principal. You must complete the process by submitting
the STEP Attestation annually to your Merchant Services Provider (See Section 8.7, "Periodic
Validation of Merchant Systems", Action 3).

8.8 Reserved

8.9 Disclaimer

AMERICAN EXPRESS HEREBY DISCLAIMS ANY AND ALL REPRESENTATIONS, WARRANTIES,
AND LIABILITIES WITH RESPECT TO THESE DATA SECURITY REQUIREMENTS, THE PCI DSS,
THE EMV SPECIFICATIONS, AND THE DESIGNATION AND PERFORMANCE OF QSAs, ASVs,
OR PFls (OR ANY OF THEM), WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE,
INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. Issuers are not third-party beneficiaries under these Data Security Requirements.

For further information about American Express Data Security requirements, please visit
www.americanexpress.com.mx/dsr

For information about PCI Security Standards, LLC:
«  PCI Data Security Standards

»  Self Assessment Questionnaire

»  List of Qualified Security Assessors

+  List of Approved Scanning Vendors

» List of PCl Forensic Investigators

www.pcisecuritystandards.org
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9.1 Introduction

You work hard to protect the interests of your business and Cardmembers. Unfortunately,
fraudulent Card use can undermine your best efforts. Millions of dollars are lost each year
because of such fraud.

American Express offers a full suite of tools and programs that can help to mitigate the chances
of fraud on American Express Cards and reduce this cost to your business.

Some Merchants may not be eligible to participate in the full suite of fraud tools and fraud
liability shift/programs offered. Additionally, American Express may, in our sole discretion,
immediately suspend or terminate a Merchant from using any fraud tool or participation in any
fraud liability shift program and American Express may suspend or terminate any fraud tool or
fraud liability shift/program at any time.

This chapter of the Merchant Operating Guide offers fraud mitigation tips for both Card Present
and Card Not Present Transactions. Contact your Merchant Services Provider for information
related to fraud mitigation tools and resources that may be available for your use.

9.2 Transaction Process

Our primary strategy for combating fraudulent Card use is to address it at the point of]
Authorization. To accomplish this, we work with Merchants and their Merchant Services
Providers to implement best practices and fraud mitigation tools.

While fraud usually is thought of as a deceptive act at the point of sale, detection can actually
occur during any stage in the Transaction process. For this reason, "fraud detection", as
depicted in the following graphic, applies throughout the entire Transaction process.

FRAUD DETECTION

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.
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9.3 Strategies for Deterring Fraud

Implementing multiple layers of fraud protection to help secure your business is
recommended. These layers may include a combination of your point of sale procedures and
controls as well as implementation of fraud mitigation tools.

Layers of Protection

Your first layer for mitigating fraud is to follow the Card acceptance policies and procedures, as
outlined in Chapter 4, "Transaction Processing". Other fraud mitigation strategies that you
choose to implement may include any combination of:

»  recognition of suspicious behaviors or circumstances that may signal fraudulent activity

+ implementation of fraud mitigation tools that take advantage of American Express' risk
controls to identify fraudulent activity

+ additional risk models or controls that you can develop internally or obtain externally from
third parties

Merchant Internal
Controls

Scrutiny of Card
Security Features

Fraud Mitigation
Tool #1

Fraud Mitigation
Tool #3, 4, 5, etc.

American Express is committed to working with you and your Merchant Services Provider to
deploy tools that can help reduce the likelihood that fraudulent Charges will be Approved. The
implementation and use of the strategies and tools detailed in this section, however, does not
guarantee that (i) the person making the Charge is the Cardmember, (ii) the Charge is in fact
valid or bona fide, (iii) you will be paid for the Charge, or (iv) you will not be subject to a
Chargeback.
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The following illustration compares data captured during a standard Card Not Present Charge
(left) with the amount of data that can be captured when fraud mitigation tools are
implemented (right).

DATA CAPTURED
Card Not Present Charge: Card Not Present Charge:
Standard Our Suite of Fraud Mitigation Used
Card: 37XXXXXXXXX2009 Card: 37XXXXXXXXX2009
Amount: $257 Name: C.F. Frost
Merchant: Internet Merchant XXXXXXXX01 Amount: $257

Merchant: Internet Merchant XXXXXXXX01
CID Number: XXXX

AAV: 2213 E Main

AAV Name: C.F. Frost

AAV Phone: 814-880-1234

Email: cffrost@ispprovider.net

IP Address: 122.22.15.18

Host Name: PHX.QW.AOL.COM

Ship to Address: Granjas Esmeralda, 252
Iztapalapa, Mexico DF 09810

Ship to Phone: 415.555.5555

Ship to Country: Mexico

9.4 Card Acceptance Policies

A critical component in your overall fraud mitigation strategy is to follow your Merchant
Services Provider's operating instructions, including our Card acceptance procedures as
defined in Chapter 4, "Transaction Processing". These procedures can also serve as a your first
line of defense against potential fraud. The additional layers of fraud mitigation mentioned
previously can supplement this line of/defense.

9.5 Card Security Features

AMERICAN EXF,'B

In many cases, the physical appearance of the Card will offer the most obvious clues of
fraudulent activity.

American Express Card security features are designed to help you assess whether a Card is
authentic or has been altered. Ensure that all of your personnel are familiar with our Card's
security features so they can identify potentially compromised Cards.

The following picture is just one example of an American Express Card as a number of different
Cards are offered. These are some things you must look for:

1. Pre-printed CID Numbers usually appear above the Card Number, on either the right or the
left edge of the Card.

2. All American Express Card Numbers start with "37" or "34." The Card Number appears
embossed on the front of the Card. Embossing must be clear, and uniform in sizing and
spacing. Some Cards also have the Card Number printed on the back of the Card in the
signature panel. These numbers, plus the last four digits printed on the Charge Record,
must all match.

3. Do not accept a Card outside the Valid Dates.
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Further Information

The four-digit CID Number is
located on the front of the Card
where the three-digit CSC is
located on the back of the Card.
These codes are considered
Card security features and can
validate that the Card is present
for a Charge. You should prompt
your customers for the four-digit
CID Number.

951
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4. Only the person whose name appears on an American Express Card is entitled to use it.
Cards are not transferable.

5. Some Cards contain a holographic image on the front or back of the plastic to determine
authenticity. Not all American Express Cards have a holographic image.

6. Some Cards have a Chip on which data is stored and used to conduct a Charge.

7. The signature on the back of the Card must match the Cardmember's signature on the
Charge Record, and must be the same name that appears on the front of the Card. The
signature panel must not be taped over, mutilated, erased, or painted over. Some Cards
also have a three-digit Card Security Code (CSC) number printed on the signature panel.

Note: The security features for Prepaid Cards and Travelers Cheques are listed in
Section 9.7, "Prepaid Card Security Features" and Section 9.9, "Travelers Cheque
and Gift Cheqgue Security Features".

Compromised Card Security Features

In this example of an altered Card, the signature panel has been painted white under the
signature. In addition, the Card Number has been erased from the back panel.

Do not accept a Card if:

Altered Magnetic Stripe
+  The Magnetic Stripe has been altered or destroyed.

*  The Card Number on the front of the Card does not match the number printed on the back
(when present), or the last four digits printed on the Charge Record (or both).

Altered Front of the Card

+  The Card Number or Cardmember name on the front of the Card appears out of line,
crooked, or unevenly spaced.

»  Theink on the raised Card Number or Cardmember name is smudged or messy.

*  The Card Number or Cardmember name is not printed in the same typeface as the
American Express typeface.

Altered Back of the Card

+  The Card Number printed on the back of the Card (when present) is different from the
Card Number on the front.

*  The Card Number on the back of the Card (when present) has been chipped off or covered
up.

»  The signature panel has been painted-out, erased, or written over.

Altered Appearance of the Card

*  There are "halos" of previous embossing or printing underneath the current Card Number
and Cardmember name.

» Aportion of the surface looks dull compared with the rest of the Card. Valid American
Express Cards have a high-gloss finish.

+ The Card has a bumpy surface or is bent around the edges.
*  You suspect any Card security features have been compromised.

October 2021 64

disclosed to third parties without the express prior written consent of American Express.



Merchant Operating Guide - Mexico

AMERICAN EXPRESS

+  The Card appears physically altered in any way.

If you suspect Card misuse, follow your internal store policies, and, if directed to do so, call your
Merchant Services Provider and state that you have a Code 10. Never put yourself or your
employees in unsafe situations, nor physically detain or harm the holder of the Card.

Often, you can look closely at Cards to determine if they're altered or counterfeit. As another
layer in your internal fraud prevention/program, educate yourself and all your personnel on how
to identify a potentially altered Card.

9.6 Recognizing Suspicious Activity

No single factor by itself is
indicative of risk; however, when
a combination of factors is
present during a Transaction,
additional scrutiny is warranted.
If you have any doubts of
suspicious activity call in a
Code 10.

Diligently scrutinizing behaviors and circumstances can help prevent you from being victimized
by fraud.

As a prudent Merchant, you must always be aware of circumstances that may indicate a
fraudulent scheme or suspicious/behaviors that may flag a fraudulent customer.

Suspicious/Behavior

A suspicious situation may arise, causing you to question the authenticity of the Card, or the
legitimacy of the person presenting it. Any single/behavior may not be risky. However, when
customers exhibit more than one of the following/behaviors, your risk factor may increase:

+ larger-than-normal Transaction dollar amounts,

» orders containing many of the same items,

» orders shipped to an address other than a billing address,

+ orders using anonymous/free email domains,

+ orders sent to postal codes or countries where you show a history of fraudulent claims,
« orders of a "hot" product (i.e., highly desirable goods for resale),

+ customeris afirst-time shopper,

+ customer is purchasing large quantities of high-priced goods without regard to|color, size,
product feature, or price,

» customer comes in just before closing time and purchases a large quantity of goods,
»  customer wants to rush or overnight the order,

« customer has a previous history of Disputed Charges,

»  customeris rude or abusive toward you; wanting to rush or distract you,

»  customer frequents your Establishment to make small purchases with cash, then returns
to make additional purchases of expensive items with a Card.

If you suspect Card misuse, follow your internal store policies, and immediately call your
Merchant Services Provider with a Code 10. Never put yourself or your employees in unsafe
situations, nor physically detain or harm the holder of the Card.

9.7 Prepaid Card Security Features

You are responsible for following all our Prepaid Card acceptance procedures in Section 4.19
"Processing Prepaid Cards". Although there are a number of unique Prepaid Cards, all Prepaid
Cards share similar features, except that:

*  Prepaid Cards may or may not be embossed, and
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+  The following features may appear on the front or back of the Card (or a combination of

both):
©ss0 )

7997
3159 816543 21001 °

00/00 ePREPAID

/AVIERICAN

€ RECIPIENT » o
1. The American Express logo generally appears in the bottom right corner.

2. The words PREPAID or INCENTIVE will generally be shown above the American
Express logo.

3. Cards pre-loaded with funds may show the dollar amount or the total points
(reloadable Cards generally will not show a number).

The CID Number will appear usually above the Card Number or above the logo.
The Card Number appears on the Card.
The Valid Date or Expiration Date appears on the Card.

No ok

The recipient's name or company name may appear on the Card; otherwise a generic
"Recipient" or "Traveler" may appear, or this area might be blank.

9.8 Recognizing Suspicious Activity for Prepaid Cards

American Express recommends that you follow the procedures in the preceding Section 9.6
"Recognizing Suspicious Activity" in addition to being vigilant for the following suspicious
behaviors related specifically to Prepaid Cards:

»  Customer frequently makes purchases and then returns goods for cash. (To avoid being
the victim of this scheme, you should follow your internal store procedures when you
cannot issue a Credit on the Card used to make the original purchase.)

»  Customer uses Prepaid Cards to purchase other Prepaid Cards.

+  Customer uses large numbers of Prepaid Cards to make purchases.

9.9 Travelers Cheque and Gift Cheque Security Features

We offer a variety of cheque Even though American Express' Travelers Cheques and Gift Cheques offer more convenience

verification solutions to help you and security, counterfeit products circulate worldwide. You must verify all cheque products
avoid accepting fraudulent presented at your Establishment and contact the Travelers Cheque/Gift Cheque Customer
cheque products. For more Service with questions or suspicions.
details about Authorization ) ) ) S
solutions, contact us via email at One of the easiest and most effective tests to determine authenticity is the smudge test:
t@conlineAuthorizations 1. Turn the cheque over (non-signature side).
~aC2R.COM. 2. Locate the denomination on the right side of the cheque. Wipe a moistened finger across
the denomination. The ink should not smudge.
3. Wipe a moistened finger across the denomination on the left side of the cheque. The ink
should smudge.
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The following shows an example of a smudge test:

left side smudges right side does not smudge

an ey . asa
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For Travelers and Gift Cheque acceptance procedures, see Section 4.20, "Processing
Travelers/Gift Cheques". American Express also recommends that you follow the procedures in
the preceding Section 9.6, "Recognizing Suspicious Activity" to assist you in the mitigation of
fraud.

As another layer of protection, there are a number of security features inherent in American
Express' Travelers Cheque and Gift Cheque products. Following are a few security features to
help you recognize an authentic Cheque.

Centurion Portrait Watermark
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Security Thread Holographic Foil

9.10 Fraud Mitigation Tools

Fraud mitigation tools are available for both Card Present and Card Not Present Transactions to
help verify that a Charge is valid. These tools help you mitigate the risk of fraud at the point of
sale, but are not a guarantee that (i) the person making the Charge is the Cardmember, (ii) the
Charge is in fact valid or bona fide, (iii) you will be paid for the Charge, or (iv) you will not be
subject to a Chargeback.

For optimal use of the tools, it is critical that:

» you comply with the applicable sections of the Technical Specifications (see Section 2.5
"Compliance with the Technical Specifications"), and

«  you provide high quality data in the|Authorization request.

American Express offers strategies and tools for preventing fraud. For more information about
what you and your business can do, review the tools listed below and contact your Merchant
Services Provider to determine what tools are supported.
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Description

Purpose

)
c
(O]
£

Q2
o

E

L
=
o

I

9.10.1

Card
|dentification
(CID)
Verification
Tool

You request the
four-digit CID
number printed on
the Card from the
Cardmember and
send it with the
Authorization
request to the
Issuer.

Issuer compares
the CID number
provided with that
on file for the Card
and, based on the
comparison,returns
a match code to
you.

Helps to ensure that
the person placing
the order actually
has the Card in his
or her possession
andis not using a
stolen Card
Number.

Contact your
Merchant Services
Provider

Card Not Present Fraud Tools

Automated
Name and
Address

Verification

You request name
and address
information from the
Cardmember at the
point of sale, and
provide this
information
electronically during
Authorization,
through your POS
terminal.

Issuer compares the
name and address
information you
provided with
Cardmember's
billing records and
provides a response
code indicating full,
partial, or no match.

Helps Issuer
evaluate
Cardmember
identity by
comparing
informationprovided
by the Cardmember
at the point of sale
with Cardmember
billing information
not available on the
Card.

Contact your
Merchant Services
Provider

Email
Verification

You request email
address from the
Customer at the
point of sale, and
provide this
information
electronically
during an
Authorization.

Issuer compares
the email address
you provided with
email addresses
on file at American
Express and
returns a match
result.

Email Address
Verification helps
evaluate
Cardmember
identity by
comparing
information
provided by the
customer during
the check-out
process with
Cardmember
information not
available on the
Card.

Contact your
Merchant Services
Provider

Merchant Operating Guide - Mexico

Billing Phone

Number
Verification

You request billing
phone number
fromthe Customer
at the point of sale,
and provide this
information
electronically
during an
Authorization.

Issuer compares
the phone number
you provided with
Cardmember
billing phone
number and
returns a match
result.

Billing Phone
Number
Verification helps
evaluate
Cardmember
identity by
comparing
information
provided by the
customer during
the check-out
process with
Cardmember
information not
available on the
Card.

Contact your
Merchant Services
Provider

Enhanced

Provides additional
data elements in
Authorization
requests describing
the transaction and
enabling a more
informed
Authorization
decision.

Helps mitigate fraud
before a Transaction
islauthorized by
analyzing key data
elements submitted
with Authorization
requests.

Data elements
include shipping
address, transaction
origin, and airline
ticket details.

Contact your
Merchant Services
Provider

This document contains sensitive, confidential and trade secret information, and must not be
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9.10.2 Card Present Fraud Tools

Card
|dentification

(CID) Track 1 Chip Terminal ID Code 10
Verification

Tool

You request the POS terminal Chip technology Captures a A special phrase you
four-digit CID captures data uses an embedded numeric identifier  use to indicate to your
number printed on encoded in the microchip to uniquely assigned  Merchant Services
the Card from the  Track 1 of the encrypt card to each POS device Provider that you have
Cardmemberand  Magnetic Stripe information, and sends ittothe suspicions concerning
send it with the and sends ittothe making it more Issuer with each the Cardmember, the
g Authorization Issuer with the difficult for Authorization Card, the CID, and/or
== request to the Authorization unauthorized users request. the circumstances of
g‘ Issuer. request. to copy or access the sale.
4l Issuer compares  Issuer compares the data. Data can
("B the CID number information in only be accessed
Q provided with that  track to when the Card is
on file for the Card  information onfile insertedintoa
and, based onthe  andsends approval Cchip-enabled
comparison, decision. terminal.
returns a match
code to you.
Helps to ensure Can signal Provides enhanced Helps detect high  Enables your Merchant
that the person tampering and protection against risk patterns of a Services Provider to
g making the alteration of the fraud from lost, particular POS speak with an
(oM purchase is not Card's Magnetic stolen, and device. American Express
E‘ using an altered or  Stripe. counterfeit Cards. Authorizer on a card
E duplicated Card. present transaction
they assess as high
risk.
Contact your Contact your Contact your Contact your If you suspect Card
Merchant Services Merchant Services Merchant Services Merchant Services misuse, follow your
Provider Provider Provider Provider internal store policies,
'E and, if directed to do
) so, call your Merchant
E Services Provider with
Q aCode 10
Q. Authorization Request.
§ Only pick up a Card if
(®) directed to do so by
= your Merchant
% Services Provider or
I the Issuer. Never put
yourself or your
employees in unsafe
situations.
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10.1 Introduction

As a Merchant, you understand the hard work and dedication it takes to keep a business
running. At American Express, we also work hard to maintain our business and uphold our
reputation as a world-class global payments and network company. Part of our regimen is to
evaluate Merchants to ensure compliance with our policies and procedures, in addition to
assessing any potential risk to our business.

10.2 Prohibited Merchants

Some Merchants are not eligible (or may become ineligible) to accept the Card. American
Express may terminate Card acceptance (including immediate termination without prior
notice) if we determine or have reason to believe, in our sole discretion, that you meet any of
the following criteria:

» Participation as a Merchant on our Network or acceptance of Cards (or both) by you or any
of your Establishments may cause us not to be in compliance with Applicable Laws,
regulations, or rules.

*  You do not have a verifiable physical address and can only be reached by telephone.

*  You or any of your Establishments are involved (or knowingly participate or have
participated) in a fraudulent or illegal activity.

*  You or any of your Establishments are identified as a sponsor of international terrorism as
warranting special measures due to money laundering concerns, or as non-cooperative
with international anti-money laundering principles or procedures.

Additionally, American Express may terminate acceptance of Cards by you or any of your
Establishments if:

*  You are listed on the U.S. Department of Treasury, Office of Foreign Assets Control,
Specially Designated Nationals and Blocked Persons List (available at www.treas.gov/
ofac).

*  You are listed on the U.S. Department of State's Terrorist Exclusion List (available at
www.state.gov).

»  You are located in or operating under license issued by a jurisdiction identified by the U.S.
Department of State as a sponsor of international terrorism, by the U.S. Secretary of the
Treasury as warranting special measures due to money laundering concerns, or as
noncooperative with international anti-money laundering principles or procedures by an
intergovernmental group or organization of which Mexico is a member.

*  Your verifiable physical address is not located in Mexico.

*  You or any of your Establishments fall into one of the following categories and/or accept
Transactions for the prohibited activities displayed in the following table:

Prohibited Categor

Airlines & air carriers All airline and air carrier merchants, 3000-3300;
(including charter airlines) including charter airlines. 4511
Bail/bail bond A sum of money paid by a criminal =

defendant to be released from jail
under the condition that they appear
for court appearances. This does
not include a bail bond fee (MCC
9223).

This document contains sensitive, confidential and trade secret information, and must not be October 2021 71
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10.3 Monitoring
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This list is not exhaustive and American Express may, in its sole discretion, consider other
prohibited merchant categories and modify this list accordingly.

Please contact your Merchant Services Provider for more information on prohibited merchant
categories and activities.

Mixed Business

After you become a Merchant on the Network, American Express monitors to identify potential
risks. American Express uses internal and third-party information when monitoring and looks
for, among other things:

disproportionate Disputed Charges and Chargebacks,

This document contains sensitive, confidential and trade secret information, and must not be October 2021 78
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*  Merchants that meet the High Risk Merchant criteria set forth in Subsection 10.3.1, "High
Risk Merchants",

+ schemes to defraud American Express,

* legal, compliance, or other credit and fraud risks, and

+ data submitted in compliance with the Technical Specifications.

American Express will monitor you for actions or{behaviors (or both) which may put American
Express, Issuers, or Cardmembers at risk. Based on the results of American Express’

monitoring, American Express reserves the right to take action to mitigate its risk, including
one or more of the following (in American Express’ sole judgment):

* requesting information about your finances and operations,

» instituting Card acceptance restrictions,

« exercising Chargeback, rejecting Charges, charging fees, or assessments,
» requiring corrective action by the Merchant, or

« terminating any Card acceptance privileges or suspending those privileges until the risk
has subsided.

10.3.1 High Risk Merchants
High Risk Merchants are those types of businesses that we determine put us at risk and/or
whose business has excessive occurrences of fraud.
If we determine, in our sole discretion, that you meet the criteria for one or more of the High
Risk Merchant categories, we may place you in a Chargeback program and/or terminate Card
acceptance.
We consider you to be "high risk" if you meet at least one criterion in the following table:*

Category Description

High risk industry Your type of business has had historically high occurrences of fraud
and Disputed Charges with us or as compared to other similarly
situated Merchants (or both). Examples of high risk industries
include: internet electronic delivery and aggregators.

Performance You have recent high occurrences of fraud that present an excessive
risk to us. You have had high occurrences of fraud and/or high fraud
amounts for a number of consecutive months.

Canceled derogatory Your Agreement was canceled due to unsatisfactory activity.

Fictitious You accept Cards fraudulently.

Prohibited You are not eligible to accept the Card on the American Express
Network. For prohibited criteria see Section 10.2, "Prohibited
Merchants".

* This list is not exhaustive and American Express may, in its sole discretion, consider other
criteria as high risk and modify this list accordingly.
This document contains sensitive, confidential and trade secret information, and must not be October 2021 79

disclosed to third parties without the express prior written consent of American Express.



Merchant Operating Guide - Mexico
AMERICAN EXPRESS

10.3.2 Fraudulent, Deceptive, or Unfair Business Practices, lllegal Activities, or Prohibited
Uses of the Card

If we determine or have reason to believe, in our sole discretion, that you engage or have
engaged (or knowingly participate or knowingly have participated) in any of the activities listed
in the following table; in any scheme that defrauds American Express, Issuers, and/or our
Cardmembers; or in business practices that we deem fraudulent, deceptive, and/or unfair, we
may take corrective action on you, which may include but is not limited to:

+  placementin a Chargeback program,
« exercising Chargeback or rejecting Charges, or

» termination of the Agreement (including immediate termination without prior notice to
you) or disentitlement of Card acceptance.

Factoring occurs when Transactions do not represent bona fide sales
of goods or services at your Establishments (e.g., purchases at your
Establishments by your owners (or their family members) or
employees contrived for cash flow purposes).

Factoring

Collusion refers to activities whereby your employee collaborates
with another party to conduct fraudulent Transactions. It is your
responsibility to set appropriate controls to mitigate such activity as
well as to have monitoring systems to identify such activity.

Collusion

Marketing fraud occurs when mail, telephone, or Internet Order

. solicitations are used for fraudulent or deceptive purposes (e.g., to
WEIGCHITMIEBICN i valid Cardmember Information for fraudulent Transactions, or
to charge unauthorized sales to a valid Card account).

Identity theft is the assumption of another person's identity to gain
|dentity theft access to their finances through fraudulent Merchant setup or
fraudulent Transactions.

©o If American Express determines, or has reason to believe, in
”legal activities, American Express' sole discretion, that you engage or have engaged
fraudulent (or knowingly participate or knowingly have participated) in

(other than fraudulent, deceptive, or unfair business practices, or accepted the
marketmg), Card to facilitate, directly or indirectly, illegal activity of any kind, and
unfair or without waiving American Express' other rights and remedies,
dece ptive American Express has the right to terminate Card acceptance.
business If American Express finds that the Transaction involved a prohibited
practices, or use of the Card (see Section 3.3, "Prohibited Uses of the Card"),

prohibited BTSN American Express may apply the corrective actions listed above.
of the Card

This list is not exhaustive and does not reflect all circumstances under which American Express
may act to protect the interest of American Express.
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111 Introduction

This chapter describes how American Express processes Chargebacks and Inquiries.

Highlights of this chapter include:

» adiscussion of the American Express Disputed Charge process,

» areview of Chargeback and Inquiry reasons,

* anoverview of the American Express Chargeback policies, and

+ tips for avoiding Chargebacks and Inquiries, and preventing fraud.

11.2 Transaction Process

Charges may be disputed for a variety of reasons. In general, most Disputed Charges stem
from:

+  Cardmember dissatisfaction with some aspect of the purchase, (e.g., a failure to receive
the merchandise, duplicate billing of a Charge, incorrect billing amount),

+ anunrecognized Charge where the Cardmember requests additional information, or

» actual or alleged fraudulent Transactions.

If a Cardmember disputes a Charge, American Express opens a case. We may also open cases
when Issuers or the Network initiates disputes. If a case is opened, we may initiate a
Chargeback to you immediately or send you an Inquiry.

You must not suggest or require Cardmembers to waive their right to dispute any Transaction.

DATA SECURITY

TRANSACTION PROCESS*

A dispute
caseis
opened

FRAUD DETECTION

* This graphic is for illustration purposes only and is not to be construed as limiting or waiving American
Express' rights with respect to Cardmember Information or other information.

11.3 Disputed Charge Process

11.3.1 Mapping out the Disputes Process

Most disputes begin when a Cardmember contacts American Express with a question or
problem with a specific Transaction. Disputes can be complicated. This step-by-step flowchart
can help make the process clearer, so you know what to expect if a Charge is disputed.
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A CHARGE IS DISPUTED

it &
|

American Express will work directly with the Cardmember and try to resolve the case
before sending an Inquiry or Chargeback notice.

INQUIRY

If American Express cannot resolve

the dispute with readily available
information, then American @
Express will send an Inquiry notice

to your Merchant Services Provider.

Your Merchant Services Provider

will send the Inquiry notice to
you requesting supporting

eeeeeeee YOour Merchant eeccecee
Services Provider will
let you know applicable

UPFRONT CHARGEBACK

If the Cardmember provides
f\ American Express with enough
'éj information, then American
Express will send a Chargeback
notice to your Merchant Services
Provider.

Your Merchant Services Provider

will send the Chargeback notice
to you requesting supporting

documents. time frames for documents.
responding to notices
CASE CHARGEBACK REVERSAL CHARGEBACK
RESOLVED A Chargeback will be Areversal may be STANDS
The case may be processed if your reply processed if you The Chargeback
resolved in your favor :'Z::r(]esiyggccﬁnttihser is not rpggnfsiéze stands if your reply
if you provide the : supporting is insufficient; or is

requestedinformation
and supporting
documents within the
time frame specified.

With respect to a Disputed Charge:

documents within

the time frame
specified.

not received ontime.

*  You may receive an Inquiry from your Merchant Services Provider prior to a Chargeback

being exercised, or

+  Priortoreceiving an Inquiry, you may receive a Chargeback if it is determined that
sufficient information is available to resolve the Disputed Charge in favor of the

Cardmember.

American Express has Chargeback rights:

+ whenever Cardmembers bring Disputed Charges, as described in this section, or have
rights under Applicable Law or contract to withhold payments,

* incases of actual or alleged fraud relating to Charges,

+ if you do not comply with the Agreement (including omitting any Transaction Data from
Charge Submissions), even if your Merchant Services Provider and/or American Express
had notice when you were paid by your Merchant Services Provider for a Charge that you
did not so comply and even if you obtained Authorization for the Charge in question, or

+ as provided elsewhere in the Agreement.

Contact your Merchant Services Provider for additional information and guidance regarding
Disputed Charges and Chargebacks.

This document contains sensitive, confidential and trade secret information, and must not be
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11.4 How We Chargeback

We may Chargeback by (i) deducting, withholding, recouping from, or otherwise offsetting
against our payment to your Merchant Services Provider for a Charge you submitted; or (ii)
reversing a Charge for which we have not paid you. Our failure to demand payment does not
waive our Chargeback rights.

Your Merchant Services Provider may have additional rights and remedies with respect to
Disputed Charges. Please contact your Merchant Services Provide for more information on
their Chargeback procedures.

11.5 Tips for Avoiding Chargebacks

Inquiries can be expensive and time consuming for all parties involved. Follow these general
steps and you may avoid unnecessary Inquiries and Chargebacks:

Keep track of all Charge Records.
Issue Credits immediately after determining that a Credit is due.

Disclose all terms and conditions of your sale/return/exchange/cancellation policies at the
point of sale, on all Charge Records and customer receipts, and on your website.

Contact your Merchant Services Provider to make sure the name that you provide in your
Submission matches your business name.

Submit Charges only after goods have been shipped or services have been provided.

Advise Cardmembers when goods or services will be delivered or completed, and always
advise the Cardmember of any delays.

Obtain a Cardmember's agreement in writing whenever completing a service or work
order.

Encourage Cardmembers at the point of sale to contact your business directly should
there be any problems with their purchase. Include your telephone number or web address
and an appropriate description of goods or services purchased in your Submission.

Inform Cardmembers of your business name that will appear on their billing statement.
Provide a cancellation number when applicable.

Remind the Cardmember to retain any documents you have provided, along with shipping
information when applicable.
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12.1 Introduction

This chapter states additional policies and procedures applicable to Merchants classified in
specific industries. All other provisions and requirements of the Agreement apply to these
Merchants as well. To the extent possible, the provisions of this Chapter 12, "Specific
Industries" and the other provisions of the Merchant Operating Guide shall be interpreted to
give each their full effect. However, if a conflict is deemed to exist between them, then the
provisions of this Chapter 12, "Specific Industries" shall govern.

12.2 Auto Dealers

This section applies to Merchants classified in an auto dealer industry.

The following requirements will apply to Charges for the down payment or the entire purchase
price of new and used motor vehicles.

You may accept the Card for down payment of a motor vehicle, subject to the following
provisions:

*  You must not submit a Charge for the down payment price of a used motor vehicle unless
and until you have obtained the Cardmember's approval in writing on the agreement/bill of
sale setting forth the terms of the sale, including down payment price, and your
cancellation policy.

* Inaddition to other Chargeback rights, American Express also has Chargeback rights for
any portion of the Charge for the down payment price of a used motor vehicle which is
disputed by the Cardmember, if such Disputed Charge cannot be resolved in your favor
based upon unambiguous language contained in the written agreement/bill of sale.

*  Should a Cardmember exercise his or her right to rescind the written agreement/bill of
sale during any rescission period set forth in the Cardmember's agreement with you or at
law, you shall submit a Credit to your Merchant Services Provider promptly.

» Ifyouare classified as an auto dealer of used motor vehicles exclusively, the down payment
must not exceed 50% of the full purchase price of the motor vehicle.

+  Ifthe Cardmember denies making or authorizing the Charge, American Express will have
Chargeback rights for such Charge in addition to its other Chargeback rights.

You may also accept the Card for the entire purchase price of a new or used motor vehicle,
subject to the following provisions:

*  You are classified as an auto dealer of new or new and used motor vehicles (i.e., your
dealership sells new motor vehicles exclusively or both new and used motor vehicles).

*  The amount of the Charge does not exceed the total price of the motor vehicle after
deduction of applicable discounts, taxes, rebates, cash down payments, and trade-in
values.

*  You must not submit a Charge for the entire purchase price of a new or used motor vehicle
unless and until you have a written agreement/bill of sale signed by the Cardmember
setting forth the terms of the sale, including purchase price, delivery date and your
cancellation policy.

* Inaddition to other Chargeback rights, American Express also has Chargeback rights for
any portion of the Charge for the entire purchase price of a new or used motor vehicle
which is disputed by the Cardmember, if such Disputed Charge cannot be resolved in your
favor based upon unambiguous language contained in the written agreement/bill of sale.

»  Should a Cardmember exercise his or her right to rescind the written agreement/bill of
sale during any rescission period set forth in the Cardmember's agreement with you or at
law, you shall submit a Credit to your Merchant Services Provider promptly.
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+ Ifthe Cardmember denies making or authorizing the Charge and you have not transferred
title or physical possession of the motor vehicle to the Cardmember, American Express will
have Chargeback rights for such Charge in addition to its other Chargeback rights.

12.3 Business-to-Business (B2B)/ Wholesale Distribution

If you are classified in the business-to-business (B2B) or wholesale distribution industries, and
it is determined that you are not in the Telecommunications industry, then notwithstanding the
prohibition in Section 3.3, "Prohibited Uses of the Card", you may accept the Card for overdue
amounts to the extent that acceptance of overdue amounts is a common practice in your
industry and does not constitute an attempt to obtain payment from the Cardmember whose
prior methods of payment have been difficult to collect or uncollectable. An indicator of such
difficulty, for example, may be the fact that you have sent an overdue customer account to
collections.

For the purposes of Section 6.5, "Submission Requirements — Electronic", a Charge submitted
by your Establishments classified in the foregoing industries will be deemed "incurred" on the
date the Cardmember indicates to you that the Cardmember will pay for the goods or services
purchased with the Card, so long as:

+ thisisacommon practice in your industry, and

« does not constitute an attempt to obtain payment from the Cardmember when prior
methods of payment have been difficult to collect or uncollectable.

Notwithstanding the restriction in Section 6.5, "Submission Requirements — Electronic”, you
must not submit any Charge until the goods have been shipped or services have been provided
to the Cardmember. To the extent that you have clearly disclosed your intentions to the
Cardmember and the Cardmember agrees, then you may submit the following types of
Charges to your Merchant Services Provider before you ship the goods to the Cardmember:

+  Charges representing deposits on custom and special orders (so long as you comply with
Applicable Law) or goods not in inventory at the time the order is placed.

»  Charges representing advance, partial, or full payment for goods that the Cardmember
requests you to ship at a later date.

12.4 Charitable Donations

If it is determined that you are a non-profit organization incorporated or registered under

Applicable Law, and recognized as an Entity qualifying for tax exemption, then:

«  You must provide your Merchant Services Provider, on request, documentation of such tax
exempt status (e.g., tax-exempt status must be published in the section of "Authorized
Charities Directory" at Servicio de Administracién Tributaria (SAT) web page at http:/
www.sat.gob.mx.

«  You may accept the Card for charitable donations that:
= are tax deductible to the payor as a charitable contribution, or

= include the receipt of an item or service of value (such as a meal or admission to an
event or other incentive) where at least a portion of the amount is tax-deductible to
the payor as a charitable contribution.

12.5 E-Commerce Businesses
If you are operating a website or e-commerce business, you must include the following website
information display requirements on your website:

» Anaccurate description of the goods/services offered, including the currency type for the
Transaction. Transaction currency must be in Mexican Pesos.
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*  Your physical address in Mexico.

* Anemail address and a telephone number for customer service disputes.
*  Return/refund policy.

» Adescription of your delivery policy (e.g., No COD, No overnight).

+ Adescription of your security practices (e.g., information highlighting security practices
you use to secure Transactions on your systems, including Transactions conducted on the
Internet).

+  Astatement of known export restrictions, tariffs, and any other regulations.

A privacy statement regarding the type of personal information collected and how the
information is used. Additionally, you must provide to customers the option to decline being
included in marketing campaigns or having their personal information included on lists sold to
third parties.

12.6 Government/Utilities/Education

12.7

Insurance

This section applies to Merchants classified in the government, utilities, or certain education
industries (i.e. higher education, private school-kindergarten to grade 12).

Customers should feel free to use all forms of payment that you accept without being penalized
for choosing a particular form of payment. To promote consumer choice, you are generally
prohibited from imposing any restrictions, conditions, or disadvantages when the Card is
accepted that are not imposed equally on all Other Payment Products. See Section 3.2
"Treatment of the American Express Brand".

You must not impose a higher convenience fee, whether in the form of a flat fee or as a
percentage of the final Transaction amount, on Charges than you impose on Other Payment
Products, except for automated clearing house funds transfers, cash, and checks. American
Express views discrimination against Cardmembers as a breach of the Agreement.

If you are classified in the government, utilities, or education sectors, you may assess
convenience fees on Charges, provided that they comply with the other requirements of this
section.

You must clearly disclose the amount of convenience fees to the customer, which may include
itemization on the customer receipt, invoice, or confirmation email, and give the customer the
opportunity to cancel the Charge if the customer does not want to pay the convenience fee.

Any explanation, verbal or written, describing why the convenience fee is being assessed or
how it is calculated, must/characterize the convenience fee as an assessment to cover your
administrative costs, and not as an assessment to cover your cost of accepting the Card.

Your Merchant Services Provider can only assess a convenience fee when it accepts the Card
for the foregoing Charges in compliance with the requirements of this section.

This section contains provisions specific to Merchants classified in the insurance industry.

American Express undertakes no responsibility on your behalf for the collection or timely
remittance of premiums. American Express will not be subject to any liability, under any
circumstances, for any claim arising from, or related to, any insurance policy you issued. You
must indemnify, defend, and hold harmless American Express and its Affiliates, successors,
assigns, and Issuers, from and against all damages, liabilities, losses, costs, and expenses,
including legal fees, to Cardmembers (or former Cardmembers) arising or alleged to have
arisen from your termination or other action regarding their insurance coverage.
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12.8 Internet/Online Pharmacies

If you are classified or it is otherwise determined that you are an internet/online pharmacy
Merchant that accepts the Card for sales of prescription medications (as defined by Applicable
Law) in the Card Not Present environment:

«  You must be certified by the Verified Internet Pharmacy Practice Sites program of the
National Association of Boards of Pharmacy (www.nabp.net), or

»  You or your authorized representative must attest that you comply with the licensing and
inspection requirements of (i) federal, state, and/or provincial laws and the jurisdiction in
which you are located and (ii) each jurisdiction to which you dispense pharmaceuticals.

Upon request, you or your Merchant Services Provider must promptly provide documentation
that you fulfill the foregoing requirements. Failure to provide this documentation promptly may
result in the cancellation or disentitlement of Card acceptance privileges.

Specific procedures exist for Transaction processing by internet/online Merchants. These
procedures appear in Section 4.7, "Processing a Card Not Present Charge".

12.9 Oil/Petroleum

If you are classified in the oil and petroleum industry, your Merchant Services Provider may
place you in the Fraud Full Recourse Program if you accept Charges originating at a CAT gas
pump. For information about Customer Activated Terminals, see Section 4.6, "Customer
Activated Terminals".

129.1 Requirements
You must:

«  Obtain a unique Merchant Number from your Merchant Services Provider for your CAT gas
pump sales. If you conduct any other business at your Establishment (e.g., convenience
store sales, car washing services), you must obtain a unique Merchant Number for those
lines of your business.

«  Submit dealer location data along with each/Authorization request/and each Submission
file. Dealer location data consists of your business:

= dealer number (store number)

=  name
=  street address
= City

= postal code
12.9.2 Recommendations

American Express has implemented several policies and fraud prevention tools to assist in
combating fraud at the gasoline pump. Work with your Merchant Services Provider for
additional information on these policies and to determine which fraud prevention tools are
supported.

American Express recommends that you:

+  Set apre-Authorization request of $100 at your CAT gas pumps.

«  For higher Charges such as diesel, adjust the pre-Authorization amount to accommodate
the higher Charges.

»  Setyour CAT gas pumps to shut off when they reach the pre-Authorization amount.

* Request a separate Authorization for purchases that exceed the original pre-Authorization
amount.
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12.10 Online/Mail Order Tobacco Retail

If you are classified or it is otherwise determined that you are an online or mail order (or both)
tobacco or e-cigarette Merchant, then you must provide the website address of the online store
from which you sell your tobacco products. If your website facilitates tobacco sales, you may be
required on request to provide an executed and notarized Affidavit of Compliance with Laws -
Online/Mail Order Tobacco. Failure to provide this documentation promptly may result in the
cancellation or disentitlement of Card acceptance privileges. American Express may monitor
your website. Contact your Merchant Services Provider for additional information.

12.11 Rental Establishments

This section applies to Merchants classified in the Rental Establishments industries.

Customers should feel free to use all forms of payment that you accept without being penalized
for choosing a particular form of payment. To promote consumer choice, Merchants are
generally prohibited from imposing any restrictions, conditions, or disadvantages when the
Card is accepted that are not imposed equally on all Other Payment Products. See Section 3.2
"Treatment of the American Express Brand". You must not impose a higher convenience fee,
whether in the form of a flat fee or as a percentage of the final Transaction amount, on Charges
than you impose on Other Payment Products, except for automated clearing house funds
transfers, cash, and checks.

If you are classified as a Rental Establishment, you may assess convenience fees on Charges,
provided that you comply with the other requirements of Chapter 4, "Transaction Processing"
and this section, as follows:

*  You must clearly disclose the amount of convenience fees to the customer, which may
includejitemization on the customer receipt, invoice, or confirmation email, and give the
customer the opportunity to cancel the Charge if the customer does not want to pay the
convenience fee.

+ Any explanation, verbal or written, describing why the convenience fee is being assessed,
or how it is calculated, must characterize the convenience fee as an assessment to cover
your administrative costs and not as an assessment to cover your cost of accepting the
Card.

Your Merchant Services Provider can only assess a convenience fee when it accepts the Card
for Charges in compliance with the requirements of this section.

12.12 Travel Industries

Additional policies and procedures are applicable to Merchants classified in the lodging and
vehicle rental industries. In addition, the Assured Reservations Program is available to
Merchants in the lodging, trailer park/campground, vehicle, aircraft, bicycle, boat, equipment,
motor home, and motorcycle rentals (see Subsection 12.12.3, "Assured Reservations").

12121 [odging

This section applies to Merchants classified in the lodging industry-ene-retieesspeetat
Aetherzaterproceduresendpresramstorshesirard-chaskot The Assured Reservations
and CARDeposit® programs allow certain Charges to be submitted that would otherwise not be
allowed by American Express.
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CARDeposit Program

A program that permits
Cardmembers to charge the
payment of an Advance
Payment Charge to their Cards
when a deposit is required.
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«  Follow all requirements for an Advance Payment Charge, as described in Section 4.14
"Advance Payment Charges".

»  Upon arrival, the Cardmember must show the Card. If the Cardmember does not have the
Card, other identification must be shown.

«  Ensure the Charge Record contains the words "CARDeposit" on the Cardmember
signature line or, for Charge Records submitted electronically, the appropriate indicator on
the Charge Data. If you are unsure of how to submit the Charge using the appropriate
indicator, contact your Merchant Services Provider.

L

The CARDeposit is
canceled

An arrival date of a
CARDeposit is changed

You are unable tolhonor a
CARDeposit that was not
previously canceled

You must send a written cancellation notice showing the
cancellation number to the Cardmember within three (3) business
days from the date of such cancellation. If a refund is due,
pursuant to your advance deposit cancellation policy, you must
include the appropriate indicator or submit a Credit form with the
words "CARDeposit Cancellation" on the Cardmember signature
line. If you are unsure of how to submit using the appropriate
indicator, contact your Merchant Services Provider.

You must send the Cardmember a written confirmation of the
change within three (3) business days from the date the
reservation was changed.

Your obligation to the Cardmember includes the following:
»  You must issue a Credit for the CARDeposit.

» You must pay for accommodations at a comparable location
nearby, until the duration of the original reservation expires (up
to fourteen (14) nights) or until accommodations become
available at the original location, whichever occurs first.

»  You must provide transportation to and from the alternate
location once a day until the original accommodations are
available.

» You must pay for one, three (3)-minute call to advise of the
move to the alternate location, and one, three (3)-minute call
to advise of the return to the original location.

12.12.1.4 Emergency Check-in

If a Cardmember whose Card is lost or stolen requests check-in, you must call your Merchant
Services Provider, request "Authorization for an Emergency Check-in," and follow the

instructions.

Vehicle Rentals

This section applies to Merchants classified in the vehicle rental industry. When Cardmembers
opt to pay for vehicle rentals (not to exceed four (4) consecutive months) on the Card, you
must comply with these procedures.
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Merchants should provide the
Cardmember with written
documentation containing all of
the Capital Damages details
(e.g., incident report, damage
estimate, photographs of the
damages) when the Charge is
submitted.
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12.12.3

Assured Reservations Program

The Assured Reservation
Program allows Cardmembers
to contact a participating
property or rental agency to
make an Assured Reservation
and guarantee the reservation
by giving their American Express
Card. The Assured Reservation
Program is available to the
following industries: hotel, trailer
park/campground, vehicle,
aircraft, bicycle, boat,
equipment, motor home, and
motorcycle rentals.

This document contains sensitive, confidential and trade secret information, and must not be
disclosed to third parties without the express prior written consent of American Express.

Assured Reservations
Assured Reservations means:

«  Foraccommodation reservations (including hotel and trailer park/campground): a
Cardmember's accommodation is guaranteed by you to be held until the published check-
out time on the date following the scheduled arrival date, as indicated by the Cardmember
when making the Assured Reservation.

«  For vehicle, aircraft, bicycle, boat, equipment, motor home, and motorcycle rentals: a
Cardmember's reservation is guaranteed by you to be held until the return time, as
indicated by the Cardmember when making the Assured Reservation.

You must honor Assured Reservations. You may submit "no show" Charges, if you comply with
the provisions of the Assured Reservations Program and the Cardmember does not use or
cancel the reservation in accordance with program requirements.

Your Assured Reservations Program responsibilities include the following:

«  When accepting an Assured Reservation, you must advise the Cardmember that, if the
Cardmember does not claim the Assured Reservation, or cancel it within the time specified
in your stated reservation policy, you may bill the Cardmember for a "no show" Charge as
follows:

=  For accommodation reservations (including hotel and trailer park/campground): one
(1) night's accommodation plus applicable taxes.
=  For vehicle, aircraft, bicycle, boat, equipment, motor home, and motorcycle rentals:
one (1) day’'s rental or the daily/hourly incremental equivalent of the rental rate agreed
upon in the rental agreement, plus applicable taxes.
« Ifthe Cardmember cancels an Assured Reservation, you must provide a cancellation
number to the Cardmember and maintain a record of the cancellation number.

«  Use the proper "no show" indicator, when submitting a "no show" Charge. If you are unsure
of how to transmit using this code, contact your Merchant Services Provider.

If you do not honor the Assured Reservation Program requirements, you must provide
comparable accommodations, and/or services, when reasonably available, at no additional
cost to the Cardmember, in accordance with the rental agreement. Merchants classified in the
Lodging industry are also subject to the requirements set forth in Subsection 12.12.1.2,
"Assured Reservations — Lodging".

Failure to satisfy the previously-mentioned obligations may result in a Chargeback if the
Cardmember disputes a "no show" Charge.

If a disproportionate numbers of Disputed "no show" Charges are received, you must work to
reduce the number of disputes. If such efforts fail to reduce the number of disputes, you may
be placed in a Chargeback program.
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Glossary of Terms

Advance Payment Charge
A Charge for which full payment is made in advance of Merchant providing the goods and/or
rendering the services to the Cardmember.

Affiliate

Any Entity that controls, is controlled by, or is under common control with either party,
including its subsidiaries. As used in this definition, "control" means the possession, directly or
indirectly, of the power to direct or cause the direction of the management and policies of an
Entity, whether through ownership of voting securities, by contract, or otherwise. For the
avoidance of doubt, but not by way of limitation, the direct or indirect ownership of more than
50% of (i) the voting securities or (ii) an interest in the assets, profits, or earnings of an Entity
shall be deemed to constitute "control" of the Entity.

Agency
Any Entity or line of business that uses Merchant's Marks or holds itself out to the public as a
member of Merchant's group of companies.

Aggregated Charge
A Charge that combines multiple small purchases or refunds (or both) incurred on a Card into a
single, larger Charge before submitting the Charge for payment.

Agreement

The merchant processing agreement or sponsored merchant agreement, the American
Express Merchant Operating Guide, and any accompanying schedules and exhibits, collectively,
between Merchant and its Merchant Services Provider.

American Express
American Express Company (Mexico) S.A. de C.V.

American Express Brand

The American Express name, trademarks, service marks, logos, and other proprietary designs
and designations and the imagery owned by American Express or an American Express
Affiliate and the goodwill associated with all of the foregoing and with all the goods and services
now and in the future provided, marketed, offered, or promoted by American Express or an
American Express Affiliate.

American Express Card or Cards

(i) any card, account access device, or payment device or service bearing an American Express
or an American Express Affiliate's Marks and issued by an Issuer or (ii) a Card Number. Card
also includes any card or other account access device or service issued by a Third Party Issuer
and bearing such Third Party Issuer's name or Marks but not the Marks of American Express.
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American Express Network or Network
The Network of Merchants that accept Cards and the operational, service delivery, systems,
and marketing infrastructure that supports this Network and the American Express Brand.

Applicable Law

(i) any law, statute, regulation, ordinance, or subordinate legislation in force from time to time
to which Merchant or its Merchant Services Provider is subject, (i) the common law as
applicable to them from time to time, (iii) any court order, judgment, or decree that is binding
on them, and (iv) any directive, policy, rule, or order that is binding on them and that is made or
given by a regulator or other government or government agency of any Territory, or other
national, federal, commonwealth, state, provincial, or local jurisdiction.

Application-initiated Transaction

ATransaction initiated by an electronic device (including but not limited to, a mobile telephone,
tablet, or wearable device) utilizing a merchant software application within the electronic
device.

Approval/Approved
A message granting an Authorization in response to a request for/Authorization from a
Merchant, consisting of an Approval or other indicator.

Assured Reservation/Program

A program that allows Cardmembers to contact a participating property or rental agency to
make an Assured Reservation and guarantee the hotel reservation by giving their American
Express Card. The Assured Reservation/Program is available to the following industries: hotel,
trailer park/campground, vehicle, aircraft, bicycle, boat, equipment, motor home, and
motorcycle rentals.

Authorization/Authorized
The process by which a Merchant obtains an Approval for a Charge in accordance with the
Agreement.

Bank Account
An account that Merchant holds at a bank or other financial institution.

Batch
A group of Transactions, submitted to your Merchant Services Provider, usually on a daily
basis.

Card—See American Express Card or Cards.

Card Data

Includes the following elements: Cardmember name, Card Number, Expiration Date, Charge
date, the amount of the Charge, the Approval, description of goods and services, Merchant
name, Merchant address, Merchant Number and if applicable the Establishment number,
Cardmember signature (if obtained), 'No Refund' if you have a no refund policy, and all other
information as required from time to time by your Merchant Services Provider, American
Express, or Applicable Law.

Card Identification (CID) Number
A four-digit number printed on the Card. See Section 5.11, "Card Identification (CID) Number"
for additional information.
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Card Not Present Charge
A Charge for which the Card is not presented at the point of sale (e.g., Charges by mail,
telephone, fax, or the internet).

Card Number
The unique identifying number that the Issuer assigns to the Card when it is issued.

Card Present Charge
A Charge for which the physical Card and Cardmember are present at the point of sale,
including In-Person Charges and Charges made at CATs.

CARDeposit Program

A program that permits Cardmembers to charge the payment of an Advance Payment Charge
to their Cards when a deposit is required. See Subsection 12.12.1.3, "CARDeposit Program" for
additional information.

Cardmember (also referred to as Card Member)
An individual or Entity (i) that has entered into an agreement establishing a Card account with
an Issuer or (ii) whose name appears on the Card.

Cardmember Information
Any information about Cardmembers and Transactions, including, but not limited to,
Transaction Data, and Cardmember name, addresses, Card Numbers, and CID Numbers.

Charge

A payment or purchase made on the Card.

Charge Data
Data to be included in Submissions of Charge Records.

Charge Record

A reproducible (both paper and electronic) record of a Charge that complies with American
Express' requirements and contains the Card Number, Transaction date, dollar amount,
Approval, Cardmember signature (if applicable), and other information.

Chargeback

When used as a verb, means (i) your Merchant Services Provider's reimbursement from you for
the amount of a Charge charged back to you-ssbieette-saer-+ight, or (ii) your Merchant
Services Provider's reversal of a Charge for which it has not paid you; when used as a noun,
means the amount of a Charge subject to reimbursement from you or reversal.

Chip
An integrated microchip embedded on a Card containing Cardmember and account
information.

Chip Card

A Card that contains a Chip and could require a PIN as a means of verifying the identity of the
Cardmember or account information contained in the Chip, or both, (sometimes called a
"smart Card", an "EMV Card", or an "ICC" or "integrated circuit Card" in American Express'
materials).

Chip Card Data

The information contained in the Chip on a Chip Card that is used to process Transactions.
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Code 10
A phrase that a Merchant communicates to its Merchant Services Provider to alert of a possible
suspicious Card and/or Transaction. Code 10 situations usually occur during Authorization.

Collusion

Any Transaction, activity, or agreement conducted by a Merchant or its agent with another
party, including another Merchant or a Cardmember, which the Merchant knew or should have
known was not legitimate, or carried out in violation of Chapter 10, "Risk Evaluation".

Compelling Evidence

Additional types of documentation provided by the Merchant to demonstrate the Cardmember
participated in the Transaction, received goods or services, or benefited from the Transaction.
Please contact your Merchant Services Provider for additional information regarding
Compelling Evidence.

Consumer Device Cardholder Verification Method (CDCVM)
An Issuer approved, American Expressjrecognized Cardholder Verification Method whereby the
Cardmember's credentials are verified on a Mobile Device.

Contactless

Technology enabling a Card or Mobile Device embedded with a radio frequency component
(currently, Expresspay) to communicate with a radio frequency-enabled POS System to initiate
a Transaction. See also Expresspay.

Covered Parties

Any or all of your employees, agents, representatives, subcontractors, processors, Service
Providers, providers of your point-of-sale (POS) equipment or systems, or payment processing
solutions, Entities associated with your American Express merchant account, and any other
party to whom you may provide Cardholder Data or Sensitive Authentication Data (or both)
access in accordance with the Agreement.

Credit
The amount of the Charge that Merchant refunds to Cardmembers for purchases or payments
made on the Card.

Credit Record
Arecord of Credit that complies with American Express' requirements.

Customer Activated Terminal (CAT)
An unattended POS System (e.g., gasoline pump, vending machine, check-out kiosk).

Data Security Requirements (DSR)

The American Express data security policy for Merchants, as described in Chapter 8
"Protecting Cardmember Information" of the Merchant Operating Guide and is also made
available to Merchants at\www.americanexpress.com.mx/dsr.

Debit Card

Any Card that accesses a demand deposit, current, savings, or similar account, excluding any
Card bearing a Third Party Issuer's name or Marks without the Marks of American Express. A
Transaction is settled from the accessed account. A Debit Card is not a Prepaid Card.

Decline
A message denying the Merchant's request for Authorization.
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Delayed Delivery Charge
A single purchase for which Merchant must create and submit two separate Charge Records.
The first Charge Record is for the deposit or down payment and the second Charge Record is
for the balance of the purchase.

Digital Goods or Services
Digital merchandise or services downloaded or accessed via Internet or another file transfer
process (e.g., movies, applications, games, virus scanning software).

Digital Wallet Application-initiated Transaction
An Application-initiated Transaction that is initiated by a digital wallet within a Mobile Device.

Digital Wallet Contactless-initiated Transaction
A contactless Transaction initiated by a digital wallet within a Mobile Device via the contactless
interface.

Digital Wallet Magnetic Secure Transmission Transaction
Atype of Digital Wallet Payment where a Transaction is initiated by a digital wallet within a
Mobile Device via the magnetic stripe reader within a POS system.

Digital Wallet Payment

A Digital Wallet Contactless-initiated Transaction, Digital Wallet Application-initiated
Transaction, and/or Digital Wallet Magnetic Secure Transmission (MST) Transaction conducted
via a digital wallet, operated by an American Express approved third party wallet provider that
resides on a Mobile Device.

Disputed Charge

A Charge about which a claim, complaint, or question has been brought.

E-commerce
Electronic commerce is the buying or selling of physical or Digital Goods or Services using the
Internet or an electronic network.

E-commerce Transaction

The purchasing of physical or Digital Goods or Services using the Internet, an application, or
electronic network on either a personal computer or Mobile Device including, but not limited to,
Internet Transactions or Digital Wallet Application-initiated Transactions.

Entity
A corporation, partnership, sole proprietorship, trust, association, or any other legally
recognized entity or organization.

Establishments
Any or all of your and your Affiliates' locations, outlets, websites, online networks, and all other
methods for selling goods and services, including methods that you adopt in the future.

Estimated Authorization
An Authorization for an estimated amount that differs from the final submission amount.

Estimated Lodging Charge
The estimated amount of Charges based on the room rates and the number of days the
Cardmember expects to stay, plus taxes and other known incidental amounts.
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Estimated Vehicle Rental Charge
The rental rate multiplied by the rental period reserved by the Cardmember, plus taxes and any
known incidental amounts.

Expiration Date
The month and year on which a Card expires (sometimes referred to as "valid thru" or "active
thru" date).

Expresspay
An American Express program that enables Contactless transactions.

Floor Limit
A monetary threshold for a single Charge, at or above which Merchant must obtain an
Authorization before completing the Charge.

Fraud Full Recourse{Program
One of American Express' Chargeback/programs.

High Risk Merchant

A Merchant designation indicating that certain fraud Transactions conducted at the Merchant
may be issued as a Chargeback to the Merchant under American Express' Fraud Full Recourse
Program.

Immediate Chargeback|Program
One of American Express' Chargeback/programs.

In-Person Charge

A Card Present Charge excluding Charges made at CATs (e.g., a Charge taken at a Merchant
attended retail location where the Card is swiped, read by a contactless reader, inserted into a
Chip Card reader, or manually key-entered).

Inquiry

A request for information about a Disputed Charge.

Internet Electronic Delivery

The delivery of Digital Goods or Services purchased on the internet via an internet or an
electronic network download or another file transfer process (e.g., images or software
download).

Internet Order

Card payment information that is taken via the World Wide Web, online (usually via a website
payment page), email, intranet, extranet, or other similar network in payment for merchandise
or services.

Introductory Offer

Afree or reduced cost trial, promotion, or other similar offer for a limited period of time that
allows Cardmembers to try a product or service before the Card is billed for the regular price of
the product or service.

Issuer
Any Entity (including American Express and its Affiliates) licensed by American Express or an
American Express Affiliate to issue Cards and to engage in the Card issuing business.
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Magnetic Stripe
A stripe on the back of a Card that contains Cardmember and account information in machine
readable form.

Marks
Names, logos, service marks, trademarks, trade names, taglines, or other proprietary designs
or designations.

Merchant

Any seller of goods or services, non-profit, or government Entity that enters into an agreement
with a Merchant Services Provider wherein the seller agrees to (i) permit any Cardmember to
charge purchases of goods and services at or with such Merchant by means of the Card and (ii)
transfer Transactions to American Express through Merchant Services Provider. Sponsored
Merchants shall be included within the meaning of Merchants.

Merchant Account
An account established by Merchant Services Provider upon entering into an Agreement with a
Merchant.

Merchant Category Code
The four (4) digit code used to identify the industry in which the Merchant is doing business.

Merchant Number
The unigue merchant identification number (or MID) provided by Merchant Services Provider
to Merchant for submitting transactions.

Merchant Operating Guide
The American Express Merchant Operating Guide, which is available at
WWWw.americanexpress.com.mx/guia-comercio.

Merchant Services Provider

An Entity authorized under the American Express OptBlue® Program to accept Charges from a
Merchant pursuant to an Agreement or a Payment Aggregator authorized to accept Charges
from a Merchant. These services may include, but are not limited to, processing transactions,
facilitating authorizations on purchases, and capturing data, merchant accounting, backroom
operations (e.g., chargebacks and detecting fraud), provision of point of sale equipment,
solutions, or systems, sales, or customer service.

Mobile Device

An Issuer approved and American Express recognized electronic device (including, but not
limited to, a mobile telephone, tablet, or wearable device) that is enabled to initiate a Digital
Wallet Payment Transaction.

Mobile Point of Sale (MPOS)

A generic term for a system comprising of a commercial off-the-shelf mobile computing device
with cellular or Wi-Fi data connectivity (such as a phone, tablet, or laptop) that may be used in
conjunction with a Card-reading peripheral to accept contact and/or Contactless Transactions.

Network—See American Express Network or Network.

No PIN[Program
Alprogram that allows an Establishment to not request a signature or PIN from Cardmembers.
See Section 4.17, "No PIN Program" for additional information.
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Other Payment Products
Any charge, credit, debit, stored value, prepaid, or smart cards, account access devices, or
other payment cards, services, or products other than the Card.

Partial Immediate Chargeback Program
One of American Express' Chargeback/programs.

Payment Aggregator
A provider of Payment Services (formerly referred to as “Payment Service Provider” or “PSP”
and sometimes called an “aggregator” or “master merchant”).

Payment Services

The provision of payment services in connection with Transactions between Cardmembers and
Sponsored Merchants whereby the Entity providing such services (and not the Sponsored
Merchant), is the Merchant of record, submits Transactions under its Merchant Number and
receives payment from us for Charges (among other things).

Personal Identification Number (PIN)
A secret code for use with one or more American Express Network, Acquirer, or Issuer systems
that is used to authenticate the user (e.g., a Cardmember) to that system.

Point of Sale (POS) System

An information processing system or equipment, including a terminal, personal computer,
electronic cash register, contactless reader, Mobile Point of Sale (MPOS), or payment engine or
process, used by a Merchant, to obtain/Authorizations or to collect Transaction Data, or both.

Prepaid Card
A Card that is marked "Prepaid" or bearing such other identifiers used by American Express
from time to time.

Proof of Delivery
A courier receipt which proves that the goods were delivered to the complete and valid shipping
address provided by the Cardmember when the purchase was made.

Property Damage Fee

An additional sum of money that may be charged to a Cardmember in relation to property
damage that has been sustained to the rental accommodation (or property therein) or rental
equipment (or part thereof) during the stay or rental period for which the Merchant is able to
demonstrate the genuine costs incurred or required to repair or replace the property or
equipment.

Recurring Billing
An option offered to Cardmembers to make recurring Charges automatically on their Card
(e.g., membership fees to health clubs, magazine subscriptions, and insurance premiums).

Rental Establishments
Long-term rentals used as primary residences.

Reloadable Prepaid
A Prepaid Card whereby once funds are depleted, it can be reloaded by adding funds to the
Card.
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Rights-holder
A natural or legal person or Entity having the legal standing and authority to assert a copyright
or trademark right.

Settlement
The process by which your Merchant Services Provider compiles your debits and credits to
calculate a net amount that will be applied to your Bank Account.

Split Tender
The use of multiple forms of payment (e.g., prepaid products, cash, American Express Card)
for a single purchase.

Submission
The collection of Transaction Data sent to American Express.

System Outage
The interruption of either Merchant or Network systems or services (e.g., computer system
failure, telecommunications failure, or regularly scheduled downtime).

Technical Specifications

The set of mandatory, conditional, and optional requirements related to connectivity to the
Network and electronic Transaction processing, including/Authorization and Submission of
Transactions (sometimes called "specifications" in American Express' materials), which
American Express may update from time to time.

Telecommunications
Communication services, including personal communication services; cellular, paging, long
distance, etc.

Third Party Issuer

Athird party Card Issuer whose Cards are accepted by the Merchant under the Agreement.

Token
A surrogate value that replaces the Card Number.

Transaction
A Charge or Credit completed by the means of a Card.

Transaction Data

All information required by American Express, evidencing one or more Transactions, including
information obtained at the point of sale, information obtained or generated during
Authorization and Submission, and any Chargeback.

Transmission
A method of sending Transaction Data to American Express whereby Transaction Data is
transmitted electronically over communication lines.

Transmission Data

The same as Card Data except for the requirements to include: Cardmember name, Expiration
Date, the Cardmember's signature (if obtained); and the words "No Refund" if the Merchant
has a no refund policy.

URL

Uniform Resource Locator, a term used to identify an internet address.
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Valid Dates
The dates on the Card that indicate the first and last date the Card can be used to make
purchases.

We, our and us
American Express Company (Mexico) S.A. de C.V.

You and your

The individual or Entity that executes the-aceeptinethe Cardtneeran Agreement with a
Merchant Services Provider-areHasappticablertsAffiiatesconductine businessirthe same-
treestry (sometimes called the "Merchant” or "Establishment” in this Merchant Operating
Guide).
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